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A CASINO IN EVERY SMARTPHONE: LAW
ENFORCEMENT IMPLICATIONS

Wednesday, December 9, 2015

HOUSE OF REPRESENTATIVES,
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,

Washington, D.C.

The committee met, pursuant to call, at 1:24 p.m., in Room 2154,
Rayburn House Office Building, Hon. Jason Chaffetz [chairman of
the committee] presiding.

Present: Representatives Chaffetz, Mica, Jordan, Walberg,
Massie, Meadows, DeSantis, Mulvaney, Buck, Walker, Blum, Hice,
Carter, Grothman, Hurd, Palmer, Cummings, Maloney, Clay,
Lynch, Connolly, Duckworth, Lawrence, Lieu, Watson Coleman,
Plaskett, DeSaulnier, and Lujan Grisham.

Also Present: Representative Titus.

Chairman CHAFFETZ. The Committee on Oversight and Govern-
ment Reform will come to order.

Without objection, the chair is authorized to declare a recess at
any time. I appreciate the flexibility and your understanding, as we
had votes on the floor. Almost every member has voted. There’s 23
members that have not yet voted, but—21 now. I think it’s impor-
tant that we start this important hearing and I appreciate all of
your presence and understanding here.

For more than 50 years we had in place what was called the
Wire Act. The Wire Act had a prohibition on gambling. It’s why you
couldn’t go down to your local bookie or go down to Western Union
and start wiring money and betting on who knows what.

That was in place until Christmas Eve, the day before Christmas
Eve in 2011. With no input from the public or notice to Congress,
a single unelected lawyer in the Office of Legal Counsel of the De-
partment of Justice released a 13-page memo reversing 50 years of
Department of Justice precedent and an understanding that Con-
gress had that the Wire Act was in place to prohibit the use of
wires to engage in gambling.

The memo that was introduced declared that the Federal Wire
Act applied only to sports betting and not to all forms of betting.
This reverses what the Clinton administration, the Bush adminis-
tration, the Carter administration, and others had interpreted.

Now, certainly with the growth and the expansion and difference
of the Internet is making on all of our lives, there was this inter-
pretation that didn’t come through Congress. It didn’t get the prop-
er vetting. There was not the recourse.
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The point that I’'ve made in sponsoring a piece of legislation that
would take us back to restoring America’s Wire Act is that if you
want to see a change, if you like a different public policy, if you
want to see things done differently, our Framers have put forward
a process, and that is you introduce a bill, you fight for it, and you
try to get it passed into law, passed through the House, passed
through the Senate, and signed by the President of the United
States. We don’t simply make up laws by one attorney at the De-
partment of Justice down in the bowels there at the Department
of Justice. We don’t erase laws. We shouldn’t be creating laws.
That’s the whole point of this piece of legislation that I have.

Nevertheless, with this OLC opinion in place, it has created quite
a stir, a lot of confusion, and, potentially, an awful lot of problems.
The reversal that the OLC put forward was contrary to a plain
reading of the statute, the intent of Congress in passing the law,
and the longstanding position of the Criminal Division at the Jus-
tice Department. And the result is now anything connected to the
Internet—desktops, laptops, tablets, smartphones—no matter your
age, potentially becoming a casino. I got a problem with that. I
think the country has a problem with that. And it certainly needs
vetting and discussion.

And, again, you want to make a change? Come to Congress, in-
troduce a bill, and make a change. But don’t just change the law
based on an OLC opinion. In fact, I would argue that the law actu-
ally has—this confusion by this OLC memo is causing a lot of prob-
lems.

I don’t believe that the memo has the force of law, but there are
some that are basing their—placing their bets based on this inter-
pretation. To those individuals, those corporations, you're creating
an awful lot of liability for yourself and potential prosecution.

The other challenge that we face is that the Internet doesn’t
have neat walls around it. It’s not like a physical facility that we
can say: All right, it works just right here. For anybody to argue
that the Internet can be walled off and used in just these certain
boundaries, it’s a joke. Come on. Nobody with a straight face is
going to come before the American people and say: Well, the Inter-
net, it’s just for the people of Nevada; or it’s just for the people of
Rhode Island. You kidding me? You give me a good 18-year-old and
about 36 hours and you can hack through just about anything.

So let’s not pretend that the Internet is special for just certain
people. It’s one of the big moral challenges that we have, but it’s
also one of the challenges that we have to do in making good public
policy.

I believe the piece of legislation that I introduced, Restoring
America’s Wire Act, is a states’ right bill. There are States, Utah
and Hawaii in particular, that have no gaming. Right or wrong,
whether you like it or not, the history of the State of Utah, the his-
tory of Hawaii is such that we have elected to have no gaming. We
don’t have a lottery. We have no Indian gaming. We don’t have any
gaming of any sort. I believe that’s the purview of the individual
State. If Nevada wants to have it, they made that choice. There are
a lot of Utahans that will travel to Las Vegas or to Wendover, for
instance, and go gambling. That’s their choice.
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But what I don’t want is to have gaming coming to Provo, Utah,
and Salt Lake City. That’s our choice. That our State’s right, to
say: No, you’re not going to be gaming in the State of Utah. That’s
our decision. And that is the states’ right that by pushing gaming
online we're having to deal with.

There is a concern that the OLC memo threatens the right of
people in certain States to decide not to have gambling within their
borders. And it’s not just an issue for Utah and Hawaii. It is for
other States as well. A bipartisan group of 16 State attorneys gen-
eral wrote a letter to the leaders of the House and Senate Judiciary
Committees in 2014 urging Congress to restore the decades-long in-
terpretation of the Wire Act. They wrote, in part, quote: “The im-
pact of the opinion which, in effect, opens the door to the spread
of Internet gaming will have a potential significant impact on State
and local law enforcement,” end quote. They went on later to say,
quote: “Given the inherently interstate nature of Internet gambling
transactions, we anticipate that it will become increasingly difficult
to effectively regulate such conduct as additional jurisdictions con-
sider legalizing Internet gambling,” end quote.

Federal law enforcement officials have also expressed concerns of
online gaming. For example, in 2013 the FBI stated, quote: “Online
casinos are vulnerable to a wide array of criminal schemes.” They
went on to say: “And many provide more opportunities for crimi-
nals to launder illicit proceeds with increased anonymity,” end
quote.

I would note a Newsweek article that came out: “Department of
Justice settlements regarding online poker are second only to fi-
nancial institutions.” Fines and settlements in excess of—I believe
the specific number cited in Newsweek was 1 billion, 27 million,
511—I'm getting the number wrong, but it’s over a billion dollars,
it’s got a lot of digits to it—it shows what a significant problem the
Department of Justice is currently having with it.

Given the increased access and reliance on technology, Congress
must do its job and understand the implications of this OLC opin-
ion.

Let’s also understand that you’re not going to be able to distin-
guish if it’s a 7-year-old kid or somebody who’s of legal age. The
Internet that is used is not going to be able to distinguish the age
of that person. When you go to a physical facility, you can pretty
much get a guess and some people are carded and checked for their
age.

We are raising a generation of children who are extremely com-
fortable with technology. They think nothing of picking up a
smartphone or tablet and entering the information about their life
into it. They grow up in a generation where these games, they
think they’re great, they’re fun, where they’re playing for coins,
and they're spending a lot of money on Candy Crush and others,
they don’t necessarily know the difference between real dollars and
fake dollars, real coins and fake coins.

The speed at which online casinos operate, coupled with their ac-
cessibility, availability, and anonymity make it clear we need to
understand more about this problem. The Congress must ensure
the law is clear and that some unnamed bureaucrat down in the
bowels of the Department of Justice isn’t making these important
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decisions. This is one person’s opinion, but you can tell by the wide
attendance at this hearing today it is affecting a lot of people.

There was no consultation with Federal law enforcement officials
or with State or local law enforcement officials charged with enforc-
ing the vast majority of the criminal laws, no opportunity for public
comment, Congress was not made aware of what the Department
of Justice was doing. The OLC basically just decided, based on the
placement, literally, of a single comma—a single comma—that the
law didn’t mean what everybody thought it meant for more than
50 years. The consequences were not considered.

Our goal at this hearing is to discuss what the Department of
Justice Office of Legal Counsel failed to do. We'll hear from Fed-
eral, State, and local law enforcement officials who have expressed
concerns with online gaming, including its potential to be used for
money laundering, terrorist financing, fraud, and other criminal ac-
tivity. In doing so, we’ll respect the 10th Amendment and examine
how the borderless nature of the Internet makes it difficult, if not
impossible for States to effectively regulate online gaming, protect
their States and their citizens within their borders.

I have taken an excessive amount of time. I appreciate the indul-
gence. I will now recognize the ranking member, Mr. Cummings,
for his statement.

Mr. CUMMINGS. Thank you very much, Mr. Chairman. I'm going
to yield to Mrs. Coleman in a second. But I want our witnesses to
understand that much of this is new to the Congress, and we want
a full understanding of what is going on here. We’re hearing from
both sides, and they’re coming at us with everything they've got.
And what we seek is fairness.

We also seek information with regard to those States that are al-
ready doing it. I am not of a belief that—I don’t have an attitude
of cannot do. I say we can do if we have the will. The question is,
is how does that play out?

And, you know, let’s not kid ourselves. This is about money.
Come on now. In some kind of way we've got to make sure that
whatever we do is fair, is just. But, again, we want to hear both
sides. As a lawyer for many, many years, I know that there’s al-
ways another side. So, come on, let’s take a look at both sides of
this issue.

And so it gives me great pleasure, Mr. Chairman, to yield to my
colleague, Bonnie Coleman, who hails from New Jersey. They have
online gambling, and she voted for it, and she’s been someone who
has been extremely active and interested in this issue. And so I
will yield the rest of my time to her, and keeping in mind, Mr.
Chairman, that I hope that you will give her the same latitude that
you would give me in that you used 10 minutes. I'm sure she has
8 more minutes—7 more minutes left. Thank you.

Mrs. WATSON COLEMAN. Thank you to the ranking member, and
thank you to the chairman. I do speak to you from a position of
a little bit more knowledge and experience in this issue coming
from the State of New Jersey.

The law enforcement implications of online gambling are an im-
portant policy consideration. However, the evidence clearly dem-
onstrates that with proper regulation, instate online gambling
poses no more challenges to law enforcement or risk to consumers
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than brick-and-mortar casinos. According to the Department of
Justice, instate online nonsports gambling is not prohibited by the
Wire Act or other Federal gambling laws, so States may regulate
online gambling within their own borders.

Currently, the three States, New Jersey, Nevada, and Delaware,
have asserted their right to allow regulated online gambling within
their borders and have created strong regulatory structures to pro-
vide oversight and enforcement of their state regulations. As a
member of the New Jersey State Legislature, as the ranking mem-
ber mentioned, I had the opportunity to vote for my State’s legisla-
tion that allowed regulated online gambling. I did so because I be-
lieved that that legislation offered the best opportunity to mitigate
the risk associated with online gambling.

Since then, I've been pleased to see that our experience in New
Jersey has proven that assessment to be correct. These three
States have not seen an increase in law enforcement challenges or
consumer risk related to regulated online gambling in their State.
New Jersey’s director of gaming enforcement reported earlier this
year, and I quote: “From a regulatory standpoint, our system is
working. There have been no major infractions or meltdowns or
any systematic regulatory failures that would make any doubt the
integrity of operations. The issues that have arisen have been dealt
with appropriately, just like in brick-and-mortar casinos.”

The Division of Gaming Enforcement also established a com-
prehensive, multifactor geolocation standard that cross references
multiple location data sources and has the capability to determine
if software is being used to hide a device’s location.

Please take a look at the video screen.

[Slide.]

Mrs. WATSON COLEMAN. This is a slide from the company that
is used in New Jersey to enforce the instate online gambling re-
quirement that play on licensed sites only occurs within the State
of New Jersey.

Federal law enforcement entities have also not provided evidence
of challenges related to regulated online gambling activities in
those three States. This is contrasted with the significant chal-
lenges associated with unregulated offshore online gambling such
as limitations on monitoring transactions and activity on offshore
servers and low levels of international cooperation. The unregu-
lated offshore gambling sites are not required to verify a player’s
age, identity, or location, and do not provide the significant evi-
dence trail that regulated online gambling operations provide.

The National Fraternal Order of Police wrote in opposition to a
ban of online gambling, describing the threats that exist in the un-
regulated online gambling arena. Not only does the black market
for Internet gaming include no consumer protections, it also oper-
ates entirely offshore with unlicensed operators, drastically increas-
ing the threat of identity theft, fraud, or other criminal acts. There
is also evidence that these gaming sites launder money for orga-
nized crime and help to finance terrorist networks, and I agree.

Any legislative attempts to ban online gambling will drive U.S.
patrons to access the unregulated offshore gambling sites that pose
greater risk to consumers. A Federal ban also interferes with a
State’s right to decide what gambling is permissible in its borders
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and the right to create a regulatory framework that protects its
citizens.

The best way to protect our citizens and support law enforcement
is to allow States to establish a regulated system of oversight and
enforcement for online gambling that will help drive illegal opera-
tors out of the marketplace. And if they are looking to do so, if the
State’s looking to do so, New Jersey has set a model for regulation
that protects its citizens. Other States that choose to allow online
gambling can learn from that approach.

Thank you, Mr. Chairman.

Chairman CHAFFETZ. Thank you.

I'll hold the record open for 5 legislative days for any members
who would like to submit a written statement.

Chairman CHAFFETZ. We’ll now recognize our witnesses. We're
pleased to welcome Joseph S. Campbell, assistant director, Crimi-
nal Investigative Division at the Federal Bureau of Investigation.
Mr. Campbell began his career as an FBI special agent in August
of 1990 and reported to the Chicago field office, where he inves-
tigated white collar crime, public corruption, organized crime, and
various drug matters. He also had a distinguished career since
then, having served in numerous important positions, including as
supervisory special agent in the Counterterrorism Division, Weap-
ons of Mass Destruction Operations Unit at the FBI headquarters,
?nd head of the Joint Terrorism Task Force for the Denver field of-
ice.

We appreciate you being here because in September of 2012, Mr.
Campbell was promoted to deputy assistant director of the Crimi-
nalhlnvestigative Division. And I think you provide a valuable in-
sight.

We welcome the Honorable Alan Wilson, the attorney general of
the State of South Carolina. Mr. Wilson was elected South Caro-
lina’s 51st attorney general on November 2 in 2010 and reelected
again in 2014. As South Carolina’s attorney general, Mr. Wilson is
the State’s chief prosecutor, chief securities officer, and the State’s
chief legal counsel. Mr. Wilson joined the National Guard imme-
diately after joining college. He was called to serve in Iraq where
he led troops through Army fire and earned a combat action badge.

We thank you, sir, for your service to our country.

Today he continues his military service by providing legal sup-
port for soldiers and assisting the prosecution of military crimes as
a lieutenant colonel in the Judge Advocate General Corps.

We thank you again for your service.

We're also pleased to have the Honorable Donald Kleine, Douglas
County attorney in Douglas County, Nebraska. Mr. Kleine was
elected Douglas County attorney in November of 2006. He was re-
elected again in 2010, and again in 2014. In his years as a pros-
ecutor, Mr. Kleine has tried numerous high-profile criminal cases.
He is on the faculty at Creighton University School of Law teach-
ing the trial practice and criminal prosecution. He is a past presi-
dent of the Nebraska County Attorneys Association and a member
of the board of directors in the National District Attorneys Associa-
tion.

We also are pleased to have the Honorable Mark Lipparelli,
member of the Nevada State Senate. He has an extensive private
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sector background, having worked for some organizations, includ-
ing Bally Technologies, Shuffle Master, Casino Data Systems, and
in 2013 Mr. Lipparelli completed a 4-year term on the Nevada
State Gaming Control Board, including his final 2 years as the
chairman of that board.

We have a good panel. We look forward to a robust discussion.
We thank you all for being here. But pursuant to committee rules,
all witnesses are to be sworn before they testify. So if you will
please rise and raise your right hands.

Thank you.

Do you solemnly swear or affirm that the testimony you are
about to give will be the truth, the whole truth, and nothing but
the truth?

Thank you. If you'd please be seated.

And let the record reflect that the witnesses all answered in the
affirmative.

In order to allow time for members to ask questions, we would
appreciate it if you would limit your oral presentation to no more
than 5 minutes, despite the example—well, I set. But be assured
that your entire written record will be made part of the record.

Mr. Campbell, we'll start with you. You're now recognized for 5
minutes.

WITNESS STATEMENTS

STATEMENT OF JOSEPH S. CAMPBELL

Mr. CaMPBELL. Good afternoon, Chairman Chaffetz, Ranking
Member Cummings, and members of the committee. Thank you for
the invitation to appear before you today to discuss online gam-
bling and the potential criminal activity that could arise within it.

As assistant director of the FBI's Criminal Investigative Division,
the responsibility to manage, coordinate, and direct investigative
programs focused on financial crime, transnational organized
crime, civil rights violations, public corruption, crimes against chil-
dren, and drug-related and violent crime, fall to the hard-working
special agents and professional staff working with me. Together,
we remain committed to the goals and vision set forth by FBI Di-
rector James Comey to uphold the Constitution and protect the
American public from criminal wrongdoing.

We appreciate the committee’s interest in the threat posed by on-
line gambling, which can have connections to many other forms of
criminal activity. Illegal gambling businesses, specifically Internet
sports books, have become increasingly popular in the United
States, as well as abroad. The existence of these Web sites has
grown exponentially over the past few years. The National Gam-
bling Impact Study Commission reported illegal betting on sporting
events in the United States is estimated to range between $80 bil-
lion to $380 billion annually.

The Federal Bureau of Investigation works hard to establish and
maintain strong partnerships with both public and private entities
in order to combat illegal gambling. One of our priorities has been
to work with private sector partners like the American Gaming As-
sociation to publicize our Internet Crime Complaint Center, IC3.
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The IC3 is an online tool which allows the public to report tips
about suspected online criminal activity, including illegal gambling.

Any discussion of issues concerning online gambling should in-
clude the potential for money laundering. Money laundering is
rightly defined as any transaction that seeks to conceal or disguise
proceeds from illegal activities. Thus, it is any act that converts
proceeds gained from illegal activity into assets that appear legiti-
mate. Money laundering can undermine the integrity and stability
of financial institutions and systems, discourage foreign invest-
ment, and distort international capital flows.

We suspect online casinos are potentially susceptible to criminal
and money laundering schemes. Online gambling could provide
criminal actors with the potential to be anonymous. The use of the
TOR network, proxy servers, and encryption through virtual pri-
vate networks could potentially conceal a player’s identity, location,
and true gambling activity.

Criminal actors could fraudulently manipulate games and con-
spire with other to use their online gambling accounts to transfer
criminally derived funds to each other. A private tournament or
game could create a platform allowing one person to transfer funds
to another person. Once the private tournament is created, the
criminal actor could raise their bet to the maximum permitted bet
and then fold or intentionally lose.

The movement of funds which appears as gambling winnings to
one and gambling losses to the other is simply a transfer of crimi-
nally derived funds. One of the goals of criminals who generate rev-
enue from criminal activity is to launder their proceeds through
our financial systems to make the funds appear legitimate. Crimi-
nal actors use numerous methods to launder their proceeds. One of
those methods is through the use of casinos.

Internet-based casinos, like physical casinos, can be used to laun-
der criminal proceeds. A person’s online gambling account can be
funded through various methods. Some of these methods include
prepared cards, debit cards, credit cards, previous gambling
winnings, or in-person presence at a physical casino. An individual
wishing to launder criminal proceeds by funding their online gam-
bling account at the casino could structure their transactions in ef-
forts to evade regulatory reporting.

Bank Secrecy Act regulations applicable to physical casinos also
apply to legal online casinos. These Bank Secrecy Act regulations
are designed to detect money laundering activity. Bank Secrecy Act
regulations also require casinos to file BSA reports when the casino
detects suspicious funding or gaming activity. The FBI reviews
these reports regularly.

I thank you all again for inviting me to participate in this hear-
ing today, and I look forward to taking your questions. Thank you.

[Prepared statement of Mr. Campbell follows:]
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Good afternoon Chairman Chaffetz, Ranking Member Cummings, and members of the
committee. I am pleased to appear before you today to discuss online gambling and the potential
criminal activity which could arise within it.

The Department of Justice takes seriously the issue of illegal gambling, including illegal online
gambling, and has carefully used its limited resources to focus its investigation and prosecutions
of Internet gambling on those groups engaged in egregious criminal conduct. This includes
condugct tied to organized crime, including the La Cosa Nostra, conduct that is part of a larger
criminal scheme, and/or conduct that includes locating at least part of the gambling/collection
operation within the United States. The Department of Justice continues to successfully
investigate and prosecute illegal Internet gambling.

In addition to the Department of Justice’s own work in this area, the Federal Bureau of
Investigation (FBI) works hard to establish and maintain strong partnerships with both public
and private entities in order to combat illegal gaming. One of our priorities has been to work
with private sector partners, like the American Gaming Association, to publicize our Internet
Crime Complaint Center (IC3). The IC3 is an online tool which allows the public to report tips
about suspected online criminal activity, including within the illegal gambling sector. This
initiative also leverages the IC3 network to address transnational organized crime (TOC) groups
that use illegal gambling as a way to finance violent and illicit activities.

The FBI has also been successful in investigating, and the Department of Justice has been
successful in prosecuting, such illegal gambling rings. In 2014-20185, there were four federal
trials in Oklahoma City of individuals involved in an online gambling scheme involving Legendz
Sports. To date in this prosecution through pleas and convictions at trial, a total of 23
individuals and 2 companies have been convicted for their involvement in this illegal online
gambling operation. Of these convictions, 20 individuals and 2 companies have been convicted
of RICO conspiracy. The evidence proved these individuals conspired with others from 2003 to
2013 to run Legendz Sports, an international criminal operation that ran online and telephone
gambling services based out of Panama City, Panama. The illegal activity involved racketeering
conspiracy, operation of an illegal gambling business, and money laundering conspiracy.
Legendz Sports took more than $1 billion in illegal wagers, mostly from gamblers in the United
States who were betting on American sporting events. The proceeds were then funneled from

1
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the U.S. to Panama. This is just one example of how the FBI has worked in conjunction with
other Federal law enforcement officials, such as the IRS, and state and local law enforcement
partners to find those individuals who engage in illicit gambling and end their operations.

In its law enforcement efforts, the Department of Justice is mindful of technological advances
and the ever-changing online landscape, and there are several ways in which online gambling
can give rise to potential criminal activity. We suspect online casinos, like physical casinos, are
potentially susceptible to criminal schemes and money laundering schemes because of the
possibility of criminal actors hiding their identity. Online gambling could provide criminal
actors with the potential to be anonymous to an even greater extent than in physical casinos.
Using online tools, like TOR networks and Virtual Private Networks, criminal actors could
conceal their identity, location, and true gambling activity.

Criminal actors could fraudulentty manipulate games and conspire with others to use their online
gambling accounts to transfer criminally derived funds to each other. A “private tournament or
game” could create a platform allowing one person to transfer funds to another person. Once the
private tournament is created, the criminal actor could raise their bet to the maximum permitted
bet and then fold or intentionally lose. The movement of funds, which appears as gambling
winnings to one and gambling losses to the other, is simply a transfer of criminally derived
funds. Or the manipulation of a game by co-conspirators could have been a fraudulent scheme
intended to steal funds from unsuspecting gamblers.

One of the goals of criminals who generate revenue from criminal activity is to launder their
proceeds through our financial systems to make the funds appear legitimate. Criminal actors use
numerous methods to launder their proceeds. One of those methods is through the use of
casinos. Internet-based casinos, like physical casinos, can be used to launder criminal proceeds.

A person’s online gambling account can be funded through various methods. Some of these
methods include prepaid cards, debit cards, credit cards, previous gambling winnings, or in-
person presence at a physical casino. An individual wishing to launder criminal proceeds by
funding their online gambling account at the casino could structure their transactions in efforts to
evade regulatory reporting. A criminal actor could additionally use cash generated from criminal
activity to purchase numerous prepaid debit cards. The criminal actor could then use these
prepaid debit cards to fund their online gambling account.

The Department of Justice and the FBI continue to use all available tools to detect such illegal
activity. For example, Bank Secrecy Act (BSA) regulations applicable to physical casinos also
apply to legal online casinos. These Bank Secrecy Act regulations are designed to detect money
laundering activity. Bank Secrecy Act regulations also require casinos to file BSA Reports when
the casino detects suspicious funding or gaming activity. The FBI reviews these reports
regularly in coordination with the Financial Crimes Enforcement Network.
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In the age of the Internet, what used to be a crime conducted by local bookies on street corners
can now operate as an international criminal enterprise. Working with the Department of Justice
and our federal partners, the FBI is committed to bringing criminals to justice no matter where

they operate.

Thank you again for the opportunity to appear today. I now look forward to any questions you
might have.
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Chairman CHAFFETZ. Thank you.
Attorney General Wilson, you’re now recognized for 5 minutes.

STATEMENT OF ALAN M. WILSON

Mr. WILSON. Thank you. Good afternoon, Chairman Chaffetz,
Ranking Member Cummings, members of the committee. I appre-
ciate the opportunity to be heard here today.

I'd like to preface my testimony with the reality that the 2011
Wire Act revision is one that should have been debated legisla-
tively, not decided administratively by a DOJ opinion. Members of
this committee already recognize that under our Constitution, par-
ticularly the 10th Amendment, the States have virtually exclusive
authority over gambling. As the fourth circuit has held, “Gambling
regulation is an area where States have much expertise and com-
petence, and it lies at the core of a State’s police power,” end quote.
Each State is entitled to decide for itself how or whether to regu-
late gambling or to ban it altogether.

This is the way our Founding Fathers intended the Constitution
to work. The Federal Government should respect the rights of
States, not destroy those rights. They should not legalize gambling
activities the States make illegal. But the DOJ opinion strikes at
the very heart of State powers. DOJ lawyers cannot rewrite what
Senators and Congressmen have enacted. The executive branch
cannot supersede the legislative. The original Wire Act, with its re-
spect for State sovereignty and prerogatives, should thus be re-
stored so that casino gambling does not operate over the Internet
in the States which have outlawed it in their communities.

In South Carolina, gambling is largely prohibited and has been
throughout the history of our State. Our courts recognize that the
public policy of the State is to prohibit gambling. In recent years
my office, our State Law Enforcement Division, or SLED, and var-
ious local law enforcement agencies have had to combat short-term
proliferation of Internet sweepstakes cafes which displayed Inter-
net-based casino-like games on computer terminals in strip mall
outlets, some of which even lured patrons with promises of free cell
phones provided by the Federal Government.

Furthermore, South Carolina’s experience with video poker was
traumatic. Video poker became a $2 billion industry in the State
and carried with it such an addiction problem that there are stories
where mothers have left children to die in cars while they played
video poker. As a result of video poker, families were destroyed and
gambling addictions proliferated exponentially. Robert Stewart, our
then chief of SLED, even warned that video poker was bringing or-
ganized crime to South Carolina.

Despite South Carolina’s continued best efforts over the decades
to protect our citizens from the threats posed by gambling, DOJ’s
revised interpretation of the Wire Act has opened the door to Inter-
net gambling, potentially turning any mobile device in our State
into a virtual casino. What South Carolina’s legislature has specifi-
cally shut down DOJ has reopened in another form with a single
stroke of a pen.

As demonstrated in letters from governors and attorneys general
to Congress on this matter, States are befuddled that a 180-degree
turn in Federal policy on such an important issue was able to occur
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without public comment or input. Decisions with such broad na-
tional policy implications as the 2011 DOJ opinion, which aban-
doned 50 years of DOJ policy, should be debated by Congress, not
left to a lawyer at the Justice Department operating within a vacu-
um.

This unilateral opinion has opened a Pandora’s box of enforce-
ment issues for States like South Carolina. Overnight, a DOJ attor-
ney transformed casino gambling from a tightly controlled activity
requiring interstate or international travel for South Carolinians to
an app on a smartphone available 24/7 with the tap of a finger.

While it is reasonable to assume that one day in the future tech-
nology will be in place in virtual casinos to prevent these sites from
being accessed in another geographic area, the reality is offices like
mine charged with the responsibilities of enforcing our own gam-
bling laws and protecting the public cannot be expected to rely on
the good faith of massive foreign-owned gambling companies li-
censed by other States.

Our system of government reserves intrastate matters, including
the regulation of gambling at brick-and-mortar facilities and intra-
state lotteries, to the States. But the Internet, as the Justice De-
partment has successfully argued in the courts, is inherently inter-
state, and so are any gambling casinos offered online. States are
ill equipped to enforce gambling laws against interstate and inter-
national companies, particularly given the technological
vulnerabilities of the Internet and age and location verification
mechanisms that are subject to compromise.

The 2011 DOJ opinion endangers citizens of States like South
Carolina, especially our children. As a result of this opinion, States
with strict laws prohibiting online gambling are forced to rely on
the promises of foreign gaming corporations and the regulatory
agencies of other States which have legalized online gambling, de-
spite their best intentions.

If we have trouble protecting our children from cyberbullying and
other Internet crimes-against-children cases, then how can we ex-
pect a State to protect our youth from the potential harm of putting
an online casino in their pocket. This is why I appreciate this com-
mittee’s thoughtful efforts to address this serious threat to the citi-
zens of my State and of our country and support legislation to re-
store the traditional interpretation of the Wire Act. Thank you.

[Prepared statement of Mr. Wilson follows:]
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Good afternoon, Chairman Chaffetz, Ranking Member Cummings, and members of the
Committee. [ appreciate the Committee’s interest in addressing the growing problem
of readily available access to online gambling and am pleased to have the opportunity to share
my perspective on this issue.

I would like to preface my testimony with the reality that the 2011 DOJ Wire Act
Opinion is one which should have been debated legislatively, not decided administratively by
unelected bureaucrats. The members of this Committee should recognize that under our
Constitution, particularly the Tenth Amendment, the states have virtually exclusive authority
over gambling. As the Fourth Circuit has recognized, gambling regulation is an "area where
states have much expertise and competence, and it lies at the core of a state’s police power."
Tsoras v. Manchin, 431 Fed. App'x. 251, 233 (4th Cir. 2011). Each state is entitled to decide for
itself how or whether to regulate gambling or to ban it altogether.

Congress has always recognized the preeminent state interest in gambling regulation. It has
been careful to exercise its powers over interstate commerce as concerning gambling and has
thus sought to extend, rather than curb state gambling laws. This respect for federalism was
recognized by one court at the time the original Wire Act was enacted by noting that Congress.
in 1961, intended "to assist the several states in the enforcement of their laws pertaining to
gambling and to aid in the suppression of organized gambling activities by restricting the use of
wire communication facilities.” U.S. v. Yaquinta, 204 F. Supp. 276, 277 (N.D. W.V 1962).

That is the way our Founding Fathers intended the Constitution to work: the Federal
Government should respect the rights of states, not destroy those rights. It should not legalize
gambling activities the states make illegal. But the DOJ Opinion strikes at the very heart of state
powers. DOJ lawyers cannot rewrite what Senators and Congressmen have enacted. The
Executive Branch cannot supersede the Legislative. The original Wire Act, with its respect for
states rights and prerogatives should thus be restored so that casino gambling does not operate
over the Internet in the states which have outlawed it in their communities.

For most of our nation’s history, gambling law was the exclusive province of the states.
As the Fourth Circuit observed in a case involving preemption of South Carolina gambling laws,
“the regulation of gambling by federal law impinges upon core state police powers.” Casino
Ventures v. Stewart 183F.3% 307, 310 (4" Cir. 1999).

Prior to 1961, and to a large extent after, organized crime operations derived substantial
revenue from interstate telephone and telegraph account betting services from across the country.
While this clearly violated the laws of the states in which it occurred, in many cases, state and
local law enforcement were unable to thwart these technologically advanced operations. In 1961,
then-United States Attorney General Robert F. Kennedy’s Justice Department worked with the
87th Congress to enact a series of laws targeting organized crime operations. These statutes,
including the Wire Act, were intended to allow the Federal Government to assist the states in
their efforts to combat organized crime.

In South Carolina, gambling is largely prohibited and has been throughout the history of
our state. Qur state even has laws which allow those who sustain gambling losses to sue to
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recover those losses. South Carolina courts recognize that the public policy of the state is to
prohibit gambling. In recent years, my office, our State Law Enforcement Division, and various
local law enforcement agencies have had to combat a short-term proliferation of internet
sweepstakes cafes which displayed internet-based casino-like games on computer terminals in
strip mall outlets, some of which even lured patrons with promises of free cell phones provided
by the federal government. Enclosed with this testimony is one of many newspaper articles
chronicling the scourge of internet gambling in our state and the efforts of South Carolina’s
General Assembly to close what was a perceived loophole in our state law.

Furthermore, South Carolina’s experience with video poker was traumatic. Video poker
became a $2 Billion dollar industry in the state and carried with it such an addiction problem that
mothers left children to die in cars while they played video poker. As a result of video poker,
families were destroyed and gambling addictions proliferated exponentially. Robert Stewart, our
then chief of SLED, even warned that video poker was bringing organized crime to South
Carolina. Chief Stewart’s admonition was further backed up by William Thompson, a professor
at the University of Nevada-Las Vegas and author of more than 100 articles and books on
gambling, who stated in a 1997 Charlotte (NC) Observer article that **South Carolina provides
an absolutely ripe plum for organized crime,” Thompson said. “"Gambling is a cash business. It's
a business replete with opportunities for cheating, for hiding income from authorities, for
siphoning money into other illegal activities, or for hiding money from other illegal activities.”

Despite South Carolina’s continued best efforts over the decades to protect our citizens
from the threats posed by gambling, the Department of Justice’s (DOJ) revised interpretation of
the Wire Act has opened the door to Internet gambling, potentially turning any mobile device in
our state into a virtual casino, The 2011 DOJ opinion creates another loophole for those looking
to circumvent South Carolina state law. It allows entities, many of which are foreign-national
corporations, to operate online casinos in states like Nevada, Delaware, and New Jersey without
any assurance that these online casinos are not being accessed in states like South Carolina. What
South Carolina’s legislature has specifically shut down, DOJ has reopened in another form with
a single stroke of the pen of an unelected bureaucrat.

The expansion of online gambling poses a direct threat to state and local law enforcement
efforts to enforce state laws banning gambling, which is still prohibited in many states like South
Carolina. Regulation of online gambling has proven difficult at the state level and 1 anticipate
that it will become increasingly difficult to effectively regulate such conduct as more and more
states consider legalizing Internet gambling.

As demonstrated in letters from Governors and Attorneys General to Congress on this
matter, states are befuddled that a 180 degree turn in federal policy on such an important issue
was able to occur without public comment or input. Decisions with such broad national policy
implications as the 2011 DOJ opinion should be debated by Congress, not left to a lawyer at the
Justice Department operating within a vacuum.

This unilateral opinion has opened a Pandora’s box of enforcement issues for states like
South Carolina. Overnight, a DOJ attorney transformed casino gambling from a tightly
controlled activity requiring interstate or international travel for South Carolinians to an app on a
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smart phone available 24/7 with the tap of a finger. The opinion was issued ignoring the reality
that the federal government cannot offer states safeguards to prevent virtual casinos in New
Jersey from being accessed on phones, tablets, or computers in South Carolina. While it is
reasonable to assume that one day in the future, technology will be in place in virtual casinos to
prevent these sites from being accessed in another geographic area, the reality is offices like
mine, charged with the responsibilities of enforcing our own gambling laws and protecting the
public cannot be expected to rely on the good faith of massive foreign owned gambling
companies licensed by other states.

In view of the fact that the primary companies operating online gaming since the DOJ
opinion are massive foreign owned companies, it would be nearly impossible for my office to
prosecute these companies if their sites were accessed by a South Carolina citizen. Prior to this
opinion, longstanding policy since the inception of the Internet has been for DOJ to recognize
these activities as illegal under federal law. To this point, in 2007, U.S. Attorney for the Eastern
District of Missouri Catherine Hanaway stated in Congressional testimony regarding the Wire
Act that, “The Department of Justice’s view is and has been for some that that all forms of
Internet gambling...are illegal under federal law. While many of the federal statutes do not use
the term ‘Internet gambling,” we believe that the statutory language is sufficient to cover it.” But
today, with its 2011 DOJ opinion, the federal government has abandoned enforcement of online
gambling.

Our system of government reserves imfrasiate matters, including the regulation of
gambling at brick-and-mortar facilities and intrastate lotteries, to the states. But, the Internet, as
the Justice Department has successfully argued in the courts, is inherently inferstate and so are
any gambling casinos offered online. States are ill-equipped to enforce gambling laws against
interstate and international companies, particularly given the technological vulnerabilities of the
Internet and age and location verification mechanisms that are subject to compromise.

Without proper investigatory and prosecutorial resources, our citizens, including children
and problem gamblers, will be protected only by the promises of foreign gaming corporations
and the regulatory agencies of other states which have legalized online gambling.

Legalized gambling in this country has always been tightly controlled, requiring travel to
a brick-and-mortar destination. Internet gambling represents a fundamental change. As a result
of the DOJ opinion and subsequent green lights to internet casinos in Delaware, New Jersery,
and Nevada, it is almost impossible for parents to protect their children from accessing virtual
casino games on their smartphones, tablets and laptops. Now, casinos are almost ubiquitous on
every street corner in America as the virtual clouds and mobile devices operate anywhere at
every hour of the day.

This is why 1 appreciate the Committee’s efforts to address this serious threat to the
citizens of my state and of our country, and support legislation to restore the traditional
interpretation of the Wire Act.
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Related Articles

GAMBLING INDUSTRY IN S.C. TAKES ISSUE WITH MOB REMARKS
Charlotte Observer (Charlotte, NC) | November 21, 1997
By: John Reinan and Henry Eichel

Critics of gambling in South Carolina have long maintained that the state's loosely regulated
video poker business would make a tempting target for organized crime. Now the state's top law
enforcement officer agrees.

Robert Stewart, chief of the S.C. Law Enforcement Division, said this week that he fears
organized crime has moved in on the gambling industry.

But on Thursday, a day after he made his suspicions public, Stewart declined to give any details
about what prompted his remarks. His silence drew criticism from gambling industry officials,
who accused Stewart of conducting ““prosecution by press conference.”

“If there's proof leading to this, throw the evidence on the table,” said Michael Gunn, executive
director of the S.C. Video Mall Association. *"I'm not aware of any organized crime groups
moving into this area.

By making these statements, I think Chief Stewart is putting a lot of pressure on himself to
prove them."

Stewart didn't apologize for his comments - or for refusing to expand on them.

“We're in the early stages of this,” he said Thursday. “We've got a couple of things that give me
enough confidence to say what I've said - we're just not ready to play our hand on it.

T know I'm going to take some criticism, but I think it's better to give a heads-up that this
problem exists than to wait until it's totally out of hand. Then they'd say, Why didn’t you warn
us?

Gamblers bet more than $1.75 billion in South Carolina during the year ending June 30, and the
state's 31,000 poker machines are more than in any states except Nevada and New Jersey. Yet
the S.C. gambling industry is the least-regulated in the nation.

That's an invitation to trouble, said William Thompson, a professor at the University of Nevada-
Las Vegas and author of more than 100 articles and books on gambling.

“South Carolina provides an absolutely ripe plum for organized crime,” Thompson said.
“Gambling is a cash business. It's a business replete with opportunities for cheating, for hiding
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income from authorities, for siphoning money into other illegal activities, or for hiding money
from other illegal activities.”

Unlike other states that allow gambling, South Carolina doesn't impose a tax on gambling
revenue. The state doesn't independently monitor the machines’ cash flow, relying on owners to
file quarterly reports.

South Carolina also doesn't require background checks of machine owners and operators, and
does not bar people with criminal backgrounds from involvement in gambling.

In Nevada and New Jersey, Thompson said, the states spend from $40 million to $60 million a
vear on regulatory efforts. South Carolina spends virtually nothing.

“The state is just completely remiss in its efforts,” Thompson said.

Gov. David Beasley, who has spoken out against video poker several times in recent months,
will not call for an investigation into organized crime and the gaming industry, said spokesman
Gary Karr.

“Robert Stewart has the governor's full respect and trust,” Karr said. “'If he thinks there’s
something SLED ought to investigate, Chief Stewart will do that."

Meanwhile, Myrtle Beach police say they are looking into possible organized crime ties to the
video poker industry along the Grand Strand.

“When you talk about the gambling industry, that red flag automatically seems to go up,” said
Capt. Sam Hendrick, head of investigations for Myrtle Beach police.

Suspicions of organized crime ties were heightened during an investigation into the killing ofa
bookkeeper for a gaming company, Hendrick said. Grace Stinson, 47, was found stabbed to
death in her Myrtle Beach apartment in June.

“There are things we have seen in this investigation that suggest there are things we should be
looking at," Hendrick said, but would not elaborate. Police have not made an arrest in the Stinson
case.
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Chairman CHAFFETZ. Thank you.
Mr. Kleine, you’re now recognized for 5 minutes.

STATEMENT OF DONALD W. KLEINE

Mr. KLEINE. Thank you, Chairman.

Chairman Chaffetz, Ranking Member Cummings, and distin-
guished members of the committee, thank you for giving me the op-
portunity to speak today about the challenges of local law enforce-
ment and protecting our most vulnerable citizens from the dangers
that lurk in the realm of online gambling.

I am the county attorney for Douglas County, Nebraska. Myself
and other colleagues around the country, the local DAs, prosecute
over 95 percent of the crime that occurs in America. Douglas Coun-
ty encompasses Omaha and much of its metro area and is home
to over one-fourth of Nebraska’s residents.

As this committee is well aware, prior to 2011 the Department
of Justice interpreted the Wire Act to prohibit wagering of any kind
over interstate telecommunications, including the Internet. The
]\Oﬂlfire Act essentially serves as a Federal prohibition to online gam-

ing.

In 2011, DOJ revised its longstanding interpretation of the Wire
Act to only apply to wagers placed on sporting event s, opening the
door to online gambling in States without any input at all from law
enforcement. The FBI has warned Congress that online gambling
is uniquely vulnerable to criminal activity, but DOJ’s dismantling
of the Wire Act eliminated the risk of Federal prosecution for on-
line gambling. This left policing of online gambling to State and
local officials with limited resources.

For example, the Douglas County Attorney’s Office, my office,
has an annual budget of approximately $8 million. We have 56 at-
torneys dedicated to prosecuting approximately 3,500 felonies that
occur within Douglas County. Our office is largely focused on vio-
lent crimes rather than online gambling. Moreover, while some vio-
lations of Nebraska’s antigambling laws are felonies, many are
misdemeanors, making it even more difficult to devote precious re-
sources to enforcement.

In addition to the limited resources available for enforcing the
law, prosecution of gambling laws is especially difficult given that
online gambling is inherently interstate and often has international
implications. It has been my experience the law enforcement issues
concerning in-person casino gambling are for the most part con-
tained within the general vicinity of the gaming establishment
itself. But online gambling easily crosses domestic and inter-
national borders and can often be accessed by anyone with Internet
access.

Several countries have legalized online gambling, and companies
house servers that are accessible to people outside the host coun-
try. The primary companies operating these online gaming sites
are massive foreign companies against whom it would be nearly
impossible for my office, a local law enforcement DA, to bring
charges. These companies recognize that criminal prosecution by
local officials would be very difficult, which creates even more op-
portunities for these companies to defraud players, launder money
for much more dangerous operations.
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Even more troubling are the risks beyond illegal gambling associ-
ated with many online gambling sites. Credit card fraud, identify
theft, and other financial crimes can occur when players disclose
information that should be kept secure. Unlike other licensed and
regulated activities, Internet gamblers often do not know who is op-
erating the gambling site, if the games are honest, if the winnings
will be paid, or if the money wager will be used for criminal pur-
poses. Once an individual chooses to engage in online gambling ac-
tivities, there are few remedies should they fall victim to a dis-
honest site.

The anonymous virtual nature of online gambling also increases
opportunity to gamble more frequently. As I left my office yester-
day, we had two new felony cases come in just from people who had
gambling issues, and they obviously committed other crimes be-
cause of their gambling problems. As a county attorney, I have
prosecuted numerous crimes stemming from gambling issues, in-
cluding white collar crimes involving significant sums of money, to
neglect cases from parents not caring for their children due to gam-
bling issues.

Easy access to gambling is particularly dangerous to young peo-
ple, who are two to three times more likely to develop a gambling
problem. The Mayo Clinic compares the physiological impact of
gambling to the impact drugs have on a brain’s reward system.
From the mental and emotional perspective, pathological gamblers
are at an increased risk to develop stress-related conditions, major
depressive episodes, anxiety disorders, or substance abuse issues.
Impulsive gambling can also lead to financial loss, increased crime,
lost time at work, bankruptcies, strained relationships with family
members, and even homelessness.

Finally, online gambling activities are extremely difficult to mon-
itor because users can remain largely anonymous. Law enforce-
ment often has limited tools to identify who is gambling illegal and
from where they are engaging in the unlawful activity. Any
smartphone, tablet, or laptop can be a vehicle for online gambling,
and it is virtually impossible to pinpoint players who sign on from
isolated networks.

Members of the committee, thank you for the opportunity to
share my concerns with you today regarding the dangerous con-
sequences of online gambling and the resources required to support
a state-by-state regulating scheme. Law enforcement is charged
with protection of our most vulnerable citizens, but we cannot be
expected to accomplish this monumental task alone. We need the
important resources and expertise of the FBI and Federal law en-
forcement to ensure those online gambling companies preying on
our citizens are brought to justice. Thank you.

[Prepared statement of Mr. Kleine follows:]
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Chairman Chaffetz, Ranking Member Cummings, and distinguished Members of the Committee,
thank you for giving me the opportunity to speak today about the challenges of local law
enforcement in protecting our most vulnerable citizen from the dangers that lurk in the realm of
online gambling. My name is Donald W. Kleine and I am the County Attorney for Douglas
County, Nebraska, which encompasses Omaha and much of its metro area, and is home to over
one-fourth of Nebraska’s residents.

As this Committee knows, prior to 2011, the Department of Justice (DOJ) interpreted the Wire
Act' to prohibit wagering of any kind over interstate telecommunications, including the Internet.
The Wire Act essentially served as a federal prohibition on online gambling. In 2011, DOJ
revised its long-standing interpretation of the Wire Act to only apply to wagers placed on
sporting events, opening the door to online gambling in the states without any input from law
enforcement.

The FBI has warned Congress that online gambling is uniquely vulnerable to criminal activity,
but DOJ’s dismantling of the Wire Act eliminated the risk of federal prosecution for online
gambling. This left policing of online gambling to state and local officials with limited
resources.

For example, my office has an annual budget of approximately eight million dollars. We have
fifty-six attorneys dedicated to prosecuting approximately 3500 felonies that occur within
Douglas County. Our office is largely focused on violent crimes, rather than online gambling.
Moreover, while some violations of Nebraska’s anti-gambling laws are felonies, many are
misdemeanors, making it even more difficult to devote precious resources to enforcement.

In addition to the limited resources available for enforcing the law, prosecution of gambling laws
is especially difficult given that online gambling is inherently interstate and often has
international implications. It has been my experience that law enforcement issues concerning in-
person casino gambling are, for the most part, contained within the general vicinity of the
gambling establishment.

But online gambling easily crosses domestic and international borders and can often be accessed
by anyone with Internet access. Several countries have legalized online gambling and companies
house servers that are accessible to people outside the host country. The primary companies
operating these online gaming sites are massive foreign companies against whom it would be

118 U.S.C. § 1084 (2006}
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nearly impossible for my office to bring charges. These companies recognize that criminal
prosecution by local officials would be very difficult which creates even more opportunities for
these companies to defraud players and launder money for much more dangerous operations.

Even more troubling are the risks beyond illegal gambling associated with many online gambling
cites. Credit card fraud, identity theft, and other financial crimes can occur when players
disclose information that should be kept secure. Unlike other licensed and regulated activities,
Internet gamblers often do not know who is operating the gambling site, if the games are honest,
if winnings will be paid, or if the money wagered will be used for criminal purposes. Once an
individual chooses to engage in online gambling activities, there are few remedies should they
fall victim to a dishonest site.

The anonymous, virtual nature of online gambling also increases opportunities to gamble more
frequently. As county attorney, I have prosecuted numerous crimes stemming from gambling
issues, including white-collar crimes involving significant sums of money to neglect cases from
parents not caring for their children due to gambling issues. Easy access to gambling is
particularly dangerous to young people, who are two to three times more likely to develop a
gambling problem. The Mayo Clinic compares the physiological impact of gambling to the
impact drugs have on the brain's reward system. From a mental and emotional perspective,
pathological gamblers are at increased risk to develop stress-related conditions, major depressive
episodes, anxiety disorders, or substance abuse issues. Compulsive gambling also can lead to
financial loss, increased crime, lost time at work, bankruptcies, strained relationships with family
members, and even homelessness.

Finally, online gambling activities are extremely difficult to monitor because users can remain
largely anonymous. Law enforcement often has limited tools to identify who is gambling illegal
and from where they are engaging in the unlawful activity. Any smartphone, tablet, or laptop
can be a vehicle for online gambling and it is virtually impossible to pinpoint players who sign
on from isolated networks.

Members of the Committee, thank you for the opportunity to share my concerns with you today
regarding the dangerous consequences of online gambling and the resources required to support
a state-by-state regulating scheme. Law enforcement is charged with protection of our most
vulnerable of citizens, but we cannot be expected to accomplish this monumental task alone. We
need the important resources and expertise of the FBI and federal law enforcement to ensure
those online gambling companies preying on our citizens are brought to justice.
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Chairman CHAFFETZ. Mr. Kleine, thank you.
Mr. Lipparelli, you are now recognized for 5 minutes.

STATEMENT OF MARK LIPPARELLI

Mr. LipPARELLI. Thank you Mr. Chairman and members of the
committee, for the invitation to speak today. I am Mark Lipparelli,
and I was asked to present the result of the emphasis of my work
for the past 7 years and my over 22 years of experience in the gam-
ing technology field.

In January of 2009, I was appointed by the Governor of my State
to the Nevada Gaming Control Board, and in January of 2011, I
was elevated to the position of chairman. I also served on our
State’s Gaming Policy Committee that adopted support of regulated
interactive gaming in our State. This is relevant because during my
tenure on the Board, our State embarked on creating the first set
of gaming regulations governing legal interactive gaming in the
United States.

I concluded my tenure on the Gaming Control Board in October
of 2012, and since that time have provided advisory work to a num-
ber of entities engaged in the gaming, technology, sports, and in-
vestment sectors. I'm also the cofounder of the International Center
for Gaming Regulation at the University of Nevada, Las Vegas,
and currently serve as a Nevada state senator. I would add that
prior to serving on the Board, I spent 15 years in senior manage-
ment positions with some of the industry’s leading gaming tech-
nology providers. The comments I make today are my own.

As you continue to review igaming and the related role of law en-
forcement, I can tell you confidently your committee is now in a po-
sition to benefit from a significant amount of deliberation and con-
tribution from many well-informed and experienced operators, reg-
ulators, technologists, and industry experts. Unlike 2009, we are no
longer in greenfield.

We have learned a great deal in the past 6 years. The creation
of enabling law and regulation in three States and a large number
of informed studies and debates, as well as, perhaps most impor-
tantly, the creation, testing, and deployment of many igaming sys-
tems throughout the world has created concrete knowledge that
does now and should replace speculation. The healthy portion of
the knowledge gained also comes from international markets that
by our U.S. standards are not highly regulated.

From a regulatory and law enforcement perspective, Nevada,
New Jersey, and Delaware have been successful. Where there were
concerns over licensing, protecting children and the vulnerable,
player protection, tax collection, money laundering, and
geolocation, these States have had good success. I have provided
further discussion of these items in my full remarks.

We know there have been many attempts to compromise these
systems, but those issues are being revealed, thwarted, evaluated,
and, where warranted, new standards are implemented. This is a
hallmark of gaming regulation of the traditional casino business.

I would provide praise to my former colleagues in Nevada for be-
ginning this effort, and particular praise of the efforts of Dave
Rebuck and the New Jersey Division of Gaming Enforcement. Un-
like Nevada, where regulations currently authorize only online
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poker, New Jersey chose to implement all forms of gaming. This no
doubt expanded the scope of the effort and the energy to get it
right.

Like any innovation, ongoing diligence and continued product im-
provements will be necessary to meet the constant work of those
who seek to compromise laws and regulations. The three existing
U.S. markets and several regulated markets in Canada have now
applied their knowledge to actual operations, and historical specu-
lation has given way to their success and foundation knowledge.

Future regulatory agencies that consider igaming legislation will
be subject to inquiry from those seeking clarity on the subject of
licensing, product submissions, site approvals, employee registra-
tions. These questions have been widely debated, tested, and large-
ly addressed. To the degree possible, I have advised governments,
law enforcement, and regulatory policy advisers to provide for a
broad statutory framework but leave the specific requirements to
the regulations. This approach gives regulators, the experts in the
field, more opportunity to adjust to changing technology and pro-
vide flexibility where appropriate.

Depending on the underlying products that may be introduced in
the future, it is important that law enforcement and regulators
strike an appropriate balance of clarity and regulatory policy.
Where the intent is to allow full commercial-style casino games, a
more robust form of oversight is likely warranted. Where there are
other forms of online gaming entertainment that fall short of these
definitions, lighter forms of regulation may suffice.

I have a couple concluding remarks. One, I would not leave this
subject without specific reference to what I consider to be the much
bigger policy challenge. In my opinion, illegal gaming operators
need to be put in the spotlight. These operators continue to exist
in the shadows and enjoy untaxed and unregulated operations.

This is an area where States that have authorized gaming and
those that have not need to work together with Federal law en-
forcement to continue to reveal these rogue operators. It is a con-
tinual effort, but cooperation between all levels of government, fi-
nancial institutions, and licensed operators is critical. If illegal non-
taxing operators are allowed to freely compete untested with un-
regulated products, the playing field will remain unlevel and con-
sumers will be unprotected.

Nevada, New Jersey and Delaware, as well as many test labs,
have begun to reverse this trend. In the short and the long term,
the lasting impacts on licensed operators will be significant. This
knowledge must be shared with other States and the Federal Gov-
ernment as policies are shaped.

Number two, the pace of U.S. legalization has to date been mod-
est. This has largely abated concerns 5 years ago that igaming
would spread too quickly without proper oversight and without ac-
tual knowledge that it could be effectively regulated. Even with our
law in Nevada in place for over 15 years, we remain only a poker
jurisdiction, and several States, after study, elected not to proceed
with igaming legislation.

Three, there’s a host of attendant businesses that desire further
clarity around igaming policy. These include financial institutions,
handset providers, network providers, credit card issuers, and
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many others. In nearly every case, they too seek the advantage of
legal markets and seek to avoid those who are not providing such
clarity.

Four, technology innovation is taking place at a higher and high-
er speed and consumers are adopting mobile preferences. Newer
technology to protect State choices on allowing or prohibiting
igaming is getting stronger and more diverse. For example, the
proximity of New Jersey to New York and Pennsylvania highlights
these protections in operation.

Five, consistency in igaming regulation is very important. The
security of any system is made more difficult if we end up with an
application code that varies widely from market to market. If policy
changes are considered, this should be kept firmly in mind.

And lastly, you have no doubt heard and will continue to hear
from those who suggest that the risks are simply too great or that
you cannot be given complete assurance that legal igaming can be
properly governed. As chairman, these concerns were very real for
me. No other State had taken up the regulation of igaming, and we
had a 75-year history to protect. My Governor, himself a former
Gaming Commission chair, attorney general, and Federal judge,
made it clear to me that outside risk was not in his or our State’s
interest.

However, after spending 6 years with experts in the field, devel-
opers of products, independent test labs, and regulators, from Al-
derney, the United Kingdom, Gibraltar, France, Italy, Malta, and
the Isle of Man, Singapore, and many others, I can give you con-
fidence that the regulated market model does work.

That said, you must be willing to accept that this market, like
any market, is not entirely bulletproof prove. As markets grow,
there will no doubt be challenges. I expect we will uncover new
risks that we did not anticipate despite our exhaustive efforts.
State regulators and independent test labs have and will continue
to act to address those challenges.

Thank you very much for your attention. I am happy to answer
any questions you may have.

[Prepared statement of Mr. Lipparelli follows:]
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Introduction

Thank you Mr. Chairman and members of the Committee for the invitation to
speak before you today.

I am Mark Lipparelli and | was asked to present as a result of the emphasis of my
work for the past seven years and my overall 22 years in the gaming technology
field.

In January 2009, | was appointed by the Governor of my state o the Nevada
Gaming Control Board. In January 2011, | was elevated to the position of
Chairman. | also served on our state’'s Gaming Policy Committee that adopted
support of regulated interactive gaming in our state. This is relevant because
during my tenure on the Board, our state embarked on creating the first set of
gaming regulations governing “legal” interactive gaming (“igaming”) in the United
States. | concluded my tenure on the Gaming Control Board in October, 2012
and since that time have provided advisory work to a number of entities engaged
in the gaming, technology, sports, and investment sectors. | am also a Co-
Founder of the International Center for Gaming Regulation at the University of
Nevada, Las Vegas and currently serve as a Nevada State Senator.

| would add that prior to serving on the Board, | spent 15 years in senior
management positions with some of the gaming industry's leading technology
providers.

The comments | make today are my own.

Current Backdrop

As you continue your review of igaming and the related role of law enforcement, |
can tell you confidently your committee is now in a position to benefit from a
sighificant amount of deliberation and contribution from many well-informed and
experienced operators, reguiators, technologists and industry experts.

Unlike 2009, we are no longer in the greenfield. We have learned a great deal in
the past six years. The creation of enabling law and regulation in three states, a
large number of informed studies and debates as well as, perhaps most
importantly, the creation, testing and deployment of many igaming systems
throughout the world has provided concrete knowledge that does and should
reptace speculation. A healthy portion of the knowledge gained also comes from
international markets that, by US standards, are not highly regulated.

From a regulatory and law enforcement perspective, Nevada, New Jersey and

Delaware have been successful. Where there were concerns over licensing,
protecting children and the vuinerable, player protection, taxes, money
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laundering, and geolocation these states have had good success. | have
provided further discussion of these items in my full remarks. We know there
have been many attempts to compromise these systems, but those issues are
being revealed, thwarted, evaluated and, where warranted, new standards are
implemented. This is a hallmark of gaming regulation of traditional casino
operations.

| would provide praise to my former colleagues in Nevada for beginning this effort
and particular praise to the efforts of Dave Rebuck and the New Jersey Division
of Gaming Enforcement. Unlike Nevada where regulations currently authorize
only online poker, New Jersey chose to implement all forms of gaming. This no
doubt expanded the scope of effort and energy to get it right.

Like any innovation, ongoing diligence and continued product improvements will
be necessary to meet the constant work of those who seek to compromise laws
and regulation.

Striking the Right Balance

The three existing US markets and several regulated markets in Canada have
now applied their knowledge to actual operations and historical speculation has
given way to their success and foundation knowledge. Future regulatory
agencies that consider igaming legislation will be subject to inquiry from those
seeking clarity on subjects ranging from licensing investigations, product
submissions, site approvals, employee registrations, and many other regulatory
guestions. These questions have been widely debated, tested and largely
addressed.

To the degree possible, | have advised state governments, law enforcement and
regulatory policy advisors to provide for broad statutory frameworks but leave
specific requirements to regulations. This approach gives regulators (the experts
in the field) more opportunity to adjust to changing technology and provide
flexibility where appropriate.

Depending on the underlying products that may be introduced in the future, it is
important that law enforcement and regulators strike an appropriate balance of
clarity and regulatory policy. Where the intent is {o allow full commercial styled
casino games onling, a more robust form of oversight is likely warranted. Where
there are other forms of online gaming entertainment that fall short of these
definitions, lighter forms of regulation may suffice.

Concluding Comments

A couple of concluding remarks.

Statement of Mark Lipparelli 4
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One, | would not leave this subject without specific reference to what | consider
to be the much bigger policy challenge. in my opinion, illegal gaming operators
need to be putin the spotlight. These operators continue to exist in the shadows
and enjoy untaxed and unregulated operations. This is an area where states that
have authorized gaming and, those that have not, need to work together with
federal law enforcement to continue to reveal rogue operators. It is a continual
effort but cooperation between all levels of government, financial institutions and
licensed operators is critical.

If illegal, nontaxpaying, operators are allowed to freely compete with untested
and unregulated products, the playing field will remain unlevel and consumers
will be left unprotected. Nevada, New Jersey and Delaware, as well as the
testing labs, have begun to reverse this trend. In the short and long term, the
lasting impacts on licensed operators will be significant. This knowledge must be
shared with other states and the federal government as policies are shaped.

Two, the pace of US legalization has been, to date, modest. This has largely
abated concemns five years ago that igaming would spread too quickly without
proper oversight and without actual knowledge that it could be effectively
regulated. Even with our law in place for nearly 15 years, Nevada remains a
poker only jurisdiction and several states have passed on legalization.

Three, there are a host of attendant businesses that desire further clarity around
igaming policy. These include financial institutions, handset providers, network
providers, credit card issuers and many others. In nearly every case, they too
seek to take advantage of legal markets and seek to avoid those who are not
providing such clarity.

Four, technology innovation is taking place at higher and higher speeds and
consumers are adopting mobile preferences. Newer technology to protect state
choices on allowing or prohibiting igaming is getting stronger and more diverse.
The proximity of New Jersey to New York and Pennsylvania is a great example
of these protections in operation.

Five, consistency in igaming regulation is very important. The security of any
system is made more difficult if we end up with application code that varies
widely from market to market. If policy changes are considered this should be
kept firmly in mind.

Lastly, you have no doubt heard (and will continue to hear) from those who
suggest that the risks are simply too great or that you cannot be given complete
assurance that legal igaming can be properly governed. As Chairman, these
concerns were very real for me. No other state had taken up the regulation of
igaming and we had a 75 year history to protect. My Governor, himself a former

Statement of Mark Lipparelli 5
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Gaming Commission Chair, Attorney General and Federal Judge, made it clear
to me that outsized risk was not in his or our state’s interest.

However, after spending six years with experts in the field, developers of
products, independent test labs and regulators from Alderney, the United
Kingdom, Gibraltar, France, ltaly, Malta, the Isle of Man, Singapore and many
others | can give you confidence that the regulated model does work.

That said, you must be willing to accept that this market, like any market, is not
entirely bullet proof. As markets grow, there no doubt will be challenges. |
expect we will uncover new risks we did not anticipate despite our exhaustive
efforts. State regulators and independent test labs have and will continue to act
to address such challenges.

Thank you very much for your attention and | am happy to answer any questions.

Statement of Mark Lipparelii 6
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Appendix:

Common Elements of Igaming Legalization and Regulation

While there may be several specific elements you consider, there are likely 4-5
maijor elements that normally follow the analysis around igaming legalization.
These have been debated for a number of years now and | find them to be
generally consistent from market to market. These elements generally include
Regulatory Licensing, Player/Patron Protection, Taxes, Money Laundering, and
Geolocation.

1. Regulatory Licensing

Regulatory licensing is perhaps one of the most important elements in regulating
igaming. When asked, | normally suggest that if licensing is established
successfully, the rest of the legal framework is not the subject of as much great
debate. Naturally, many stakeholders will weigh in on the subject.

First, the analysis will relate to whom shall be qualified tc apply for a license and,
appropriately, this will vary from market to market. The determination of qualified
applicants will be largely dependent on the type of gaming licenses in the given
market. This could include casinos, tribal operations, bingo operators, lotteries,
racetracks, card rooms among others.

There will likely be little debate about licensing requirements of the primary
operator and the key technology providers with a bit more reasonable
disagreement how far down the service provider chain will require licensing or
registration.

Secondly, and perhaps as critical, is the level of regulatory scrutiny applicants will
be subjected fo in seeking licensure. In my view, the igaming licensee, should be
subject to what is generally known in the gaming regulatory community as full
licensing. Qualified applicants would be required to meet the highest standards
for qualification, integrity, acumen and reputation. In other respects, state
systems may need to account for tiers of products that fall outside the traditional
definitions of full igaming activities that do not require such extensive licensing
burdens.

2. Player/Patron Protection
One of the central reasons we are here today is concern over protecting online
patrons. | have found broad consensus that igaming can be successful and are

not subject to the outsized risks many warned could come. The first generation
systems have proven that it is possible. Many of the patrons today who gamble
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on illegal sites would likely be shocked at the vulnerability of their funds and lack
of protection.

Either through specific language in statutes or, preferably, through regulation
igaming products can be subjected to various levels of testing by long
established independent test labs to ensure that player funds are protected, that
collusion can be reasonably detected, that risks are monitored and corrected,
and that patron disputes are properly administered.

Player protection also extends to providing for requirements geared towards
minimizing the harmful effects on the more vulnerable. Despite arguments you
may hear to the contrary, online gaming provides materially greater protections
than are generally available to brick and mortar casino operators.

Lastly, first generation systems have been largely successful in preventing
underage gaming. None of the initial states have cited this concern as a major
source of challenge. As the next generation of solutions come to market, more
can be done to ensure that patrons are recognized.

3. Collection of Taxes / Auditing

Taxes are often complicated. However, it is my experience that gaming systems
have proven, over time, to be highly effective and efficient as it relates to the
tracking of revenue for the assessment and collection of taxes both in brick and
mortar and in the igaming market. Coupled with the privileged nature of gaming
licensing, there is a strong incentive for licensed operators to maintain a nearly
perfect record of tax payments.

In fact, online systems are substantially more capabile for a couple of key
reasons. One, normally such systems are built on more modern and robust
technology frameworks. Two, transactions in online systems are recorded at a
granular level compared to several elements found in physical casinos that do
not lend themselves to granular fracking (e.g. table game play).

While this is not scientific, | should note it is also worth mentioning that igaming
tax policy, generally, is an important consideration. It is my judgment that
defaulting to higher rates of tax is not optimal as established illegal operators will
exploit this in the form of “price advantage.”

4. Money Laundering
The internet is often cited as a law enforcement concern regarding the movement
of funds illegally. While | won't speak to the illegal operators, | can say regulated

online gaming would not be an obvious or an attractive place to launder funds or
move money ouiside the traditional financial system.
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Regulated operator requirements require tracking of granular level events and
presents substantial evidentiary trails for law enforcement with regard to money
laundering.

Further, patrons on regulated gaming sites are subjected to rigorous identity
mandates when player accounts are created. If anonymous movement of funds
were the goal, regulated igaming would not be the best place to do it. If such
patrons are complicit in nefarious actions, their identities will be known. Little, if
any, such enforcement tools are in place on illegally run gaming sites.

5. Geolocation

The last of the major areas often discussed as a law enforcement challenge are
mandates that reasonably assure igaming remains within the market where such
activity is legalized and regulated. Given that the internet was designed with the
mindset that it becomes readily accessible from anywhere, this is a reasonable
concern.

Substantial progress has been, and continues to be made, by service providers
who have perfected methods to pinpoint patron location and gain knowledge of
technology used to misdirect actual patron location. You should not presume
that the regulated markets were accepting of basic internet protocol (“IP”) as a
method of determining the location of patrons. The adopted technical
requirements and ongoing monitoring, particularly in New Jersey where
population density around its borders was a much bigger challenge, have proven
to be robust and capable. More and more tools are becoming available and this
will be an ongoing effort.

Statement of Mark Lipparelli 9
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Nevada’s Background

While it is important to note that a good amount of progress in igaming
legalization work in the US was accomplished in the past six years, Nevada's
enabling legislation was actually created in 2001.

As such, | believe it is important to know how the US market for regulated
igaming came to be.

Shortly after Nevada's adoption of law in 2001, a question was raised about the
applicability of the 1961 Wire Act (a long standing federal law). At the request of
Nevada's regulators, in 2002, Michael Chertoff, then a senior official of the US
Justice Department’s Criminal Division, mailed a letter to the former chairman of
the State Gaming Control Board stating that it was the view of the US DOJ that
igaming was a violation of the Wire Act. This placed the State of Nevada in a
stalemate position. Nevada’s 2001 initial interactive law included a mandate that
the State needed federal clarity before it could proceed.

With the receipt of the Chertoff letter, even though Nevada had created its
igaming law, there were no regulations adopted. A similar DOJ letter was
published in 2005 to the State of North Dakota reiterating the position.

While this was the opinion of the Criminal Division of the USDOJ there were
mixed judgments coming out of the US federal courts some arguably concurring
with the Chertoff position and others countering the position.

lgaming had continued to rapidly expand both within (albeit illegally in most
cases) and outside the US. Material lobbying efforts, both pro and con, were
also taking place here in Washington DC.

in 2006, partly in response to the rapid growth of illegal online gaming, Congress
adopted the Unlawful Internet Gambling Enforcement Act. While this was a
significant policy statement emanating from Congress, it generally did not change
the underlying applicability of the Wire Act. The passage of UIGEA did have an
impact on the marketplace. As a result of passage of the act, several foreign
companies made an affirmative decision to discontinue accepting wagers from
US patrons. Others did not.

In the years following the passage of UIGEA, a good deal of business progress
continued. lgaming was growing at great speed in markets outside the US.
Regulated markets developed in the Isle of Mann, Alderney, Gibraltar and Malta.
Importantly, it was also during this time that ltaly, France and Spain elected to
address the “grey” nature of online gaming and ring fenced their markets. In
essence, the economics on online gaming was beginning to bear fruit and
individual markets were paying attention.
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Uncertainty about whether legal online gaming in the US would come to be was
further complicated in April, 2011, an event now commonly referred to as Black
Friday. The USDOJ unsealed an indictment and seized the domain names of
three major online gaming companies. The indictment related to charges of bank
fraud, money laundering and illegal gaming offenses. These indictments had a
chilling impact on legalization efforts. However, some argue, including me, that
these indictments shed a bright light on the scope of illegal igaming in the US
and that, without federal changes, states would likely become the incubators of
legalized igaming in the US.

In December 2011, one of the next major milestones was passed and one of the
reasons for today's hearing. With federal legislation efforts mired in
disagreement, the USDOJ Office of Legal Counsel published an opinion, in
essence, countering the previously held view that the Wire Act prohibited igaming
at the state level. This opinion was a response to a request by the state of lllinois
and the State of New York who were considering online expansion of the their
lottery products.

As a result of this opinion, the State of Nevada now arguably had its clarity under
its law. We began the process of drafting regulations, conducting public
workshops, framing testing requirements, and compiled application requirements.
In the ensuing months, licenses were issued (June, 2012), systems were tested
and online poker commenced (April, 2013).

This brief history by no means covers the decade in full scope but it does give
you some important key steps that bring us to today’s hearing.

Statement of Mark Lipparelli 1"
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Chairman CHAFFETZ. Thank you.

Before I get to our questioning, I have two UC requests. First,
the chair notes the presence of our colleague, Congresswoman Dina
Titus from Nevada. While she’s not a member of the Oversight
Committee, we thank her for the interest in the hearing topic, and
I'd ask unanimous consent that Ms. Titus be allowed to fully par-
ticipate in today’s hearing.

Without objection, so ordered.

I also have a series of letters that I would ask unanimous con-
sent to enter into the record. (1) A letter from eight State attorneys
general urging Congress to restore the longstanding interpretation
of the Wire Act. (2) A letter from the Nevada attorney general,
Adam Laxalt, expressing the need for congressional review of the
Wire Act and the 2011 OLC memo. (3) A letter from 16 State attor-
neys general urging Congress to restore the longstanding interpre-
tation of the Wire Act. (4) A letter from Congressman Bill Young
that was dated September 20, 2013, stating online casinos are vul-
nerable to a wide array of criminal schemes. (5) A letter from the
FBI to Congressman Spencer Bachus dated November 13, 2009, ex-
pressing concerns with online gaming, including its potential use
for money laundering.

Individual letters from various governors across the country, all
expressing concerns with online gaming and the need to address
the Wire Act: (6) Arkansas Governor Asa Hutchinson from Arkan-
sas, (7) Utah Governor Gary Herbert, (8) Florida Governor Rick
Scott—again, these are all individual letters—Florida Governor
Rick Scott, (9) South Carolina Governor Nikki Haley, (10) Texas
Governor Rick Perry, (11) Indiana Governor Mike Pence.

(12)A letter from Congressman George Holding expressing con-
cerns with online gaming. (13) A letter from the Family Research
Council expressing support to restoring the Wire Act. (14) As well
as a Newsweek cover story on the issue.

Without objection, I would like to enter these into the record.
Without objection, so ordered.

Chairman CHAFFETZ. Now we'll get to the questioning. I would
like to recognize the gentleman from Kentucky, Mr. Massie, for 5
minutes.

Mr. MASSIE. Thank you, Mr. Chairman. And thank you for hold-
ing this hearing.

Mr. Campbell, my first question is for you. Approximately how
much of the FBI’s budget is dedicated to regulating and enforcing
laws on Internet gambling? What percentage, if you would, not ask-
ing for an exact number.

Mr. CAMPBELL. I don’t have with me the exact percentage related
to the budget that we dedicate it to. However, I can tell you
that

Chairman CHAFFETZ. If you can move—all of you, if you can that
microphone up close and snug and turn it right—there you go.
Thank you.

Mr. CamMPBELL. Okay. However, in regard to our investigations
regarding this violation, it could cross a number of areas that of
course are funded, such as transnational organized crime, potential
terrorism financing, other criminal enterprises involved in it.
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Mr. MASSIE. Speaking of that, have you prosecuted anybody for
terrorism financing using Internet gambling as a nexus?

Mr. CAMPBELL. We do have one investigation that we did conduct
where the individual used, among other things——

Mr. MASSIE. Was there a prosecution?

Mr. CAMPBELL. —gambling for money laundering purposes and
so forth.

Mr. MASSIE. Was it one of these Internet gambling sites in one
of these three States that allow it?

Mr. CAMPBELL. I don’t have that information. I can provide you
with more particulars on that.

Mr. MassiE. How big of a priority is this and how prevalent of
a problem is it compared to, say, terrorism—for the FBI—compared
to terrorism, insider trading, counterfeiting, political corruption? Is
it more important than any of those?

Mr. CAMPBELL. Well, it fits into the priority in the sense that as
we go after critical organizations that can hurt America—and,
again, whether those are transnational organized crime groups,
other criminal enterprise groups, terrorism, etcetera—we look for
any and all violations that those individuals are involved in. And
certainly if it involves online gaming, we’re going to pursue that
threat and fully investigate that aspect.

In addition, as information comes to us whereby online gaming
may be occurring in an illegal manner or promoting those types of
threats, we’re going to drive most definitely as a priority.

Mr. MASSIE. But your testimony is that today, so far, you are not
aware of any terrorism that’s been financed using Internet gam-
bling in any of the three States.

Mr. CAMPBELL. As I said, I can take that back, and we can do
some further analysis to determine

Mr. MASSIE. But right now you’re not aware of it.

Mr. CAMPBELL. But as I sit here, I do not have that answer.

Mr. MAssSIE. Mr. Campbell, following up, can’t States just pass
laws to prevent their own citizens from gambling on the Internet?

Mr. CAMPBELL. Well, certainly it’s up to the States to determine
how they might want to police online gaming. From our perspec-
tive, we use a number of statutes, the illegal gambling business
statue, Unlawful Internet Gaming Act, as well. The Travel Act, the
money laundering statutes, bank fraud, wire fraud, mail fraud,
etcetera. And we partner with States in investigations and prosecu-
tions.

Mr. MASSIE. Attorney General Wilson, same question for you.
Can’t your State just pass laws regulating this in your State?

Mr. WILSON. It’s my opinion that it would not be practical for
States on a state-by-state and a quilt-like matter to pass laws on
something that the Federal law has passed unanimously across all
50 States.

Mr. MASSIE. Is that because of enforcement?

Mr. WILSON. Well, it is very difficult from an enforcement pur-
pose. I mean, it is extremely difficult to enforce.

Mr. MAsSIE. Well, here’s my concern. And my next question is for
Mr. Lipparelli. I want to know if you have the same concern that
I do that if we pass a national online gambling prohibition, under
the presumption that it’s necessary for Federal legislation to over-
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turn—essentially overturn State laws, to deal with a State problem
on it, you know, because they don’t want to do it on a state-by-state
basis, couldn’t that logic be used in the same way with gun control,
for instance? Because if a State’s allowed to sell guns in one State,
that makes enforcement of gun control laws in another State dif-
ficult. Isn’t there sort of the same logic at play there? Or do you
share that concern?

Mr. LIPPARELLI. I wasn’t prepared to discuss gun control in to-
day’s hearing. But what I would say to that question is

Mr. MaAssIE. Well, let’s just back it up to the 10th Amendment,
then.

Mr. LipPARELLI. Right. What I would say to that question are
two things. State laws that exist today that either authorize or
make illegal gaming operations apply every bit as much to some-
thing that is exposed on the Internet as it would be in a brick-and-
mortar facility. For example, in the State of Nevada, you no more
have a right to expose a gambling game on the Internet as you do
going down the street and opening up a building without a gaming
license. So those State laws apply regardless. And so that would be
my response, is State law already prevails regardless of whether
it’s Internet or not.

Mr. MASSIE. So just in closing, I would say that I do have that
concern, that if we use this logic at the Federal level that it’s hard
to enforce, for instance, gun control laws in one State so we have
to have a universal ban, that seems like the same logic that we’re
using here by prohibiting Internet gaming. That is just my concern,
Mr. Chairman. And thank you. I yield back.

Chairman CHAFFETZ. No, listen, I appreciate your thought on
this. I know you care about this issue.

I would just add to my colleague that the Department of Justice,
second only to the financial sector, more than a billion dollars in
fines—a billion. So they are pouring an awful lot of resources into
this, and there have been quite a few incursions in this category.

We now recognize Mrs. Watson Coleman for 5 minutes.

Mrs. WATSON COLEMAN. Thank you, Mr. Chairman.

You know, the three States that have created a regulatory frame-
work to allow licensed online gambling operators have already
greatly reduced the risk of collusion of money laundering due to
regulated sites.

So, Mr. Campbell, I need to ask you, has the FBI had any suc-
cessful convictions of a regulated gambling operator, or have you
seen an increase in criminal activity through the regulated gam-
bling sites?

Mr. CAMPBELL. So for the FBI, we’'re more concerned with those
businesses that are operating illegally outright. However, we do
look at information that we receive that could demonstrate that a
regulated gambling business might be acting illegally. I think an
important point to make is that individual subjects, criminals,
could still be utilizing any legal gambling business for illegal activ-
ity, such as money laundering, and then to support other illicit
criminal activity.

Mrs. WATSON COLEMAN. Possibly. However, has the FBI any
record of these instances that I've asked about?
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Mr. CAMPBELL. I don’t have the specific details regarding that.
I can take that back and see whether that does in fact exist.

Mrs. WATSON COLEMAN. And whether or not you've seen an in-
crease in criminal activity on those sites.

The other thing, Mr. Campbell, I wanted to ask you, what are
some of the challenges that the FBI faces in going after illegal on-
line gambling schemes that are unregulated and offshore? And are
there measures to counteract those challenges on the regulated
sites?

Mr. CaMPBELL. Well, certainly, as with any investigation, wheth-
er it’s nationally or globally based, we’re going to utilize all inves-
tigative techniques in order to gather information about what
criminal activity may be occurring, which includes working with
our State, local, Federal, and private sector partners, and even for-
eign government partners related to that particular threat. So re-
gardless of the circumstance, we're going to apply the same tech-
niques and utilize every capability to obtain evidence for a prosecu-
tion.

Mrs. WATSON COLEMAN. I can appreciate that. So I just kind of
want to, for the record, in that that might be the case, you have
not come here today with any particular knowledge about problems
of this nature in the three States that have the regulated online
gambling and you would have to find out if there’s such a record
and let us know. Is that right?

Mr. CAMPBELL. That is correct.

Mrs. WATSON COLEMAN. Thank you, Mr. Campbell.

Mr. CAMPBELL. I would have to provide you some other informa-
tion on that. That’s correct, yes.

Mrs. WATSON COLEMAN. With the little bit of time that I have
left, I'd like to contrast the kind of challenges that have been dis-
cussed here by the panel with what happens when States do regu-
late online operations.

And so, Mr. Lipparelli, I'd like to know from you, from your expe-
rience, what controls are in place on regulated online gambling
sites that make it easier to catch attempts at criminal activity like
money laundering or collusion?

Mr. LIPPARELLI. It’s a very fair question. One thing that is prob-
ably misrepresented too many times in the public is the U.S. regu-
lated industry of igaming dramatically differs from our counter-
parts in most foreign jurisdictions. We set in place what many peo-
ple in foreign jurisdictions criticize us as a very tight system.

So everything from player registration all the way down to player
transactions is completely transparent to the regulator. So there is
a relational database that identifies issues associated with poten-
tial fraud, collusion, player manipulation, credit issuance, the laun-
dering of money.

It would be my considered opinion that if you were going to try
to launder money, a legal regulated site would probably be the last
place that you’d want to try to do that. From a law enforcement
perspective, the tools we put in place are quite robust and would
lead right to the doorstep of those that were using illegal site for
those kinds of purposes.

Mrs. WATSON COLEMAN. I know that no system can be perfect
and no enforcement effort is actually perfect. But to your knowl-
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edge, are there sufficient layers of identification requirements that
would ensure that an individual is playing from a legalized State
in a State that has regulated gambling, a geolocation issue?

Mr. LIPPARELLI. There are, to answer your question directly and
separately. Beyond that, it’s not just simply identifying the IP ad-
dress. The standards that I think were referenced by one of the
witnesses here relate to very specific knowledge of the location of
the transaction. It also incorporates tools that require users to dis-
able certain functions on their computer so as to prevent people
from disguising their location. If those applications are actually op-
erating while the site is accessed, the site will deny access.

Mrs. WATSON COLEMAN. Thank you.

Mr. LIPPARELLI. So there are number of technical standards that
have been put in place and tested to prevent that from happening.

Mrs. WATSON COLEMAN. Thank you, Mr. Lipparelli.

My time is up. Thank you, Mr. Chairman.

Chairman CHAFFETZ. Thank you.

I now recognize the gentleman from South Carolina, Mr.
Mulvaney.

Mr. MULVANEY. I thank the chairman.

Thank you, gentlemen, for participating.

Alan, thanks especially for coming up. It’s always good to have
folks from back home contribute to this process. And thank you for
your service to our State.

Help me, because when I heard you were coming up I was ex-
cited, but I didn’t expect you to be on this side of this issue. You've
taken some positions that I support in other areas, from health
care, to gay marriage, to EPA regulation. You've been taking the
position against Federal control, which I wholeheartedly support.

And I read your testimony today, not the stuff that you were able
to get to when you opened, but your testimony has got some really
good lines in it. “The members of this committee should recognize
that under our Constitution, particularly the 10th Amendment, the
States have virtually exclusive authority over gambling.” “Each
State is entitled to decide for itself how or whether to regulate
gambling or ban it all together. Congress has always recognized the
preeminent State interest in gambling regulation.” I could go on.
And then to have you come up and take a position here that sounds
like you’re for Federal control, I can’t square those two things.

I've got this last quote, which says that, “The DOJ opinion
strikes at the very heart of...It should not legalize gambling activi-
ties the States make illegal.” I get that and I agree with that, the
Federal Government should not legalize stuff that the States have
made illegal.

But I'm waiting for the other half of that statement, Mr. Chair-
man, which is, should the Federal Government also make illegal
that which other States have made legal? And there are three
States who have done this.

So help me square these two things.

Mr. WILSON. First off, let me say this. I'm not up here—I'm not
going to speak for anyone else today—I'm not up here to say that
gambling should be made illegal. I think if New Jersey—my wife
is from New Jersey, I love your State—New Jersey or other States
want to have a robust gambling industry, they should be free to
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pursue that. The members in this room who want that should be
allowed to have it.

Mr. MULVANEY. But if the bill passes, that’s why she’s here, she’s
afraid if the bill passes she loses the right to do that.

Mr. WiLsON. What we are talking about is interstate commerce,
which Congress has the authority to regulate under Article I, Sec-
tion 8. There is no dispute up here that Congress can write the
Wire Act, that Congress can regulate online gambling because it is
interstate in nature. That is not the dispute. If

Mr. MULVANEY. Alan, let me stop you there, because I think
that’s right, and I'm hopefully moving to an area we can agree on,
because I am wondering if there is not a better way do what we
want to do in South Carolina, where it’s not legal, but still allow
New Jersey and Nevada to do what they want to do, which is to
use technology instead of regulation. If we can figure out a way to
make sure that only New Jersey residents gamble online, in li-
censed New Jersey enterprises, using technology, isn’t that another
way to accomplish what you want to accomplish?

Mr. WILSON. I believe that if online gambling, if it is allowed by
the Federal Government, you're basically putting a virtually float-
ing casino over every State or in every pocket of every teenager or
young person who wants to be able to access it.

Mr. MULVANEY. I get that, but in your testimony what you say
is that the reinterpretation essentially allows States to operate on-
line casinos in States like Nevada, Delaware, New Jersey without
any assurance that these online casinos are not being accessed in
States like South Carolina. You also say that the original Wire Act,
with respect to states’ rights and prerogatives, should thus be re-
stored so that casino gambling does not operate over the Internet
in the States which have outlawed it in their communities.

And what I am asking you is, isn’t there perhaps another way
to prevent kids in South Carolina from accessing gambling sites,
legal gambling sites in New Jersey, Nevada or Delaware, other
than Federal regulation?

Mr. WILSON. And I don’t know that that way exists. I heard Ms.
Coleman eloquently say that she believes as a matter of policy that
verification can be enforced. I saw the little points up there on the
map. I don’t know if those were 18-year-olds or people crossed the
river to gamble. The point is, is that if you make online gambling
legal at the Federal level, then you have basically legalized it in
States where they don’t want gambling at all.

Mr. MULVANEY. Your objection to this is not that the information
might happen to cross state lines in the process of going over the
Internet. That’s not the issue here, right? It’s the process of having
a person in South Carolina access something in Nevada, that’s the
interstate nexus for you here, correct?

Mr. WILSON. Correct.

Mr. MULVANEY. So if we could figure out a way to fix that, 1
would simply suggest if there’s a way to fix it through technology
that Mr. Lipparelli has mentioned, maybe that is an alternative
and less intrusive way to deal with the issue.

And here is why I care. And I have all the respect for my col-
league from New Jersey. But unbeknownst to you and maybe the
other folks on the committee, in fact maybe folks on the committee
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here, she’s introduced a bill that has a lot of similarities to what
Mr. Massie mentioned earlier, which is to ban Internet ammunition
and gun sales through a similar requirement to what you’ve just
been talking about here, by making people actually show up in per-
son to show their ID. I can’t remember the name of the bill—the
Stop Online Ammunition Sales Act of 2015. And that’s one of my
fears here, is that they are asking you to instead of being con-
sistent in the state rights position, they come out and say, well,
here is a place where we really do need Federal intervention so
that people in South Carolina can’t access legal Internet gambling
in Nevada, and then use it to say, oh, by the way, it really is hard
for New Jersey to enforce our State laws on gun control because
you can just go online and buy one in South Carolina. And that’s
what I'm worried about, is that we’re going to go through regula-
tion and expand the role of the Federal Government as opposed to
limit it.

So, anyway, with that, I yield back the balance of my time.

Sorry. Go ahead.

Mr. WIiLsON. May I respond real quick? And, Representative
Mulvaney, I agree with you on many of your points. I would just
add that one of the points regarding—what was the last comment
you made? It was——

Mr. MULVANEY. Gun control.

Mr. WILSON. The gun control. I absolutely would be against that.
I just believe at the end of the day that online gambling is a very
unique industry and that when you make online gambling pro-
liferate across the country, it is very difficult for States like South
Carolina to enforce its gambling laws. I believe under the 10th
Amendment States should be able to outlaw Internet gambling, but
those States that want gambling in there can certainly pass those
laws that allow it to occur.

Mr. MULVANEY. Last question, Mr. Chairman, I promise.

Chairman CHAFFETZ. I need to go to—no, I need to go to——

Mr. MULVANEY. Oh, come on, you took, like, 10 minutes.

Chairman CHAFFETZ. I know. I didn’t ask any questions.

So we’re going to go to Mr. Cummings from Maryland.

Mr. CuMMINGS. Thank you very much, Mr. Chairman.

I'm listening to all this, and if I were a judge listening to this,
the first question I would want to get to is the bottom line. And
what I said in my opening statement, it’s about money. Would you
agree that if we were to outlaw online gambling, that the bricks-
and-mortar people would make more money? Anybody disagree? I
don’t see any disagreement down there.

And I guess the reason why I’'m getting to go that is because, I
mean, you know, we in the Congress, we are—most of us—well,
some of us, but I don’t—have the kind of money that the big play-
ers are playing with. And we have to try to figure—we’re trying to
figure out how to deal with this dispute. But there are some things
that are coming through from what you’re saying that I think we
can kind of get down to the bottom line of this.

It sounds like the issue of illegal gambling, which I don’t think—
I think all of us want to get rid of illegal gambling—it’s one thing,
Mr. Campbell. And my question is, so you don’t feel that you have
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t}ﬁe tools to deal with illegal gambling? Hold that for a second, hold
that.

And then I want to come to you, Mr. Lipparelli. Let me ask, with
you it sounds like what you’re saying, if we can steer more gam-
blers, in other words, if we’'re going to—if we can—if the States can
do the regulating, then a lot of the problems that Mr. Campbell
talks about should be resolved because you used the term rela-
tional database.

What he’s talking about is information, and you're saying we’re
getting the information that would actually allow him to do a more
effective job. Am I missing something? Because this is what seems
like out of everything that you all have said, to me, this whole
thing boils down to what I just said. Help me.

Mr. LipPARELLI. Mr. Cummings, the requirements that we put in
place were exactly that. If we’re going to allow online gaming, there
will be player registrations, there will be complete tracking of ac-
tivity, so that to the extent these sites were ever to be used or at-
tempted to be compromised, the audit trail or the transparency
trail is there for the regulators.

So the quick answer to your question is, yes, we want players to
move to and off of illegal gaming sites. That’s often missed in this
discussion, is these illegal sites are readily available to all the U.S.
public. They were available prior to 2011 letter or the opinion that
was authored. They were available.

And by the way, the reference of the chairman with respect to
the substantial fines that were paid were paid by people who broke
the law who were illegal. Those weren’t legal regulated sites that
paid those fines, those were people that were trafficking in our
country, in our States, who ran to the steps of the Justice Depart-
anen}‘; and said, “We want to get right and we’re willing to pay to

o that.”

Mr. CUMMINGS. So now, Mr. Campbell, can you answer my ques-
tion? I gave you some time to think about it.

Mr. CAMPBELL. Certainly, sir. As I mentioned earlier, we use a
variety of statutes to go after individuals and organizations that
are involved in illegal online gambling. And then of course we use
statutes, such as those and others, then to target those criminal or-
ganizations that are using online gaming to support other types of
more serious and nefarious criminal activity, like human traf-
ficking, like narcotics trafficking, corruption, that type of thing. So
we use a variety of tools in order to target that particular threat.

Mr. CuMMINGS. Now, going back, in 2011, going back to a point
you made, Mr. Lipparelli, the Department of Justice Office of Legal
Counsel interpreted the Wire Act to prohibit only sports betting,
based on the text of the statute and the relevant legislative history
and other materials.

After that opinion was issued, some States legalized Internet
gambling within their borders and regulated it. Some have ques-
tioned that legal opinion.

Now, Mr. Wilson, DOJ cited two conflicting court decisions. One
was the Federal Circuit Court of Appeals case known as in re:
MasterCard, I know you’re familiar, which held that, and I quote,
“A plain reading of the statutory language clearly requires that the
object of the gambling be a sporting event or a contest,” end of
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quote. The contrary position was taken by a lower Federal court in
U.S. v. Lombardo. Is that right? Is that correct?

Mr. WILSON. I haven’t read that case.

Mr. CuMMINGS. Okay, no problem. DOJ took the position of the
higher court citing the legislative history and a natural reading of
the statute.

Mr. Campbell, some of today’s testimony has criticized the DOJ
opinion for opening the door for Internet gambling in the States,
but illegal unregulated Internet gambling existed in the States well
before the 2011 opinion and continues to pose a risk of harm to citi-
zens. Is that correct? Is that correct, Mr. Campbell?

Mr. CAMPBELL. Well, I can’t speak to exactly the circumstances
before 2011, but, again, we use a variety of tools to target that
threat as it exists and as we receive that information.

Mr. (;?UMMINGS. But, Mr. Lipparelli, can you answer that by prior
to 20117

Mr. LipPARELLI. Mr. Cummings, I would answer that by saying
the opinions that people form about the 2011 letter, I think it
mischaracterized in such a way that before 2011 there was a
Criminal Division letter in the form of a 1-page letter sent to two
different States that drew a different conclusion. The 2011 analysis
by the OLC was a, I think, 16-page, fairly substantial opinion that
interpreted the Wire Act. The decision of the Justice Department
prior to that came in the form of criminal justice interpretations
that came in the form of a 1-page letter.

In our State, even though we had that opinion as a criminal in-
terpretation by Mr. Chertoff at the time, we no more had a sense
of whether that was the only potential interpretation of the Wire
Act and whether that would prevent us as a State from doing what
we thought could be done legally. And you see the impact of that.
In 2011, that opinion changed.

So I would say that there was a 1-page letter that interpreted
the Wire Act one way and now a 16-page opinion that interpreted
it a different way. Both of those were interpretations of an under-
lying law that a lot of people struggle with.

Mr. CuMMINGS. Thank you very much, Mr. Chairman. Thank
you.

Chairman CHAFFETZ. Thank you.

Members are advised that we have a vote on the floor. There are
11 minutes left. It’s the intention of the chair to recognize Mr. Hice
of Georgia for 5 minutes and then go into recess. We'll resume with
the Democrats going first after the two-vote series.

So, Mr. Hice, you're now recognized for 5 minutes.

Mr. Hice. Thank you, Mr. Chairman. And I want to thank you
for holding this hearing today and for each of those who are joining
us on the panel.

Before I begin my questions, I've got to make it perfectly clear
that personally I am opposed to all gambling in every shape, form,
or fashion, be it in person or online or whatever it may be. Having
been a pastor for over 25 years, I've personally seen the destruction
of various addictions, and gambling being among them.

So this type of hearing puts me somewhat in a quandary to begin
with because I am opposed to gambling all together. And I fully
agree with Georgia’s Governor, Nathan Deal, who has publicly op-
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posed the construction of a casino in metro Atlanta, and who I also
know for a fact opposes any lottery offerings that resemble casino
games.

So I'm opposed to gambling. With that being said, 'm also a sup-
porter of the 10th Amendment and our Constitution and the right
of States. The fact is the people of Georgia voted to have a lottery,
and there’s no question that the Georgia Lottery has contributed
over a billion dollars to the HOPE Scholarship and pre-K education
since its inception in 1994. No one can deny the contribution to
those programs.

And I also know that the Georgia Lottery has been in recent
years exploring online sales and, in fact, they have contributed and
invested a considerable amount of money to ensure that those sales
that customers make are in accordance with both State and Fed-
eral law.

So all that being said, my first question is really to each of you
and a brief answer. But if the technology exists to ensure that on-
line sales are kept away from minors and kept within the State of
Georgia alone, why does the Federal Government have a role to
play? Or does it?

I'll just start, Mr. Campbell, with you.

Mr. CAMPBELL. Right. So I'm not here to take a particular posi-
tion in regard to all the aspects of your question, but just, again,
to reiterate that the FBI enforces the laws as they exist and as we
receive information about criminal activity. That’s really our role.

Mr. Hice. Mr. Wilson.

Mr. WILSON. The Wire Act was originally ushered in through the
Kennedy administration when then U.S. Attorney General Robert
F. Kennedy was the Attorney General of the United States in an
effort to help States.

There is no violation of State sovereignty or 10th Amendment be-
cause Congress has the authority under Article I, Section 8 to regu-
late interstate commerce. A brick-and-mortar building

Mr. HicE. I'm talking about in the State of Georgia, not inter-
state. If the technology is there to stay within the State, what role
does the Federal Government have? That’s my question. And
please be quick, I’'ve got just a couple minutes left.

Mr. WILSON. If it crosses State lines, an Internet transaction, you
have a role in that regard.

Mr. Hict. That is not my question.

Mr. Kleine.

Mr. KLEINE. Well, the very essence of what we are talking about
here is the Internet has such interstate complications. As a local
prosecutor, that’s what we’re looking for, is help from the Federal
Government, to say, “Hey, we can’t handle this.” And I'm not aware
of any way, if I said—if Nebraska said, “We want to ban the Inter-
net,” there’s no way it’s going to happen, people are going to have
access to the Internet. So we’re looking for help here.

Mr. Hice. Mr. Lipparelli, what would you say?

Mr. LipPARELLI. The technology exists to keep it within the State
border. So in your direct question, surely is that there wouldn’t be
a role in that sense. There may be business ideas down the line
that may incorporate multistate activities, but the quick answer to
your question is they wouldn’t have a role.
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Mr. Hice. Okay. Mr. Campbell, are you aware of any cir-
cumstances where the Georgia Lottery has failed to complete with
State or Federal law?

Mr. CAMPBELL. As I sit here, I really do not have any informa-
tion about the Georgia Lottery in general, sir.

Mr. Hice. Okay. Well, my time a wrapping up. But it just seems
to me that the Federal Government should not be dictating to the
States how they operate their State lotteries or casinos, State-sanc-
tioned casinos, if those States have chosen to go that route. And,
I mean, we have got to protect the 10th Amendment whether or
not we like the gambling issue as a whole. And, frankly, if there
is any legislation that infringes upon states’ rights in that regard,
I believe it flies right in the face of our Constitutions and the lim-
ited powers that the Constitution provides.

So with that, Mr. Chairman, I thank you, and I yield back.

Chairman CHAFFETZ. Impressive timing.

The committee is with 5 minutes, 30 seconds left of the vote, the
committee will stand in recess. We will return no sooner than 3:10,
but be flexible as regards to—be a little flexible in terms of when
the vote series is concluded. We’'ll stand in recess and we’ll be back
and continue from there.

[recess.][3:15 p.m.]

Mr. PALMER. [Presiding.] The chair recognizes Mr. Lynch for 5
minutes.

Mr. LyncH. Thank you very much, Mr. Chairman.

I have enormous respect for the chairman and the sponsor of this
measure. I think, however, that we have different expectations of
the result of what would happen if this bill were to go forward.

In Massachusetts, I use our own example, we have an excellent,
a smart, hard-working attorney general who handles this matter
for us, along with our secretary of state. And, unfortunately, I
think if the measure went forward as written, it would take our at-
torney general and the other 49 attorney generals off the field basi-
cally, off the battlefield, and they would no longer be helping in
this effort, as well as the secretaries of state that carry responsi-
bility in some States and our gambling commissions.

So by preemption it would take that whole State framework off
the field. And to be honest with you, I would rather see a situation
where we had cooperation between the FBI and our State gambling
commissions, our attorneys general, and to use the combined re-
sources of those offices to get at this problem.

I think the end result of this legislation would basically be to
push the gambling offshore. And that’s what we have right now
and we can’t reach it. And so I think it creates a more difficult
problem. Again, I would rather see the FBI's office working to-
gether with our State officials, State attorneys general to get at
this problem, and I think that would bring a better result.

Also, I know that some States are working very hard on this. I
know that my colleague Ms. Titus from Nevada has put a lot of
work on this, she has got some good experience on it. And I would
say within this committee, within the Congress she’s probably an
expert on this. So I think a good use of my time would be to yield
what time I have remaining, at least these 3 minutes, to Ms. Titus
of Nevada.



46

Ms. Trrus. Well, thank you very much, Mr. Lynch. Thank you for
those compliments and for yielding. And I thank the chairman for
allowing me to sit in on this committee.

As I've heard the testimony I have been pretty astounded that
Mr. Campbell could come representing the FBI to talk about the
problems of regulated Internet gaming and not be able to cite a sin-
gle case in which has been the problem or give us any statistics
that indicate it is a problem.

And, Attorney General, how you can use the 10th Amendment
argument to say that Federal regulation gives you more states’
rights is kind of jabberwocky to me. And also I wonder, if you're
so concerned about somebody in Nevada—I mean, in South Caro-
lina—gambling on a site that’s located in, regulated by, and limited
to Nevada, what you're doing to protect those teenagers with a cell
phone in South Carolina from gambling illegally and overseas.

But I'd really like to have my time spent by Mr. Lipparelli shar-
ing with us how our extensive background in regulation of gaming
in bricks and mortar has helped us to develop regulation for online
gaming and to answer some of the questions where people say,
well, if you're in South Carolina you can gamble on a site that is
located in Nevada, how when you cross the line to California those
sites turn off, how we can regulate those sorts of things. Would you
lay some of that out for the committee?

And I would be glad to welcome any members of the committee
to come to Nevada for a tour and a visit and see how this really
does work.

Mr. LipPARELLI. Thank you, Ms. Titus, for the question.

All of the gaming regulation that has been passed throughout the
United States essentially have four tiers. I think it is important to
highlight those. It is the statutory framework, the regulatory
framework, and most people understand those two tiers pretty
well. What many people don’t realize, that below those tiers are a
series of technical standards. And then beyond the technical stand-
ards are the interpretations of those technical standards by staff.

So to represent that someone can anonymously play on a regu-
lated Internet site is completely inaccurate. You have full-blown
registration requirements that mandate people turn over Social Se-
curity numbers, personal identification. And by the way, all of their
activity, all of their wagers, all of their deposits, all of their with-
drawals, all of their head-to-head matches are all recorded within
the system. So to suggest that regulated sites can operate in ano-
nymity or without transparency I believe is completely inaccurate.

So in the case of illegal operators, that’s very possible, and that’s
been part of my testimony, is you have this dichotomy of the illegal
people that probably are exploiting customers in South Carolina
and I'm confident that they are exploiting customers in every State
in the country.

In the case of Nevada and New Jersey, and New Jersey’s prob-
ably a better example because they’ve adopted all forms of gaming,
those same stringent technical standards and rules interpretations
apply. So the technical people that are assigned to approve these
systems, this is a privileged industry and you don’t just get your
product approved because you submit it. The burden is always on
the applicant to prove that their system meets the technical stand-
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ards. So there is no free pass when it comes to deploying these sys-
tems.

Ms. Trtus. Thank you.

Thank you, Mr. Chairman.

Mr. PALMER. The chair recognizes the gentleman from North
Carolina, Mr. Walker.

Mr. WALKER. Thank you, Mr. Chairman.

I am conflicted to some sorts as far as gathering all the informa-
tion today, being a big believer in the 10th Amendment and mak-
ing sure that we continue to operate with the individual liberty
that the States so guide us to do so, or the Founding Fathers guide
us to do so.

I am concerned about some statistics that I'm running across. In
the past in doing some work, maybe some of our poorer commu-
nities, if you will, even some of the minority communities, I was
alarmed to find out that nearly 40 percent of all online gamblers
make less than $50,000. In fact, 14 percent makes less than
$25,000. Are you aware of those statistics, any of you gentleman,
have you done—or you’re just now hearing it? Okay.

Fifty-four percent of all online gamblers are minorities, which ob-
viously this should cause us some concern because many of these
wonderful people live in some of these poorer communities.

So I struggle with this, and I've got a couple questions I want
to get to, but I do want to lay something out in my time that’s al-
lotted to Mr. Lipparelli. Several news sources have noted Senator
Harry Reid’s attempt to place a provision in the omnibus in the
spending bill that would bail Caesars casino out of bankruptcy.
Others have also reported on Caesars’ need for more States to au-
thorize Internet gambling so that Caesars can get more players on
its New Jersey site.

So my questions, so with the modified interpretation of the Wire
Act, is this what we’re talking about? I guess the bottom line ques-
tion is, are we talking about helping bail out an unprofitable ca-
sino?

Mr. LipPARELLI. Thank you for the question, Mr. Walker.

The interpretation of the Wire Act has been a question before
2011 and it remains a question now. That is one of the areas in
all forms of gaming development where that question constantly is
brought to the table. You have a situation now where you have old
law that hasn’t kept up with innovation. So the question of that I
think is irrelevant to anything relating to any one company’s ambi-
tions, that that interpretation of the Wire Act is the same interpre-
tation today as it was yesterday, as it was in 2009, as it was in
2001 when we passed our law.

Mr. WALKER. You may be correct. Time will tell. I can’t imagine
that Senator Reid would try to do that into the omnibus, but we’ll
see how that works out.

Mr. Campbell, is there a Federal agency that has the resources
and personnel necessary to place a patchwork of State Internet
gambling regulatory regimes, protect States that do not do not per-
mit Internet gambling, and permit the use of Internet casinos and
lotteries for moneys that are laundered or other criminal activities?
Any information that you could speak to that?
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Mr. CAMPBELL. Well, again, I think it would harken back to
statements earlier about the importance of the Federal agencies,
including the FBI, working with State and local agencies to identify
where this illegal activity is occurring and combining resources to
do so. I think a couple of cases that demonstrate effectiveness in
that area, the Legendz Sports case out of Oklahoma, which was a
10-year illegal gambling activity, over $1 billion, victimizing Ameri-
cans involved in sports betting. And then also the Full Tilt Poker
Sports case as well, where there was a seizure of over $500 million
related to that as well. And of course there were international ties
to those cases.

So I think it’s important that regardless of the landscape, where
the threat occurs, and where illegal activity is occurring, by what-
ever individuals or organizations, it needs to be a combined effort
by many agencies to target that threat.

Mr. WALKER. Okay. Let me follow up. In your earlier testimony,
I believe you mentioned something about the FBI may have an in-
vestigation involving online gambling and terrorism. It piqued my
interest. Would you mind unpacking a little bit more about that
case to the committee, whatever you can share, and why the FBI
may be looking into such matters?

Mr. CaMPBELL. Right. And we can provide you some more spe-
cifics on that in future.

Mr. CAMPBELL. But that was an investigation involving an indi-
vidual that was providing monetary support, and one of the meth-
ods for that was money laundering through online gambling. And
so in regard to that particular threat, as the FBI pursues investiga-
tions and we’re targeting our top threats, which could be within
terrorism or transnational organized crime, we look for whatever
tools those bad guys essentially are utilizing that can help promote
their criminal activity to hurt Americans. So it certainly i1s a pri-
ority for us.

Mr. WALKER. I'd like to have more time, but my time has ex-
pired. Thank you, Mr. Chairman, I yield back.

Mr. PALMER. Thank you, Mr. Walker.

The chair now recognizes Mr. Lieu from California for 5 minutes.

Mr. Lieu. Thank you, Mr. Chairman.

Thank you, Mr. Wilson, Mr. Kleine, for your public service.
Thank you for your testimony today. And I have no doubt you be-
lieve in your testimony, but I do need to point out that parts of
your testimony were simply wrong when it comes to technology.

Mr. Kleine, you had testified essentially that any smartphone
can be used for online gambling. That’s virtually impossible to pin-
point location.

And, Mr. Wilson, you said essentially that any smartphone can
you used as a virtual casino.

The notion that you can’t pinpoint location is simply incorrect.
Just look at GPS next time on your smartphone, it will tell you
where you are relatively accurately. And if you have lots of folks
who are using these devices, they are going to be able to do it with-
in their own State, but not outside the State in terms of online
gambling.

When you look at the programs that these States have put in,
they are relatively effective. So we have a video that we’re going
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to show from one such geolocation company, it is called GeoComply.
We're going to show it. It’s about a minute and a half.

And as it’s cuing up, I do want to know, the notion that you have
ordinary South Carolina citizens who are somehow playing a Las
Vegas online casino has no basis in reality or fact, and that’s be-
cause they can’t access that. Las Vegas and Nevada will block
these things. So will New Jersey.

So we're going to show this one for GeoComply, which New Jer-
sey uses. And if we want to run the video, that would be great.

[Video shown.]

Mr. Lievu. Thank you.

My colleague Mr. Mulvaney earlier today asked is there a less
intrusive way to solve this problem. We just showed it to you. And
there are ways to make sure that folks are not playing illegally.

Now, is it possible that a very smart hacker could spend count-
less hours trying to hack into one of these systems? Sure, anything
is possible. But then we have got much more to be worried about,
about that hacker than if that person from South Carolina wants
to play, for example, the Illinois State Lottery online.

And then let me ask some questions for Mr. Lipparelli. In Ne-
vada, for someone to actually play online, they've got to give their
name, their address, their driver’s license, their bank account, and
a whole host of our information, correct?

Mr. LipPARELLI. That is correct, sir.

Mr. LiEu. But if they walk in a brick-and-mortar casino they can
walk in, put $5,000 on black on the roulette wheel, win, and then
walk out without giving their name or address or driver’s license,
correct?

Mr. LIPPARELLI. They can do that, but the marketing department
at the casino would more likely track them down and try to get
that information from them.

Mr. Lieu. Right. So let’s say they win a thousand. Now, based
on what you said earlier, it seems like with online regulated gam-
bling you have far more information on who it is, what their bank
account is. So they, in fact, were not anonymous. In the same way
we don’t say online banking is anonymous, we don’t say online
stock trading is anonymous.

This is not anonymous, this is almost the exact opposite. You
have so much information about these people who are online gam-
bling that this is exactly what law enforcement wants. And I do
want to suggest that what some of the witnesses are arguing today
are essentially that South Carolina should decide what the over 49
States should do, that is wrong, that violates the 10th Amendment.

And with that, I yield back.

Mr. PALMER. The chair now recognizes the gentleman from Wis-
consin, Mr. Grothman.

Mr. GROTHMAN. Sure. First for Mr. Campbell, just hypothetically.
Do you think States should have the right to set the gambling pol-
icy within their own borders?

Mr. CAMPBELL. I really can’t speak to that. Again, we simply
pursue our investigations based on existing Federal statutes. I
would defer to our partners from the States in regard to that an-
swer.
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Mr. GROTHMAN. Okay. Well, I'll ask you all. This is for any one
of the four of you to step forward.

I think the problem we address is a lot of States want to limit
gaming, and they want to limit gaming kind of for the reasons that
Congressman Walker said. They feel that it’s something that takes
advantage of the poor, people who for whatever reason have a
weakness, and results in messing up their lives financially.

Now, the last question pointed out there’s all sorts of information
being gathered. Do any of you have anything that you would like
to add to my last comment? I mean, in your positions do you see
people mucking up their lives because of Internet gaming? Do you
have any anecdotal evidence or real evidence you can tell me
abofpt? Any one of you four. Who is ever the most aggressive can
go first.

Mr. WILSON. I don’t know if I'm the most aggressive, but we have
seen anecdotal evidence in South Carolina through a lot of the
sweepstakes situations we’ve had. We obviously had video poker
back in the '90s. Anecdotal evidence, children were left in cars who
died because the mother was in there gambling for hours at a time.

I would like, if I may real quick, and I respect Mr. Lieu who give
his little video presentation, I'm not here today and I confess I'm
not prepared to litigate or debate whether or not what he put in
that video is provable and defensible. But what I can say is, is that
it is not a violation of the 10th Amendment when Congress has the
authority to regulate online gambling under the Commerce Clause.

For 50 years the Wire Act, Wire Act enforcement and precedent
has kept gambling out of the air and on the ground where States
could better regulate it, whether they prohibit it or regulate it or
support it. When the prohibition was removed unilateral by a law-
yer at the Justice Department they put it up in the air as well on
the ground where States can’t regulate it as easily.

Removal of the online gambling provision of the Wire Act has
eroded the States’ ability to prohibit or regulate however they want
the gambling in their States. And so my comment to that is, if we
don’t past RAWA and no one here codifies what was in that legal
memorandum, then that legal memo amended Federal law, they
legislated from the Justice Department, and that is only something
that this Congress can do.

Mr. GROTHMAN. As a practical matter—well, first of all, do any
other folks have anything to say on my question? No, okay.

So I'll give you this question. As a practical matter, as this is left
hanging out there, do you believe this is resulting in a significant
increase in gaming in States whose public policy is probably to dis-
courage that gaming?

Mr. LipPARELLI. Well, sir, I can take a stab at that. The legaliza-
tion of online gaming in Delaware, Nevada, and New Jersey,
there’s lots of debate about whether those are overlapping players
or not. I would tell you that the growth in online gaming on illegal
sites occurred without respect to any policy position taken by any
government official. It grew out of just the natural evolution of
technology being exposed to patrons.

So do I believe more people moved to mobile forms of gambling
that were made available by illegal operators? I absolutely believe
they did. That’s why in our State and many of the people in our
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industry want to see that become what we traditionally support,
which is forms of regulated industry that are subject to fair forms
of taxation and oversight.

Mr. GROTHMAN. Okay. I'll ask Mr. Kleine one final question.

You're here today, and I assume youre here today because you
have an interest in this topic. Anecdotally, in your State, has this
loophole or new rule or whatever you want to call it, do you believe
it has resulted in more gaming in Nebraska that wouldn’t have
happened otherwise?

Mr. KLEINE. Yes. Anecdotally, I will say that certainly we have
seen people who have problems with gambling generally, to your
question earlier. But is there a greater propensity if people have
access? Sure there is.

And to your point, to the Congressman’s point about geolocation,
that’s with regard to regulated areas. We're still not talking about
the illegal gambling sites that may be in another country or what-
ever that people have Internet access to it. And my understanding
is this would give the FBI or the Justice Department the ability to
go after those folks. We're still talking about the enforcement per-
spective about people who are doing illegal operations, and that’s
what we’re looking to, is how do we enforce the law. And we need
a law to be there to be able to be enforced. Do you see what I'm
saying?

Mr. GROTHMAN. Right. And apparently Nevada has the opinion
that, you know, the more the better, as long as it’s regulated. But
in Nebraska, you as a State, you gambling is something that takes
advantage of people’s weaknesses, and you are familiar with exam-
ples of people’s lives who have been——

Mr. KLEINE. Sure. We don’t have casino gambling in Nebraska.
There is casino gambling in Iowa, which is right across the Mis-
souri River from Omaha. We have a multitude of cases, criminal
cases that come out because of the issues that are caused when
people go over and blow all their money in the casinos in Iowa.

Mr. GROTHMAN. It is Iowa, what can you expect?

Mr. KLEINE. Right.

Mr. GROTHMAN. Okay, thanks.

Mr. KLEINE. Sure.

Mr. PALMER. The gentleman’s time has expired.

The chair now recognizes the gentlelady from the Virgin Islands,
Ms. Plaskett.

Ms. PLASKETT. Thank you, Mr. Chairman.

Thank you, Ranking Member.

And thank you gentlemen for testifying on this very important
issue and attempting to give us some insight and clarification as
to your interpretation of the import of online gambling and where
in fact the line is clearly drawn.

So I have an interest in this because in 2001 the United States
Virgin Islands passed the Internet Gaming and Internet Gambling
Act, and over the past decade the Government of the Virgin Islands
has really been handcuffed by incorrect interpretations, they be-
lieve, of the Wire Act. And I believe that if the act was allowed to
be implemented and regulated properly, much needed revenue
might be brought to many different States that have this law in its
place.
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So I was really interested in a much more historical look back
on how this came about. I've worked at the Department of Justice,
worked in the Deputy Attorney General’s Office, and understand
how long it takes for an opinion to come out of Legal Counsel, the
department of Legal Counsel. So the idea that that was drafted
and written and signed in middle of the night to me is somewhat
a difficult stretch of my imagination knowing the inner workings
of the Justice Department and how long it takes for an opinion to
come out.

So I wanted to look at the interaction between the Justice De-
partment and Congress over the many years in which before that
opinion was drafted.

So, Mr. Kleine, I understand that in 2002 there was a case called
in re: MasterCard in which the fifth circuit appellate court ruled
that the Wire Act applied only to online sporting betting. Is that
correct?

Mr. KLEINE. That’s my understanding.

Ms. PLASKETT. Okay, that’s your understanding. And that the
fifth court made that decision, that would have been 9 years before
the Department of Justice’s legal opinion, correct?

Mr. KLEINE. That’s also my

Ms. PLASKETT. Okay. And since then, during that time, 2009,
even before that Congress has weighed in pretty consistently on
this issue, up until now, that there seems to be some question
about it.

So, Mr. Wilson, were you aware that between 1996 and 2006
Congress passed a series of bills to update the Wire Act and made
it clear that the act should not apply to online casino operators
duly licensed by a State to offer casino games to people located in
those States?

Mr. WILSON. Into which, I'm sorry, which States?

Ms. PLASKETT. To any State. This was an act passed by Con-
gress.

Mr. WILSON. No, I'm not.

Ms. PLASKETT. Okay. Are you aware that Representative Good-
latte in the 106th, 107th, 108th, 109th Congress offered legislation
on this matter, Senator Jon Kyl, Representative Leach as well?

Mr. WILSON. No.

Ms. PLASKETT. Okay. And that even though none of these laws
was enacted, the passage of those bills in both congressional houses
gave clear evidence, I would think, that there is congressional in-
tent on this matter.

So in 2006 Congress enacted the only law that deals directly with
Internet gaming. Are all of the witnesses, are you familiar with the
Unlawful Internet Gambling Enforcement Act, otherwise known as
UIGEA? Are you all aware of that? I take that as a yes?

Mr. WILSON. Yes.

Ms. PLASKETT. Okay. I don’t want to go into lawyer mode. Okay.
Thank you. So I'd ask that the record reflect that all of the witness
said that theyre aware of that.

And I have a slide that I'd like to show.

[Slide.]

Ms. PLASKETT. Here is what UIGEA said, that the term unlawful
Internet gambling does not include placing, receiving, or otherwise
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transmitting a bet or wager where a bet or wager is initiated or
received or otherwise made exclusively within a single State.

And then it goes on to say the bet or wager and the method by
which the bet or wager is initiated and received or otherwise made
is expressly authorized by and placed in accordance with the laws
of such State.

And finally, and the law—State law or regulations include age
and location verification requirements reasonably designed to block
access to minors and persons located out of such State, and appro-
priate data security standards to prevent unauthorized access by
any person whose age and current location has not been verified
in accordance with such State laws or regulations.

1‘\7/11". Lipparelli, is that the correct pronunciation of your name,
sir?

Mr. LIPPARELLI. Yes, it is.

Ms. PLASKETT. Okay. I'm pretty sensitive to that myself. Is it
clear to you from the reading of this law that Congress never in-
tended to ban States from authorizing and regulating online gam-
bling within their own borders?

Mr. LipPARELLI. The language debated in and around UIGEA
was intense, and I believe you’re correct that that was the intent.

Ms. PLASKETT. The final intent and what the language of the law
itself says.

Mr. LIPPARELLI. Yes.

Ms. PLASKETT. And so, Mr. Lipparelli, did the State of Nevada
consider this language in drafting its regulations?

Mr. LipPARELLI. It did. And I would remind the committee that
we actually passed our State law back in 2001, so the adoption of
UIGEA actually was part of what informed our regulatory struc-
ture. The regulations are controlled by our Nevada Gaming Com-
mission. So clearly they, at the advice of our attorney general, con-
sidered the elements within UIGEA when we adopted our regula-
tions.

Ms. PLASKETT. So this legislation, which was passed, inciden-
tally, in a Republican-controlled Congress and signed into law by
President Bush, that the Department—it was—were you aware
this was—this precise language of UIGEA is what the Department
of Justice Office of Legal Counsel utilized in determining that it
was needed to update DOJ’s position to conform with Congress and
with the courts?

Mr. LIPPARELLI. I believe that’s correct.

Ms. PLASKETT. Okay. I think that I have in fact run out of time,
but I will ask that the record remain open that I could put the rest
of my testimony into the record.

Mr. PALMER. Without objection.

Ms. PLASKETT. Thank you.

Mr. PALMER. The chair recognizes the gentleman from Colorado,
Mr. Buck.

Mr. Buck. Thank you, Mr. Chairman.

Mr. Campbell, are there other statutes that the Federal Govern-
]I;ient? could use to prosecute the unregulated illegal online gam-

ing’

Mr. CAMPBELL. Yes, that is correct. We use the Illegal Gambling
Business Act, the Travel Act, various money laundering statutes,
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bank fraud, mail fraud, wire fraud, among others, in order to tar-
get that type of threat, and of course organizations and individuals
involved in that activity.

Mr. Buck. And what’s the purpose of the Wire Act being used
in this way then?

Mr. CAMPBELL. I can only refer to the opinion itself and the De-
partment’s interpretation of the statute.

Mr. Buck. Is there evidence of any regulated entities using the
gambling opportunities for money laundering?

Mr. CAMPBELL. I'm sorry, the regulated——

Mr. Buck. The online gambling.

Mr. CaMmPBELL. Well, there is evidence of criminals utilizing
those forums potentially for money laundering activity.

Mr. Buck. Have you prosecuted any cases? Has the Department
of Justice brought any cases based on that theory?

Mr. CaMPBELL. I would have to refer to them and maybe provide
some other information related to that.

Mr. CAMPBELL. I’'m not—as I sit here, I can’t define specific cases
involving the money laundering aspect.

Mr. BuUck. And are there cases that criminals have used brick-
and-mortar casinos to launder money?

Mr. CAMPBELL. Again, I'd have to refer back to provide you some
information regarding that.

Mr. Buck. Well, I can answer that one for you. I prosecuted some
of those. So it has happened at brick-and-mortar casinos. Why
would you need this statute then? Why couldn’t you use other stat-
utes to prosecute these cases if you can in other—in the brick-and-
mortar situation?

Mr. CAMPBELL. Well, certainly we are utilizing these various
statutes, that’s correct, in regard to any criminal activity, illegal ac-
tivity relating to gaming. That is correct.

Mr. Buck. Mr. Wilson, do you worry that if the Federal Govern-
ment goes down this path that the Federal Government could also
go down the path of legalizing gambling in all States?

Mr. WILSON. I mean, I suppose I haven’t put much thought into
them legalizing gambling. That’s always been the policy of them,
to leave that solely within the purview of the States. That’s always
been the policy of the Congress, is give great deference to the
Etates in how to regulate gambling. I don’t see that changing,

ut

Mr. Buck. Well, you're seeing it change now. I mean, we’re hav-
ing a hearing based on

Mr. WILSON. I'm seeing an erosion, yes, sir.

Mr. Buck. Okay. I yield back my time, Mr. Chairman.

Chairman CHAFFETZ. Will the gentleman yield?

Mr. BUCK. Yes.

Chairman CHAFFETZ. Just to answer the question, I would like
to ask unanimous consent to enter into the record a Washington
Post article. It is a little bit older, but it says: “Three worked the
Web to help terrorists.” One line from the sentence: “Authorities
also say the men laundered money from stolen credit card accounts
through more than a dozen online gaming sites.”

I ask unanimous consent to enter that into the record.

Mr. PALMER. So ordered.
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Mr. PALMER. The chair now recognizes the gentlelady from New
York, Mrs. Maloney.

Mrs. MALONEY. I thank the chair for calling the committee and
for all of the panelists on this important issue for being here today
and testifying.

I would really like to focus on the law enforcement aspect of this.
And the National Fraternal Order of Police submitted a letter to
the committee expressing their law enforcement perspective on reg-
ulating online gambling. And I would like unanimous consent to
place their letter in the record.

Mrs. MALONEY. And I'd like to quote from the letter. It says,
quote: “It is imperative that States be able to reserve the right to
create a strong regulatory framework to allow law enforcement to
successfully protect consumers and to drive illegal operators out of
the marketplace.”

So, Mr. Lipparelli, as you have experience in this area, would
you agree that a strong regulatory framework for online gambling
would support law enforcement efforts, consumer protections, and
drive illegal operators out of the business and the marketplace?

Mr. LipPARELLI. Clearly, I believe that should be the priority of
both State and Federal law enforcement. This was an issue prior
to our State’s legalization and regulation of online gaming, and it
only became more apparent once there were economic interests
quote/unquote, in the game, where they, themselves, were able to
analyze the impact of those operating illegally without paying taxes
and registering customers without any form of serious confirma-
tion. So, clearly, the answer to that is yes.

Mrs. MALONEY. Okay. Mr. Campbell, I'm guessing or assuming
that a strong regulatory framework aids the FBI’s efforts if inves-
tigating a player or transaction related to a regulated online gam-
bling operation or platform.

Mr. CaMPBELL. Well, certainly both statutory law and regulation
can have an effect in regard to ensuring operators continue their
operations within the law. That is true.

Mrs. MALONEY. And, Mr. Lipparelli, some States have concerns
about the difficulty and cost of regulating online gambling within
their State borders. Can you please share some insight from your
experience in Nevada drafting the State regulations for oversight?

Mr. LIPPARELLI. I can certainly speak to our experience in Ne-
vada. I was chairman at the time we adopted these regulations.
And at that moment in time we added no new resources in terms
of human capital to our agency. We did it within the confines of
our existing staffing levels.

It’s an important question. There was, I believe, some cyber re-
sources added in our just-passed legislative session. I think the bet-
ter question with regard to that relates to empowering law enforce-
ment potentially in other ways to potentially go after the illegal op-
erators. There are State laws on the books today that clearly delin-
eate those as illegal activities, so there are tools in place already.
But if there is a desire to enhance that capability, you won’t get
any disagreement from me.

Mrs. MALONEY. Okay. And how were you able to design a regu-
latory structure that was easy to implement the various oversight
and enforcement aspects and manage the costs?



56

Mr. LIPPARELLI. I don’t want to represent in any way that it was
easy. I would concur. I woud also suggest that my colleagues in
New Jersey at the time would probably also not call it easy. Any
regulation of any new technology presents questions, concerns by
the incumbent players. But this has been the hallmark of gaming
regulation since the late ’70s. In the 1950s that foundation was
laid. But beginning in the 1970s and after, when technology really
started to affect our business, each and every time we’ve taken evo-
lutionary steps—for example, slot machines used to be mechanical
devices, then they became proprietary software written only by the
people who supplied that. Today most of it is PC technology. That’s
an example of the evolution of the technology.

Each one of those presents risks and uncertainties. But in each
case I think the gaming regulators rose to the occasion, created the
right technical standards. And often we overcorrect and then back
off.

So I wouldn’t characterize any of the work that my colleagues
have done over the years as easy, but they have great experience
in doing it.

Mrs. MALONEY. Well, do you think that Nevada’s experience and
Nevada’s regulatory standards could be used as an example for
other States?

Mr. LipPARELLI. Well, clearly, I made those comments in my pre-
pared remarks. If compliance is the goal—and if you talk to any
regulator, that’s always their desire, right, we want our regulated
people to comply with the rules and the regulations—any time you
diverge, having wildly different standards from State to State, that
creates potential conflicts and issues.

So to the degree that regulators cooperate, which they often do,
the industry, the players, the State, everyone benefits from that.
Wildly different standards can create issues. But generally speak-
ing, many States, Nevada, New Jersey, Pennsylvania, Mississippi,
have all been very cooperative, and the independent test labs also
contribute to that base of knowledge that says, what’s the most ef-
ficient way to regulate, what can create the outcome?

And we’re constantly at that effort. It never goes away. Every
time a new piece of technology comes along, it presents new chal-
lenges. And I think the industry, to its credit, deserves praise for
the fact that you don’t see widespread scandal in our industry. I
think that’s something to be proud of.

Mrs. MALONEY. I would agree with you.

My time has expired. Thank you very much.

Mr. PALMER. I now recognize myself for 5 minutes.

One of my concerns is the harm that Internet gambling will
cause, particularly for adolescents. There’s numerous studies that
indicate there’s much higher rates of harm for adolescents. There’s
a much higher prevalence of disorders among adolescents as a re-
sult of gambling. Adolescent gambling is linked to deviant behav-
ior. A few years ago, the National Academy of Pediatrics published
a research paper and said that there’s a pandemic of gambling ad-
diction, not an epidemic, but a pandemic of gambling addiction
among adolescents. And you talk about being able to control access
across State lines.
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One of the things that I would like to explore here is what is the
legal liability that parents might have for their children if they've
gotten addicted to gambling or if they've spent enormous amounts
of money gambling?

Mr. Wilson.

Mr. WILSON. I would argue that would be fact specific. I mean,
we have laws in South Carolina, contributing to the delinquency of
a minor, and obviously that would be fact specific as to what the
parent was doing in relation to the child and were they putting
them in that position, were they encouraging it. It’s very fact spe-
cific. But, yes, it could actually exist in South Carolina where there
could be some criminal liability on part of the parent.

Mr. PALMER. How about civil liability?

Mr. WILSON. I would argue—I'm not a civil attorney, but, yes, I
think you could have civil liability.

Mr. PALMER. And there’s examples of this already. The FTC won
a $325 million settlement from Apple because the company billed
consumers for millions of dollars in charges incurred by their chil-
dren who were using mobile apps without their parents’ consent.
And one of my concerns is there’s nothing to prevent a nonparent,
even a nonfamily member, to give a minor access, you know, log
on to an Internet casino on the phone, give them the phone, or for
them to get access to an adult’s logon information.

And, you know, when you’re talking about South Carolina didn’t
want it in South Carolina but North Carolina did, is it the State’s
responsibility, North Carolina, to control that? Again, is that going
to be something that just has to be litigated in civil cases or is
there a criminal issue here?

Mr. Wilson.

Mr. WILSON. I'm trying to understand the question, Mr. Chair-
man.

Mr. PALMER. What are the limits? You know, how does one State
protect itself from another State that has introduced something
that is clearly hazardous to people?

Mr. WiLsoN. It is very difficult, and it is undefinable. I don’t
think, if I had the balance of your time, I would eat that up and
a lot more. I don’t know how I could define that. But it would be
extremely difficult to guard against that between interstate laws
and policies.

Mr. PALMER. Let me ask you this, then, General Campbell.
Should online gambling proliferate in the U.S., as it is expected to
as a result of the OLC opinion, do you believe the burden of enforc-
ing the newly established laws—and this is Mr. Campbell, I'm
sorry—and regulations in multiple States will be a drain on your
current resources?

Mr. CaAMPBELL. We're still targeting the most significant threats.
So, regardless, we're going to commit the resources that we have
available against those top threats and where appropriate, partner
with our—with other State authorities.

Mr. PALMER. Do you—or you, General Wilson—believe that the
Department of Justice took into consideration the right of Amer-
ican families to keep online casinos out of their homes and off their
children’s cell phones and tablets and laptops?

Mr. WILSON. I do not believe they did. No, sir.



58

Mr. PALMER. Would you like to comment on that, Mr. Campbell?

Mr. CAMPBELL. Again, I would simply refer to the opinion itself
and what’s available there as far as the processes that went into
the development of the opinion.

Mr. PALMER. Should the government be in the business of facili-
tating such an activity?

I have been involved in this from a think tank perspective for
years and studying this and looking at what happened in South
Carolina when you had the proliferation of electronic gambling,
video gambling. There were more places to gamble in South Caro-
lina than there were in Nevada. It got to the point that the manu-
facturing association, the South Carolina Chamber of Commerce
joined with religious groups to get it out of their State. It got to
the point that it was hurting economic development because com-
panies didn’t want to come in.

And that’s one of my concerns about this, is proliferation of this
and how it’s going to impact not only families, but the ability to
do business, the workplace environment. Those are some serious
concerns that I think need to be taken into consideration as we go
forward here.

My time has expired. Would you like to respond, General Wilson?

Mr. WILSON. Mr. Chairman, I didn’t have the opportunity earlier.
Representative Plaskett was mentioning UIGEA, and I did not
want—she ran out of time and another Member started talking,
and I was respectful of the balance of their time.

I want to just put on the record that she was mentioning UIGEA
may conflict with the Wire Act in allowing interstate gambling. I
wanted to just go ahead and put on the record that the provision
that she was referring to in UIGEA is intrastate. It’s a technical
amendment put in UIGEA that would allow retail lottery terminals
or gambling terminals to communicate with a processing center
somewhere within the same State. It wasn’t an interstate gambling
provision, it was intrastate. So it doesn’t conflict with the Wire Act.
That was all.

Mr. PALMER. Thank you, General Wilson.

The chair now recognizes the gentleman from Missouri, Mr. Clay.

Mr. CLAY. Thank you, Mr. Chair. And, Mr. Chair, I'd like to ask
unanimous consent to enter 31 letters for the record supporting
States’ rights to regulate online gambling.

Chairman CHAFFETZ. [presiding.] Without objection, so ordered.

Mr. CrAY. Thank you, Mr. Chair.

Mr. Chair, along the same lines of questioning as Mr. Palmer,
and this is a panel-wide question, starting with Mr. Campbell, is
there a foolproof method developed by the States or anyone else to
prevent minors from online gambling? Is there an app? Is there a
method that has been proven by a State or the Federal Govern-
ment that can detect the age of the participant at the online gam-
bling site?

And I'll start with you, Mr. Campbell.

Mr. CAMPBELL. At this time, I'm not aware of any particular
technology that can specifically do that.

Mr. CLAY. Okay.

Mr. Wilson.
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Mr. WILSON. No, sir, 'm unaware of any technology. And I could
probably bring an expert in here to contradict others.

Mr. CLAY. Sure.

Mr. Kleine, are you aware of anything?

Mr. KLEINE. I'm not aware of any.

Mr. CLAY. Mr. Lipparelli.

Mr. LipPARELLI. I have an affliction, having been in the industry
for 20 years. The goal of gaming regulation is always to set the bar
appropriately high. I don’t think there’s—I haven’t met that coder
yet that can write perfect software. I wish I could. It would have
solved a lot of headaches for me in the past.

But generally speaking, operators with respect to regulated on-
line space have set the bar unusually high. If the ambition of a
gambler is to access a site and they’re going to go through the pan-
oply of requirements of a legal regulated site, they’ll probably get
to the second or third entry point in the site and move on back to
their illegal site.

So the quick answer to your question is there are outlets for
those kinds of people to play today. Those are the illegal operators.
The legal operators put in a panoply of requirements, and there’s
no guarantee that a minor could ever access a site, but generally
speaking, the standards are quite high.

Mr. CLAY. Now, you and I have heard the horror story of a minor
getting ahold to maybe a parent’s credit card and running up thou-
sands of dollars’ worth of debt on these sites. And it’s too late by
the time the parent finds out about it. So, I mean, that happens,
that actually happens. And it gives me pause and makes me won-
der, do the States have a handle on the regulation of this type of
online gaming?

Mr. LipPARELLI. Well, this is where I go into my—usually my
commentary about that risk exists in all consumer businesses to
the extent you’re transacting, and gaming is really no different.
The only argument I would make is that in the case of gaming,
typically the standards that we require are significantly greater
than what you would see in any consumer transaction out there.
You can buy all kinds of things online and it doesn’t require any
of the kinds of protections that our industry have put in place.

Mr. CLAY. Sure. But it’s easy for you to detect a person’s age in
a brick-and-mortar facility, which is how gambling originally got
started in this country.

Mr. LIPPARELLI. And there are prosecutions each and every year
in the various States that allow brick and mortar for minors vio-
lating that law.

Mr. CrLAY. For sure. But I'd just be curious as to how many pros-
ecutions occur in the online aspect of gambling.

Mr. LIPPARELLI. I know that the colleagues that I have talked to
have told me that, and it was my concern when we adopted our
regulations, in the conversations I've had with them as recently
within the last 30 days, they do not cite that as an issue that’s
causing them distress. They have not been warned. They have not
been told of horror stories of that kind of thing happening. So I can
only go by what their personal experiences are that they relayed
to me.
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Mr. CLAY. Okay. Any other panelists have any anecdotal evi-
dence of-

Mr. WIiLsoN. This is very anecdotal, Representative. My 7-year-
old is fond of hacking my iTunes account and downloading video
games. I don’t know what would stop him if he had a penchant for
gambling on my iPhone if I had an app on there. So that’s more
anecdotal than anything.

Mr. CLAY. And probably with these new fantasy football leagues
and all of that, I'm sure that young people getting excited about
participating in that forum too.

Let me—yeah. Yeah. I'll yield back, Mr. Chairman.

Chairman CHAFFETZ. I thank the gentleman.

It is the intention of the chair to recognize Mr. Carter and then
represent myself and then we’ll adjourn. Members are advised that
there is less than 13 minutes in an extensively long vote series.
And we'll go that direction.

Mr. Carter, you're now recognized for 5 minutes.

Mr. CARTER. Thank you, Mr. Chairman.

And thank you for being here. This a great panel. Certainly an
important subject. Certainly all of us are interested in it.

Mr. Campbell, let me start with you. Can you just briefly de-
scribe a casino-grade geolocation system to me?

Mr. CAMPBELL. No, I do not have information about that. I can-
not provide information on that.

Mr. CARTER. On the casino-grade geolocation system?

Mr. CAMPBELL. No, I am not familiar with that system.

Mr. CARTER. Okay. Okay. Well, let me ask you, are you aware
that the Georgia Lottery Corporation conducts third-party penetra-
tion testing of their geolocation and age-verification solutions? And
this is very important to me. I know it’s somewhat specific to my
State, but the Georgia Lottery has been very successful, and by
statute all of those proceeds from that go to education. So we’re
looking at potentially losing $10 million in revenue directly to edu-
cation. So that’s why it’s of concern to me.

Mr. CAMPBELL. Certainly. No, I am not familiar with the Georgia
Lottery or its processes.

Mr. CARTER. Okay.

Senator, let me ask you. If we were able to control—if we were
able to control where online lottery sales can be done and the age
of the person who purchases those tickets online, if we’re able to
control that, then how is it the Federal Government’s problem?
Why should the Federal Government be getting involved in it?

Mr. LIPPARELLI. I'm not sure I'm totally tracking the question.
But the States that establish their statutes, regulations, and tech-
nical standards, I have found over 20 years of experience, those
local requirements, those local technical standards usually address
the resident issues that crop up with those regulatory agencies. So
in the case of an online lottery business, there will be particular
requirements that may not be what you see in a traditional casino
environment. So if there are specific elements related to lottery, I'm
sure the lottery players in that game will contribute to very de-
tailed debates on what should and shouldn’t be included.

In the case of lotteries specifically, it’s no different than what we
saw with our online accounts. The one difference that they may de-
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cide to adopt is some of the registration requirements that we re-
quired in our State. That may not be the case, but that is one ex-
ample that could bring greater transparency. But those tools are
available, and they’re get better and better each day.

Mr. CARTER. So the tools to be able to identify where the ticket
is bought, where it’s originating from, and the age, the verification
of the age of the person who’s purchasing it?

Mr. LiPPARELLI. I don’t see the difference between any purchase
transaction and any gaming transaction. It all comes in the form
of complete tracking. So that I think those are very similar.

As it relates to age verification, those will be continued chal-
lenges. There’s more and more technology coming onboard. But you
probably shouldn’t be able to register in the first place for an online
transaction unless you’ve provided your identifiers, your personal
account information, your access to whatever card you're using to
transact.

Again, building that wall as high as you can so that to the extent
that a parent is going to then turn over that account information
is no different than a parent being irresponsible in any other con-
sumer transaction.

Mr. CARTER. Okay. Well, gentlemen, my concern is this, okay? I
don’t want to lose $10 million in revenue to education. I mean, it’s
very, very important to us in the State of Georgia. It’s worked well.
And we feel like we're able to control where that ticket originates
from, where that purchase originates from. We feel like we're able
to control—to verify the age of the purchaser.

So why come to Washington, D.C. and for me to say, “No, I'm not
going to allow you to do it,” if we’re able to control that?

Mr. Kleine.

Mr. KLEINE. What you’re talking about is intrastate, I think. And
what we’re talking, I think, for the most part is interstate issues
with regard to gambling.

Mr. CARTER. Well, let me get clarification then. Do you have any
problem with intrastate?

Mr. KLEINE. I don’t have a problem if Georgia has a lottery and
they run it intrastate and they regulate it intrastate. Nebraska has
a lottery also that we have intrastate and we get the money and
it goes to education. But I don’t think—that’s not what I guess I'm
talking about here.

Mr. CARTER. Okay. Okay. I just want to make.

Mr. Wilson.

Mr. WILSON. We have a lottery too, Representative, and I abso-
lutely have no problem with that. This is absolutely within the bor-
ders of each individual State. We're talking about cross State bor-
ders online gambling.

Mr. CARTER. Fair enough. I just want to make sure because,
quite honestly, I have concerns about that as well. But, again, for
the third time, I just don’t want to interrupt something that is
working so well in our State and that we feel like we have under
control. So I just want to get clarification on that, okay?

Mr. Chairman, that’s all T had, and I'll yield back. Thank you.

Chairman CHAFFETZ. Well, I thank the gentleman, and now rec-
ognize myself for 5 minutes.
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And the reason we’re here is because the Office of Legal Counsel
issued an opinion reinterpreting what had been in the books for
more than 50 years. That’s one of the issues that we’re here for.

There are some that believe—and the other point I'd make is
there are an untold number of gambling sites offshore. If you really
want to gamble right now you can go online and do it. It’s against
the law. But what the administration is talking about, what’s
showing up in this OLC opinion, which is one person’s opinion,
gives some to think that they have legal rights and reasons to by-
pass the States at the Federal level and be able to offer their gam-
bling sites in States across the country.

Now, that poses a problem for a lot of States, States that have
legalized gambling, States like myself who have no gaming and
don’t want to have any gaming. And I think it’s naive at best to
think that you can put a wall on the Internet and just say: Hey,
this is just—you know, we’re not going to be able to penetrate this.
You can’t.

With gaming there are lots of issues other than just location. Lo-
cation is a big one. It’s a core part of it. But it also has to do with
your age. It has to do with your intoxication. It has to do with a
whole host of things that can be addressed with somebody in per-
son at a physical facility.

And if an individual wants to—if an individual State wants to
move this direction, then look at the Federal law. But I think we
would both agree, certainly with the gentleman from Georgia, that
you don’t just unilaterally change the law with one OLC opinion.
And the concern that’s being expressed here from a variety of dif-
ferent States is that this is a problem.

There’s a reason why the second highest, as best I can tell, rev-
enue to the Department of Treasury through the Department of
Justice on fees and fines is because of gaming issues. Now, a lot
of that has to come with PokerStars and some of those settlements
that skewed the numbers exceptionally high. But it is a problem.
And we’ve had numerous attorneys general, numerous governors
saying: You can’t do that to our State.

If somebody wants to come in and pass a piece of legislation and
change the way we’re going to do this, than introduce a bill and
pass it. But what we’re seeing now is the proliferation that is going
to cause untold problems.

Mr. Lipparelli, I want to make sure that I'm just crystal clear.
You’re very nice, very competent. You represent your own personal
views. You're not here representing the Nevada Senate, correct?

Mr. LipPARELLI. That is correct. That’s why I made that state-
ment——

Chairman CHAFFETZ. You're not here

Mr. LIPPARELLI. —at the beginning of my testimony.

Chairman CHAFFETZ. You're not here representing the gaming
board in Nevada?

Mr. LipPARELLI. That is correct.

Chairman CHAFFETZ. And it’s very interesting to me, at least
with the piece of legislation that I sponsored, the wide array of
support on both sides of the aisle. On the one hand, in the Senate
you’ve had support from Dianne Feinstein and Mike Lee, from Sen-
ator Graham to Kelly Ayotte to—I mean, you’ve got a whole host
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of people. Myself and Tulsi Gabbard in the House. You've got peo-
ple from really the full political spectrum here that are saying:
This is a problem, we do need a bit of a timeout.

But, Mr. Lipparelli, let me go back to your—I'm not sure I'm fol-
lowing your logic here. You are arguing, you have said, quote “We
can all agree that a world with 50 State-specific standards would
be a nightmare,” correct?

Mr. LIPPARELLI. I made that reference with respect to the tech-
nical standards.

Chairman CHAFFETZ. So do you want a national gaming board?
Is that what you’re asking for?

Mr. LIPPARELLI. No. It comes down to the possible versus the de-
sired state. The desired state——

Chairman CHAFFETZ. So are you advocating that you should be
able to do gaming—that the residents of Nevada should be able to
gamble on the Georgia State Lottery?

Mr. LIPPARELLI. No, I'm not at all.

Chairman CHAFFETZ. Why not?

Mr. LipPARELLI. That’s controlled by Georgia law and Nevada
law.

Chairman CHAFFETZ. But why wouldn’t the resident of Las
Vegas be able to gamble on the Georgia Lottery site? Why wouldn’t
you advocate for that?

Mr. LipPARELLI. Well, the State law applies if—to your—I would
agree with you. If there is a national acceptance or if thereis a will-
ingness. And we’ve actually been in these chambers before looking
at the prospect of interstate online gaming. There were a lot of po-
tential arguments for why that didn’t pass and, you know, what
were some of the impediments that got that going.

But today in Nevada they define their gaming law, Georgia
would define whatever forms of entertainment or gaming they
want to define, and it doesn’t necessarily hold that as a result of
that we should just have a national policy that says everybody can
gamble on each other’s various State law’s back.

Chairman CHAFFETZ. So you’re okay with online gaming as long
as it’s on an online gaming site within your State under your regu-
lations?

Mr. LipPARELLI. Right. Or if there’s a willingness among various
States to cooperate and enter into common contests. I wouldn’t ob-
ject to that if those States desired to do so.

Chairman CHAFFETZ. So if you teamed up, you know, because the
majority, right, 47 of the States they don’t have this, they’re not
participating in it, you're okay with compacts that would then reg-
ulate this.

Mr. LIPPARELLI. I am.

Chairman CHAFFETZ. And then you could essentially create na-
tional gambling. You think that that’s an avenue to go. And who
would regulate that?

Mr. LipPARELLI. The question about compacts has been ad-
dressed, at least in its first iteration, with the connections between
New Jersey, Delaware, and Nevada. I was a part of that process
before I left the Gaming Control Board, and the prospect that
States could come together similar like they come together in the
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form of lottery, set common standards that seem to be addressing
the common issues between those States.

Chairman CHAFFETZ. And, Mr. Campbell, how are you going to
enforce an expansion of gaming online? How many resources—he
was asked earlier how many resources you can allocate to this. But
if somebody in Nevada has a problem with the State in Delaware,
who’s going to enforce that?

Mr. CAMPBELL. Well, again, as we go about our intelligence and
information gathering, we assess for the most serious threats that
we would target that could be related to online gaming from sup-
port to terrorism or transnational organized crime and so forth.
And then, again, as we do always, that’s how we would dedicate
our resources and potentially incorporate the State and local au-
thorities in that effort as well.

Chairman CHAFFETZ. Mr. Lipparelli, you have been quoted as
saying that New Jersey should not be permitting PokerStars to re-
turn to the U.S. market. Why did you take that position?

Mr. LipPARELLI. I don’t think I ever took that specific position.
The position that I took vis—vis PokerStars and other companies
like them who had entered the U.S. marketplace in violation of
State laws, including my own in Nevada, was they should stand for
suitability just like every other applicant. If they can survive that
scrutiny and they can have an appropriate answer, it’s for each one
of these regulatory boards to decide whether that’s a suitable meth-
od of operation, that if they were here before and settled their dif-
ferences with the Justice Department to the tune of hundreds of
millions of dollars, I think every gaming commission chairman or
every board member that authorizes licenses should take that into
consideration.

Chairman CHAFFETZ. You said, quote, “Essentially trading”—you
said—your quote regarding PokerStars, your quote: “Essentially
trading their credibility away. You might as well not have a licens-
ing process,” end quote. So you've changed your position since
then?

Mr. LIpPARELLI. I take exception to the term “PokerStars.” What
I made in that comment was if the bar would be set so low by li-
censing boards to ignore the kinds of activities that PokerStars was
engaged in, then, yes, I think there is a real question as to the va-
lidity of licensing if that kind of activity is allowed.

Chairman CHAFFETZ. Fair enough. Okay.

I have gone past my time. We have zero time on the clock with
300 people who have not yet voted on the Cole amendment on the
floor.

I want to thank you all for being here. You offer an interesting
perspective, the local region, the State perspective, the Federal law
enforcement issues. I do appreciate all of you being here.

This is an important topic. It’s something that is permeating the
United States. It’s on a lot of people’s minds. There are various
pieces of legislation in both directions out there. And I do appre-
ciate your participation. It was a good hearing today.

At this point, the committee stands adjourned.

[Whereupon, at 4:20 p.m., the committee was adjourned.]
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State Attorneys General

A Communication from the Chief Legal Officers
of the Following States and Territories:

Maine * Michigan * Missouri * Nebraska
Nevada * Oklahoma * South Carolina * South Dakota

December 7, 2015

The Honorable Bob Goodlatte The Honorable Chuck Grassley

Chairman, Committee on the Judiciary Chairman, Committee on the Judiciary

United States House of Representatives United States Senate

2138 Rayburn House Office Building 224 Dirksen Senate Office Building
Washington, D.C. 20515 Washington, D.C. 20510

The Honorable John Conyers, Jr. The Honorable Patrick Leahy

Ranking Member, Committee on the Judiciary Ranking Member, Committee on the Judiciary
United States House of Representatives United States Senate

B-351 Rayburn House Office Building 224 Dirksen Senate Office Building
Washington, D.C. 20515 ‘Washington, D.C. 20510

Dear Chairman Goodlatte, Chairman Grassley, Ranking Member Conyers, and Ranking Member
Leahy:

As the states’ top law enforcement officers, we the undersigned Attorneys General send this
letter to express our unwavering support of H.R. 707 and S.B. 1668 (“Restoration of America’s
Wire Act”) and to request Congress take action to reverse the U.S. Department of Justice’s
(DOJ) interpretation of the Wire Act, 18 U.S.C. Section 1084, as it applies to Internet gambling.

For many years, the federal government consistently interpreted the Wire Act to prohibit all
forms of gambling involving interstate wire transmissions — including transmissions over the
Internet. In late 2011, DOJ’s Office of Legal Counsel issued a legal opinion reversing its own
longstanding interpretations.

DOJI's revised interpretation of the Wire Act opened the door to expansive Internet gambling and
has had significant negative impacts on our states from money laundering to exploitation of
children to helping finance terrorist organizations. Additionally, the expansion of online
gambling has undermined state and local law enforcement efforts to outlaw gambling which is
prohibited in many states. As such, we urge Congress to adopt the Restoration of America’s
Wire Act.

Since DOJ reinterpreted the Wire Act as inapplicable to Internet gambling, Nevada, New Jersey,
and Delaware have passed legislation legalizing wvarious forms of Internet
gambling. Pennsylvania, California, and New York are also considering expanding gambling to
include Internet gambling, with Massachusetts and Connecticut identified by the online gambling
industry as the next targets.
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In this same time period, states like South Carolina have had to combat the menace of Internet
sweepstakes operations. We fear that if RAWA is not adopted we will see a return to the wild
west of Internet gambling. This will create tremendous hurdles for law enforcement and have a
negative impact on the general welfare of our states.

As predicted, regulation of online gambling has proven difficult for states. This June, New
Jersey announced it would not prosecute illegal gambling sites that have been operating in the
state since 2013, provided the companies cease business within the next five months. Given the
inherently interstate nature of Intemet gambling transactions, we anticipate that it will become
increasingly difficult to effectively regulate such conduct as additional jurisdictions consider
legalizing Internet gambling.

In addition, substantial harms have been documented with the proliferation of online
gambling. The anonymity of the Internet and the ability for youth to access online gambling
sites presents a significant risk to teens. According to the Columbia University Medical Center's
research, teenagers make up half of the 16 million people in the United States with gambling
addictions and teens succumb to gambling addiction at rates between two and four times the rate
of adults. A study of Comnecticut youth and gambling showed that 20.5% of adolescent
gamblers reported gambling online.

Online gambling affects more than our nation’s youth. In 2011, DOJ filed a civil complaint for
money laundering that sought $3 billion being held by the nation’s three largest online gambling
companies. The anonymity of the Internet offers vast opportunity for criminal activity, terrorist
financing, and money laundering through online gaming sites.

In response to the enforcement challenges associated with Internet gambling and the serious
threats posed to the citizens of our states, we ask that Congress adopt the Restoration of
America’s Wire Act and reestablish the decades-long prohibition of Internet gambling under the
Wire Act.

To be sure, we believe Congress may only regulate transactions which are interstate in nature,
consistent with fundamental constitutional principles. Our system of government commands that
intrastate matters, including the regulation of gambling at brick-and-mortar facilities and
intrastate lotteries is clearly vested in the states. However, Internet gambling is inherently
interstate in nature and states are ill-equipped to enforce gambling laws against interstate and
international companies, particularly when age and location verification mechanisms are subject
to compromise and the technological vulnerabilities of the Intemet. Accordingly, it is eritical
that Congress act now to reinstitute the federal ban on online gaming.

Our primary concern is the restoration of the Wire Act to its original form in 2011. This letter
does not opine on unintended collateral and peripheral consequences policymakers will have to
consider throughout the legislative process.

We appreciate your consideration of this request,

Sincerely,
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Missouri Attorney General
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Nebraska Attorney General
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Alan Wilson
South Carolina Attorney General
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Nevada Attorney General
7 A ’ Y 2
7/ A OM 2L e
(/ 6{,; ¢/
Marty Jackley

South Dakota Attormey General

Copy: The Honorable Paul Ryan, Speaker, United States House of Representatives
The Honorable Nancy Pelosi, Minority Leader, United States House of Representatives
The Honorable Mitch McConnell, Majority Leader, United States Senate
The Honorable Harry Reid, Minority Leader, United States Senate
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STATE OF NEVADA

OFFICE OF THE ATTORNEY GENERAL

100 North Garson Street
Carson Cily, Nevada 89701-4717

ADAM PAUL LAXALT WESLEY K. DUNCAN

At Geneal Assistant Attornsy Gensral

NICHOLAS A TRUTANICH
Assisiant Attorney General
Chisl of Staff

December 7, 2015

The Honorable Bob Goodlatte The Honorable Chuck Grassley
Chairman, Committee on the Judiciary Chairman, Committee on the Judiciary
United States House of Representatives United States Senate

se Office Building 224 Dirksen Scnate Office Building

2138 Rayburn Hou

Washington, D.C. 20513 Washington, D.C. 20510

The Honorable John Conyers, Ir. The Honorable Patrick Leahy

Ranking Member, Committee on the Judiciary Ranking Member, Committes on the Tudiciary
United States House of Representatives United States Senate

B-351 Rayburn House Office Building 224 Senate Office Building

Washington, D.C. 20515 Washington, D.C, 20510

, Ranking Member Conyers, and Ranking Member

Dear Chairman Goodlatte, Chairman Gr
Leahy:

As Nevada's Attorney General, [ am writing to articulate my position regarding HR. 707
and 8.B. 1668 (collectively, “Restoration of America's Wire Act” or "RAWA™). As a signatory
to the letter circulated by General Chris Koster of Missowri and General Alan Wilson of South
Carolina on the same topic ("RAWA Letter™) and as the top law enforcement officer of the
country’s preeminent gaming jurisdiction, 1 outline below some nuances in my own position
regarding RAWA.

The stated purpose of HLR. 707 15 to “restore long-standing United States policy that the
Wire Act prohibits all forms of Internet gambling. . . ! The present need for congressional
review of the Wire Act of 1961 results from the 2011 Department of Justice (“DOJ™) opinion
titled, “Memorandum Opinion for the Assistant Attorney General, Criminal Division™
(“Opinion™), addressing “whether proposals by Hlinois and New York to use the Internet and

' Restoration of America’s Wirs Act, HR, 707, 14th Cong, (2015},

* Memorandum Opinion for the Assistant Attorney General, Criminal Division, by Virginia A, Seitz,
Assistant Attorney General (September 20, 2011
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out-of-state transaction processors to sell lottery tickets to in-state adults violate the Wire Act.™
In that opinion, the Office of Legal Counsel, Department of Justice, concluded that “[i]nterstate
transmissions of wire communications that do not relate to a ‘sporting event or contest’ fall
outside the reach of the Wire Act.”® As the 2011 Opinion recognizes, the Criminal Division of
the Department of Justice had “uniformly taken the position that the Wire Act is not limited to
sports wagering and can be applied to other forms of interstate gambling.” This prior DOJ
Criminal Division interpretation of the Wire Act was consistent across time, although various
courts across the country offered sometimes conflicting holdings on the same subject.® The
impact of the 2011 Opinion was to dramatically narrow the interpretation of the Wire Act in a
way that not only upended prior DOJ Criminal Division memoranda on the issue, but that
effectively seitled Wire Act interpretation and resulting enforcement actions across the US. ina
manner best reserved to Congress. More precisely, the result of the 2011 Opinion was more akin
to lawmaking than to legal interpretation by executive branch attorneys. So, while the DOJ
surely has authority to provide interpretations of provisions of federal law for certain purposes,
the impact of this particular interpretation went far beyond the narrow effect that such an
interpretation would ordinarily have. Consequently, I believe it is time for Congress to review
and clarify the Wire Act.

My own position regarding RAWA must account for Nevada’s robust regulated and
licensed gaming manufacturing and casino resort economy. The State’s regulated and licensed
gaming manufacturers provide devices and services to gaming enterprises around the world. The
work of these gaming equipment manufacturers is critical to the success of brick-and-mortar
gaming operators. Without the ability for operators to put new and exciting device technology on
the gaming floor, and to use modern management tools, they simply cannot adapt to the demands
of modern gaming consumers. Gaming is available around the world. To be competitive, gaming
operators in Nevada and across the U.S, must have access to best-in-class games and devices,
management tools, and accounting, financial, and player reward systems. I strongly support
innovation and technological advances in the gaming industry and generally.

Consequently, as Congress reviews the language of the Wire Act, it is critical that
policymakers understand that state and tribal-licensed gaming equipment and accounting,
financial, and player reward information systems often do rely upon wire communication that
occurs over networks that employ packet-switching technology and that should not be prohibited

rd at 1.
*d

% Id at 2 (quoting Memorandum for David Barron, Acting Assistant Attorney General, Office of Legal
Counsel, from Lanny A. Breuer, Assistant Attorney General, Criminal Division (July 12, 2010)).

& Compare Report and Recommendation of United States Magistrate Judge Regarding Gary Kaplan's
Motion to Dismiss Counts 3-12, at 4-6, Unired States v. Kaplan, No. 06-CR-337CE] (E.D. Mo. Mar, 20, 2008)
(interpreting the Wire Act to apply to non-sports wagering), with n re Mastercard Int'l, Inc., Internet Gambling
Litig., 132 F. Supp. 2d 468, 480 (E.D. La. 2001) (“{A] plain reading of the statutory language clearly requires that
the object of the gambling be a sporting event or contest.”), aff"d, 313 F.3d 257 (5th Cir. 2002).
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by an overly broad iteration of the Wire Act. Examples of such equipment and systems include
the following: (1) self-service lottery terminals, (2) lottery subscriptions via PC or mobile phone,
(3) video lottery terminals (VLTs) with government central monitoring systems, (4) wide area
progressive (WAP) VLT systems, (5) commercial casino data systems, (6) tribal casino data
systems, (7) mobile sports wagering, (8) mobile gaming systems, and (9) system or server-based
games, There are undoubtedly other examples of gaming equipment and systems that should be
provided a safe-harbor exemption from the prohibitions of the proposed amendment to the Wire
Act.

1 would also offer a point of clarification on the following statement included in the
October 30th RAWA Letter: “DOJ’s revised interpretation of the Wire Act opened the door to
expansive Internet gambling and has had negative impacts on our states from money laundering
to exploitation of children to helping finance terrorist organizations,” With regard to Nevada-
licensed Internet gaming operators, both current and past, [ am unaware of any evidence to
suggest that the foregoing description applies. On the contrary, 1 would note that Nevada's
gaming regulatory agencies are the finest in the world and have required any person or entity,
prior to deploying any Internet-based or related technology, to submit to exhaustive background
and business probity investigations. | am confident in the work of Nevada gaming regulators to
ensure the quality of Nevada gaming licensees. With regard to unlicensed Internet gaming, |
share the potential concerns expressed in the RAWA Letter.

So, while I agree with the spirit of RAWA-—recognizing the quasi-legislative impact of
the 2011 Opinion and the resulting need for Congress to review and opine on the reach and
application of the Wire Act—I also believe that it is incumbent upon the policymakers of
Congress to protect current and future technological innovation of licensed and regulated
gaming-related devices, table games, accounting, financial, and player reward systems, as well as
other systems and networks central to the success of land-based casino resorts, from any
prohibition that may result from overly broad amendment language to the Wire Act of 1961.

[ appreciate your consideration of my position.
Sincerely,

Adam Paul Laxalt
Nevada Attorney General

APL:vjb

7 Letter from Chris Koster, Attorney General, Missouri, and Alan Wilson, Attorney General, South
Carolina, to U.S. Congressional Judiciary Committee Leadership, “Letter to Congressional Committee Leadership
supporting H.R. 707 and S.B. 1668 to clarify the Wire Act to prohibit all forms of Internet Gambling,” (Oct. 19,
2013).
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Copy: The Honorable Paul Ryan, Speaker, United States House of Representatives
The Honorable Nancy Pelosi, Minority Leader, United States House of Representatives
The Honorable Mitch McConnell, Majority Leader, United States Senate
The Honorable Harry Reid, Minority Leader, United States Senate
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State Attorneys General

A Communication from the Chief Legal Officers
of the Following States and Territories:

Arizona * Florida * Guam * Hawaii * Kansas
Michigan * Missouri * Montana * Nebraska * North Dakota
South Carolina * South Dakota * Texas * Utah
Vermont * Wyoming

February 4, 2014

The Honorable Bob Goodlatte The Honorable Patrick Leahy

Chairman, Committee on the Judiciary Chairman, Committee on the Judiciary
United States House of Representatives United States Senate

2138 Rayburn House Office Building 224 Dirksen Senate Office Building
Washington, D.C. 20515 Washington, D.C. 20510

The Honorable John Conyers, Jr. The Honorable Chuck Grassley

Ranking Member, Committee on the Judiciary ~ Ranking Member, Committee on the Judiciary
United States House of Representatives United States Senate

B-351 Rayburn House Office Building 224 Dirksen Senate Office Building
Washington, D.C. 20515 Washington, D.C. 20510

Dear Chairman Goodlatte, Chairman Leahy, Ranking Member Conyers, and Ranking Member
Grassley:

We write to request that Congress carefully consider the policy implications of a recent
reversal of the U.S. Department of Justice’s (DOJ) interpretation of the Wire Act, 19 U.S.C.
Section 1084, as it applies to Internet gambling.

For years, the federal government had consistently deemed the Wire Act to prohibit all
forms of gambling involving interstate wire transmissions - including transmissions over the
Internet. In late 2011, reversing its own longstanding interpretations, the DOJ’s Office of Legal
Council issued a legal opinion stating that the Wire Act only bans sports betting, and that it does
not apply to online lottery sales.

The impact of this opinion — which in effect opens the door to the spread of Internet
gambling — will have a potentially significant impact on state and local law enforcement. As
such, we urge Congress to fully review, assess, understand and debate the significant policy
implications entailed in the spread of Internet gambling, including concerns related to money
laundering; access by minors; fraud; exploitation of individuals with a gambling addiction; and
terrorist financing.
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Since the 2011 opinion, Nevada, New Jersey and Delaware have already passed
legislation legalizing various forms of internet gambling. The rules now vary in each of these
jurisdictions, and given the inherently interstate nature of internet gambling transactions, we
anticipate that it will become increasingly difficult to effectively regulate such conduct as
additional jurisdictions consider legalizing internet gambling.

Given the expected enforcement challenges to various state laws, we ask that Congress
restore the decades-long interpretation of the Wire Act to allow Congress and the states to more
fully consider the public policy ramifications of the DOJ’s reinterpretation of the Wire Act and
to give federal and state law enforcement agencies time to fully assess and report on the
implications Internet gambling has on our respective charges to protect the citizens of our states.

To be sure, we believe Congress may only regulate transactions which are interstate in
nature, consistent with fundamental constitutional principles. Our system of government
commands that other matters be left to the state authorities. To the extent Internet gambling is
interstate in nature, federal oversight, in addition to state regulation, is appropriate.

We appreciate your consideration of this request, and stand ready to assist as you more
fully consider the public policy implications raised by this recent decision.

Sincerely,

Cb: b =

Chris Koster

Missouri Attorney General Nebraska Attorney General
(W [ o A
Alan Wilson Tom Horme
South Carolina Attorney General Arizona Attorney General
Pamela Jo Bondi Lenny Rapadas
Florida Attorney General Guam Attorney General
David Louie Derek Schmidt

Hawaii Attorney General Kansas Attorney General
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Bill Schuette
Michigan Attorney General
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‘Wayne Stenehjem
North Dakota Attorney General
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Greg ott
Texas Attorney General
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William H. Sorrell
Vermont Attorney General
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Tim Fox
Montana Attorney General
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Marty J. Jackley
South Dakota Attorney General

Sean D. Reyes
Utah Attorney General

Peter K. Michael
Wyoming Attorney General

Copy: The Honorable John Boehner, Speaker, United States House of Representatives
The Honorable Nancy Pelosi, Minority Leader, United States House of Representatives
The Honorable Harry Reid, Majority Leader, United States Senate
The Honorable Mitch McConnell, Minority Leader, United States Senate
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001
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The Honorable C. W. Bill Young
U.S. House of Representatives
Washington, DC 20515

Dear Congressman Young:

T am writing in response to your August 7, 2013, letter to the FBL. You requested
information regarding money laundering via online gambling.

Online casinos are vulnerable to a wide array of criminal schemes. For example,
criminals may participate in games with exclusively criminal players, exchanging money to
launder criminal proceeds; or a criminal might intentionally lose a game to a public official in
order to effect a bribe payment. Transnational organized crime (TOC) groups might exploit
legal online gambling to generate revenue, steal personally identifiable information (P1I), and
engage in public corruption. TOC groups could hire hackers to rig games in favor of TOC
members playing a particular game—depriving the game operators of revenue. TOC groups
could also use intrusions to steal PII from players, which the groups could employ in future
financial fraud schemes.

Money launderers are resourceful and find innovative ways to exploit any
medium available to launder illicit funds. Even well-regulated entities, such as US banks, are
commonly unwitting conduits for money laundering. Similarly, physical casinos remain popular
venues for money laundering, despite regulation and the implementation of anti-money
laundering and compliance programs. Online gambling, therefore, may provide more
opportunities for criminals to launder illicit proceeds with increased anonymity. Individuals may
use a wide array of mechanisms to conceal their physical location, or give the appearance of
operating in a different jurisdiction, when accessing a website, Many of these methods could be
detected and thwarted by a prudent online casino, for example, by blocking software designed to
enable online anonymity. However, some sophisticated methods would be difficult to readily
identify or deter.

Many US-based groups have experience running their own illegal gambling
operations, including offshore operations, and some have leveraged new technology to conduct
complex multimillion doflar illegal online gambling ventures. If legalized gambling expands to
more states, TOC groups may draw upon their experience with their illegal gambling operations
to legitimize at least a portion of their enterprise,
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The Honorable C. W. Bill Young

If you have any additional concerns, please contact the FBI's Office of
Congressional Affairs at (202) 324-5051. I thank you for your inquiry, and 1 hope this
information will be helpful to you.

/'}? .

Smc leiy,

)l

J. ’{Sx\/ttfﬁohns
Deputy Assistant Director
Criminal Investigative Division
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U.8. Department of Justice

Federal Bureau of Investigation

Washington, D. €. 20535-0001

November 13, 2009

Honorable Spencer Bachus
Ranking Member

Committee on Financial Services
House of Representatives
Washington, DC 20515

Dear Congressman Bachus::

I am writing in response to your letter to Director Robert
8. Mueller, dated October 19, 2009, concerning your questions
relating to Internet gambllng I w111 address these as you
mentioned them in your initial correspondence:

. Does technology exist that could facilitate undetectable
manipulation of an online poker game?

Yes, the technology exists to manipulate online poker games in
that it would only take two or three players working in unison to
defeat the other players who are not part of the team.
Technlcally, the online poker vendors could detect this activity
and put in place safeguards to discourage cheating, although it
is unclear what the incentive would be for the vendor. It really
comes down to a cost analysis for the vendor. How much money
will I make or lose by detecting cheating and implementing the
safeguards?

o Could technology be used to illicitly transfer or launder
wmoney in the guise of "innocent" participation in an online
poker game, or the undetectable theft of money from one
participant in such a game, by others acting on concert? If
ves, to what degree?

Yes, online poker could be used to transfer ill gotten gains from
one person to another, or several other people. Private
tournaments exist on several online poker programs which would
allow a ‘subject to create a private game with his/her money
mules. Once the game is created, the subject could raise the
pot, to whatever maximum amount is allowed, and then fold before
the hand is finished. This would allow the subject to transfer
the money from his account to the mule account. This activity
could repeat itself several times, virtually "washing the money ., "
Once again, this activity could be detected by the vendors, but
at what cost? Also, there are several ways to cheat at online
poker, none of which are illegal. Teams of players could work in
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unison, revealing to each other what cards they have in their
hands. Based on the known cards, the team could use this
knowledge to raise the pot. The players who are not part of the
team would be at a distinct disadvantage because they do not have
the knowledge of what cards are already in play. Several bots,
software programs, have been created to play online poker, These
bots are programed to také in all the information about a given
hand and use that information to formulate the chances of the bot
having the winning hand. Most online poker sites have a specific
section of their user agreement that bans bots from their poker
roomg. Bots have a distinct advantage over real players in that
they can use the processing power of the computer to determine
the chances of winning.

* Does the Federal government have the ability in terms of
gqualified personnel and financial resources to regulate
Internet poker 1f it is legalized?

FBI investigative resources are focused on our highest
priorities, that being Counterterrorism, Counterintelligence, and
Cyber threats to critical infrastructures.

e Do you believe the claims of vendors who say they have
technology solutions that would validate the age of a
potential player in an online poker game, or the physical
location, beyond a shadow of doubt?

While the vendors may claim that they can validate age and
location, they are more than likely relying on credit card
information and geolocation to gather this information. Both can
be spoofed. PFor age verification, the possession of a credit
card is usually the only validation these sites require. Credit
card numbers are easily compromised and can be bought by the
hundreds on several "underground" websites. Therefore, the
simple act of owning a credit card number does nothing to
validate someone’s age. For location verification, the vendors
are more than likely going to rely on geolocation. While
geolocation can be accurate when used to determine the physical
country of residence, it becomes exponentially less accurate when
determining the city or zip code. Additionally, the use of
Internet Protocol (IP) address based information for geolocation
allows for the manipulation of geolocation information. By
changing the IP address information, someone can make it appear
that their residence is in a different location.

° Has U.8. law enforcement discussed potential vulnerabilities
of online poker with foreign counterparts? If so, what
views have been expressed?
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The FBI has not. engaged in this discussion with our foreign
partners.

. Please detail any known or alleged incidents of online
cheating, particularly efforts by online casinos themselves,
to manipulate the outcome of games using technology such as
*pokerbots", for example.

While casino software could very easily be employed to manipulate
games, the FBI has no data in this area.

I Hope this information wil e of assistance to you.

Assgistant Directo
Cyber Division



STATE OF ARKANSAS
Asa Hute N
GOVER

December 8, 2015

The Honorable Jason Chaffetz, Chairman
Committee on Oversight and Government Reform
U.S. House of Representatives

2157 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Chaffetz:

Two days before Christmas in 2011, the Office of Legal Counsel (OLC) in the
Department of Justice issued a legal opinion reversing 50 years of interpretation of the
federal Wire Act, opening the door for online casinos — as long as those casinos do not
accept bets on sporting events,

1 applaud your Committee for investigating this opinion’s implications -~
especially for criminal activity, including money laundering, theft, and funding of illicit
activities, This is an issue of great concern to our law enforcement agencies and to the
citizens of my state.

Internet gambling is a direct threat to the fundamental right granted states to
control gambling within our borders. The Internet knows no state boundaries, making
it extrermely difficult, if not impossible, for our law enforcement agencies to prevent
online casinos from preying on our citizens, including children.

The difficult task imposed on states not wanting Internet casinos infiltrating its
borders has long been recognized. Back in 2007, the current Chairman of the House
Judiciary Committee, Robert Goodlatte, observed:

With the development of the Internet, however, state prohibitions and
regulations governing gambling have become increasingly hard to enforce
as electronic communications move freely across borders. Many gambling
operations are beginning to take advantage of the ease with which
communications can cross state lines in order to elicit illegal bets and
wagers from individuals in jurisdictions that prohibit those activities.

SO0 Wan
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If anything, technological advances, and the ease of access to the Internet by children,
makes the challenges imposed on states that have outlawed or have not authorized
Internet gambling even greater today. Indeed, last year, sixteen Attorneys General
warned Congress that because of the “inherently interstate nature of internet gambling
transactions, we anticipate that it will become increasingly difficult to effectively
regulate” the activity.

With funding and resources in our state already stretched, it is unfair to law
enforcement, and to our citizens whom they protect, to impose on them the additional
burdens of policing Internet gambling and protecting families from having online
casinos appear on their children’s mobile devices, tablets and laptops.

The burden imposed on law enforcement by Internet gambling can be
significant. The FBI has warned that “online casinos are vulnerable to a wide array of
criminal schemes,” “may provide more opportunities for criminals to launder illicit
proceeds with increased anonymity,” and can be used by criminals “to generate revenue,
steal personally identifiable information and engage in public corruption.”

When asked during her confirmation hearings about the use of online gambling
sites by terrorist organizations, Attorney General Loretta Lynch stated:

I think certainly that what we've seen with respect to those who provide the
material support and financing to terrorist organizations, they will use any
means to finance those organizations.

Tt is important to note the Department of Justice Office of Legal Counsel (OLC) opinion
being relied upon by online casinos and lotteries does not carry the force of law. This
fact was conifirmed by Attorney General Loretta Lynch, who testified that she is “not
aware of any statute or regulation that gives OLC opinions the force of law.”

In developing this opinion, DOJ did not consult with me, or I believe with any
other governor. As far as I can tell, Congress was not involved, law enforcement officials
were not consulted, and there was no opportunity for public comment. This is no way to
inalée policy ~ especially one threatening my state’s right to control gambling within our

orders.

Internet gambling represents a fundamental change in gambling policy in this
country — taking it from a tightly controlled activity requiring travel to a destination and
making it available 24/7 on every mobile device, tablet and laptop.

Whether the law should be changed to allow online casinos, and if so, how,
should be the result of an open process in which all stakeholders — including the states
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and our law enforcement agencies — can be heard and participate, rather than through a
legal opinion developed behind the closed doors of a federal agency.

1 appreciate your Committee holding hearings on this issue, and support your
effort to restore the long-standing interpretation of the Wire Act to give all of us time to
fully assess the issue of Internet gambling, and assure that any decision to permit online
casinos is done through a legislative process in which the concerns of my state, and
others, can be voiced and considered.

4

i
z\s;z Hulchinson

CC: The Honorable Eljjah Cummings, Ranking Member
The Honorable John Boozman
The Honorable Tom Cotton
The Honorable Rick Crawford
The Honorable French Hill
The Honorable Steve Womack
The Honorable Bruce Westerman
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STATE OF UTAH

Gary R, HERBERT QFFICE OF THE GOVERNOR SPENCER J. COX
GOVERNOR SaLt Lake Ciry, Uran LIEUTENANT GOVERNOR

B84t4-2220

March 19, 2013

The Honorable Jason Chatfetz
Representative

2236 Rayburn House Office Building
Washington, D.C. 20515

Dear Representative Chaffetz,”

1 join a long list of Utah leaders, past and present, who oppose gambling in our state. In
December 2011, the Obama administration issued new guidance on the federal Wire Act, which
interpreted the nct differently than every previous adiministration. This new interpretation
deviates from decades of precedent, allowing online gambling.

[ support the right of each state to determine its own laws with regard to gambling. Lam
also very concerned about online gambling that can be accessible via interstate commerce
through phones and computers, where state enforcement is difficult or impossible.

For these reasons, | support returning to the original intent and interpretation of the
federal Wire Act. If you have any questions or concerns about my position on this issue, please
contact my Director of State and Federal Relations Wesley Smith at WeslovSmithio ul

h.goy,

Thank you for your service to our state and nation. | look forward to working with you on
this issue

Sincerely,

U 1t

Gary R. Herbert
Governor
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Rick Scorr
GOVERNOR

April 22, 2014
The Honorable Bob Goodlatte The Honorable Patrick Leahy
Chairman, Committee on the Judiciary Chairman, Committee on the Judiciary
United States House of Representatives United States Senate
2138 Rayburn House Office Building 224 Dirksen Senate Office Building
Washington, D.C. 20515 Washington, D.C. 20510
The Honorable John Conyers, Jr. The Honorable Chuck Grassley
Ranking Member, Committee on the Ranking Member, Committee on the

Judidary Judiciary

United States House of Representatives United States Senate
B-351 Rayburn House Office Building 224 Dirksen Senate Office Building
Washington, D.C. 20515 Washington, D.C. 20510

Dear Chairman Goodlatte, Chairman Leahy, Ranking Member Conyers, and Ranking
Member Grassley:

L write you to express my concern at the U.S, Department of }ustice's abrupt
reversal of its long-standing interpretation of the Wire Act, 18 U.S.C. § 1084, as that
statute applies to Internet gambling.

The regulation of gambling, subject to broad federal limitations (such as the Wire
Act) and requirements (such as those found in UIGEA) has properly been the domain of
the states - and should remain so. But, when gambling occurs in the virtual world, the
ability of states to determine whether the activity should be available to its citizens and
under what conditions ~ and to control the activity accordingly - is left subject to the
vagaries of the technological marketplace. This seriously compromises the ability of
states to control gambling within its borders.

THE CAPITOL
TALLAHASSEE, FLORIDA 32399 « (850} 4B8.2272
¥ @hsWorkingFL www.FLGov.com
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The Honorable Bob Goodlatte; The Honorable Patrick Leahy; The Honorable John
Conyers, Jr.; and The Honorable Chuck Grassley

April 22, 2014

Page Two

For decades, the United States government consistently deemed the Wire Act to
prohibit all forms of Internet gambling. However, with Congress out of session, the
Department of Justice {DOJ), acting on an opinion provided by its Office of Legal
Counsel {OLC), and without input from Congress, state and local officials, or the public,
abruptly overturned years of precedencel. This reversal directly conflicted with the
longstanding position of DOJ itself and with a 2010 opinion of the DOJ Criminal
Divisiont, The OLC stated that only online sporfs betting is barred by the Wire Actand
that the Act does not apply to online state Jottery sales. I believe the reasoning behind
this alarming reversal by the DQJ is flawed and that Congressional action is necessary
to resolve this issue. Additionally, 1 believe the DOJ did not adequately account for all
of the policy concerns surrounding the expansion of gaming to the Internet. I think
these policy concerns are for the U.S, Congress and other law enforcemnent interests to
study and analyze before Internet gaming is unleashed on the states.

Allowing Internet gaming to invade the homes of every American family, and be
piped into our dens, our living rooms, our workplaces, and even our kids’ bedrooms
and dorm rooms is a major decision. We must carefully examine the short and long-
term social and economic consequences before Internet gambling spreads.

The law enforcement community has identified the risks associated with Internet
gambling, although more investigation is needed. The FBI in 2009 warned that Internet
gambling could be used by criminal elements for money laundering and fraud. The
agency questioned whether the technology exists to guarantee that children and people
with gambling problems are kept off, countering claims that such technology was
available. In the same letter, it also rattled off a litany of potential abuses, including
money laundering.

Congress needs to step in now and call a “time-out” by restoring the decades
long interpretation of the Wire Act.

Congress, the states, law enforcement, and the public need - and deserve - an
opportunity to fully review, assess, understand, and debate the significant policy
implications entailed in the spread of Internet gambling before it becomes pervasive in
our society. We appreciate your consideration of our views and look forward to
working with you on developing a sensible policy that protects Americans and
preserves the traditional role of the states in controlling gambling within their borders.
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The Honorable Bob Geodlatte; The Honorable Patrick Leahy; The Honorable John
Conyers, Jr.; and The Honorable Chuck Grassley

April 22, 2014

Page Three

Thank you for your consideration of this important measure to ensure the safety,
security, and well-being of Florida families and families throughout our nation.

Sincerely,

= A

Rick Scott
Governor

cc:  The Honorable John Boehner, Speaker, United States House of Representatives
The Honorable Nancy Pelosi, Minority Leader, United States House of
Representatives
The Honorable Harry Reid, Majority Leader, United States Senate
The Honorable Mitch McConnell, Minority Leader, United States Senate
Florida Congressional Delegation

 Memorandum for Lanny A, Breuer, Assistant Attorney General, Criminal Division, from Virginia A,
Seitz, Assistant Attorney General, Office of Legal Counsel (September 20, 2011),

¥ Memorandum for David Barron, Acting Assistant Attorney General Office of Legal Counsel, from
Lanny A. Breuer, Assistant Attorney General, Criminal Division (July 12, 2010) (USDOJ 2010 Mema).
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State of South Carolina
Office of the Gobernor

NIkl R Hatey 1203 PENDLETON STREET
GOVERNOR Cotunmnra 29201

March 24, 2014

The Honorable Patrick Leahy The Honorable Bob Goodlatte

Chairman, Committee on the Judiciary Chairman, Committee on the Judiciary

United States Senate United States House of Representatives

437 Russell Senate Office Building 2309 Rayburn House Office Building

Washington, D.C. 20510 Washington, D.C. 20515

The Honorable Chuck Grassley The Honorable John Conyers, Jr.

Ranking Member, Committee on the Judiciary Ranking Member, Committee on the Judiciary

United States Senate United States House of Representatives

135 Hart Scnate Office Building 2426 Rayburn House Office Building

Washington, D.C. 20510 Washington, D.C. 20515

Dear Chairman Leahy, Chairman Goodlatte, Senator Grassley, and Congressman Conyers,

I write you to cxpress my concern at the U.S. Department of Justice’s (DOJ) abrupt reversal of its
long-standing interpretation of the Wire Act, 18 U.S.C. § 1084, as that statute applies to Internet
gambling.

The regulation of gambling, subject to broad federal limitations (such as the Wire Act) and
requirements (such as those found in UIGEA) has properly been the domain of the states - and
should remain so. But, when gambling occurs in the virtual world, the ability of states to determine
whether the activity should be available to its citizens and under what conditions - and to control the
activity accordingly — is left subject to the vagaries of the technological marketplace. This seriously
compromises the ability of states to control gambling within its borders.

For decades, the United States government consistently deemed the Wire Act to prohibit alf forms of
Internet gambling. However, on December 23, 2011, with Congress out of session, the DOJ, acting
on an opinion provided by its Office of Legal Counsel (OLC) and without input from Congress, state
and local officials, or the public, abruptly overturned years of precedence.! This reversal directly
conflicted with the longstanding position of DOJ itself and with a 2010 opinion of the DOJ Criminal

! See Memorandum for Lanny A. Breuer, Assistant Attorney General, Criminal Division, from Vigginia A, Seite,
Assistant Attorney General, Office of Legal Counsel (September 20, 2011).
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The Honorable Leahy, Goodlatte, Grassley, and Conyers
March 24, 2014
Page 2

Division.” OLC stated that only online sports betting is barred by the Wire Act and that the Act does
not apply to online state lottery sales, Ibelieve the reasoning behind this alarming reversal by the
DOJ is flawed and that Congressional action is necessary to resolve this issue. Additionally, I
believe DOJ did not adequately account for all of the policy concerns surrounding the expansion of
gaming to the Internet. I think these policy concerns are for the U.S. Congress and other law
enforcement interests to study and analyze before Internet gaming is unleashed on the statcs.

Allowing Internet gaming to invade the homes of every American family, and to be piped into our
dens, living rooms, workplaces, and even our kids” bedrooms and dorm rooms, is a major decision.
We must carefully examine the short and long-term social and economic consequences before
Internet gambling spreads.

The law enforcement community has identified the risks associated with Internet gambling, although
more investigation is needed. The Federal Bureau of Investigation in 2009 warned that Intermet
gambling could be used by criminal elements for money laundering and fraud. The agency
questioned whether the technology existed to guarantee that children and people with gambling
problems are kept off, countering claims that such technology was available. In the same letter, it
also rattled off a litany of potential abuses, including money laundering.

Congress needs to step in now and call a “time-out” by restoring the decades-long interpretation of
the Wire Act.

Congress, the states, law enforcement, and the public need — and deserve — an opportunity to fully
review, assess, understand, and debate the significant policy implications entailed in the spread of
Internet gambling before it becomes pervasive in our society. [ appreciate your consideration, and |
look forward to working with you on developing a sensible policy that protects Americans and
preserves the traditional role of the states in controlling gambling within their borders. God bless.

My very best,
Nikki R. Haley
NRH/jdb
cc: The Honorable Harry Reid, Majority Leader, United States Senate
The Honorable Mitch McConnell, Minority Leader, United States Senate
The Honorable John Boehner, Speaker, United States Housc of Representatives

The Honorable Nancy Pelosi, Minority Leader, United States House of Representatives
South Carolina Congressional Delegation

* See Memorandum for David Barron, Acting Assistant Attorney General, Office of Legal Counsel, from Lanay A.
Breuer, Assistant Attorney Geaneral, Criminal Division (July 12, 2010) (*USDOJ 2010 Memo”).



OFrrice or THE GOVERNOR

RICK PERRY
GOVERNOR

March 24, 2014

The Honorable Bob Goodlatte The Honorable Patrick Leahy
Chairman, Committee on the Judiciary Chairman, Committee on the Judiciary
U.S. House of Representatives U.S. Senate

2138 Rayburn House Office Building 224 Dirksen Senate Office Building
Washington, D.C. 20515 Washington, D.C. 20510

The Honorable John Conyers, Jr. The Honorable Chuck Grassley
Ranking Member, Committee on the Judiciary ~ Ranking Member, Committee on the Judiciary
U.S. House of Representatives U.S. Senate

B-351 Rayburn House Office Building 224 Dirksen Senate Office Building
Washington, D.C. 20515 Washington, D.C. 20510

Dear Chairmen Goodlatte and Leahy and Ranking Members Conyers and Grassley:

I write you to express my concern at the U.S. Department of Justice's (DOJ) reversal of its long-
standing interpretation of the Wire Act, 18 U.S.C. § 1084, as that statute applies to Internet
gambling.

The regulation of gambling, subject to broad federal limitations (such as the Wire Act) and
requirements (such as those found in UIGEA), has properly been the domain of the states — and
should remain so. But, when gambling occurs in the virtual world, the ability of states to
determine whether the activity should be available to its citizens and under what conditions —
and to control the activity accordingly — is left subject to the vagaries of the-technological
marketplace. This seriously compromises the ability of states to control gambling within their
borders.

For decades, the U.S. government consistently deemed the Wire Act to prohibit all forms of
Internet gambling. However, on December 23, 2011, with Congress out of session, DOJ, acting
on an opinion provided by its Office of Legal Counsel (OLC) and without input from

Congress, state and local officials, or the public, abruptly overturned years of precedence.’ This
reversal directly conflicted with the long-standing position of DOV itself and with a 2010 opinion
of DOJ Criminal Division? OLC stated that only online'sporfs betting is barred by the Wire Act
and that the Act does not apply to online state lottery sales. I believe the reasoning behind this

! Swe Memorandum for Lanny A, Breuer, Assistant Avofuey General, Crminal Division, from Vieginia A, Seitz,
Assistant Autorney General, Office of Legal Counsel (Seprember 20, 2011).

2 See Memarandwn for David Barron, Acting Assistant Attomey General, Office of Legal Counsel, from Lanay A
Breuer, Assistant Auwotrney General, Crimingl Division (July 12, 2010) (“USDOJ 2010 Memo™).

Posr Osmice Box 12428 Auvstv, Texas 78711 (512)463-2000 (Voice)/Dian 7-1-1 vor Riray Sewvices
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alarming reversal by DOJ is Hawed and that congressional action is necessary to resolve this
issue. Additionally, I believe DOJ did not adequately account for all of the policy concerns
surrounding the expansion of gaming to the Internet. | think these policy concerns are for the
U.S. Congress and other law enforcement interests to study and analyze before Internet gaming
is unfeashed on the states.

Allowing Internet gaming to invade the homes ol every American family, and be piped into our
dens, our living rooms, our workplaces and even our kids™ bedrooms and dorm rooms, is a major
decision. We must carefully examine the short- and long-term social and economic
consequences before Internet gambling spreads.

The law enforcement community has identified the risks associated with Internet gambling,
although more investigation is needed. The FBLin 2009 warned that Internet gambling could be
used by criminal elements for money laundering and fraud. The agency questioned whether the
technology exists to guarantee that children and people with gambling problems are kept off,
countering claims that such technology was available. In the same letter, it also rattled oft'a
litany of potential abuses.

Congress needs 1o step in now and call a “time-out™ by restoring the decades-long interpretation
of the Wire Act,

Congress, the states, law enforcement, and the public necd — and deserve — an opportunity o
fully review, assess, understand and debate the significant policy implic mo ns entailed in the
spread of Internet gambling before it becomes pervasive in our sociely. [appreciale your
consideration and Took forward to working with you on developing a sensible policy that protects
Americans and preserves the traditional role of the states in controlling gambling within their
borders.

Sincerely

p——

osc Poey

Rick Lll)

Governor
RP:dap
ce: The Honorable John Boehner, Speaker, US. House of Representatives
The Honorable Nancy Pelosi, Minority L cad cz U.S, House of Representatives
The Honorable Harry Reid, Majority Leader, U.S. Senate
The Honorable Miteh McConnell, Minority Leader, U.S. Senate
Texas Congressional Delegation
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STATE OF INDIANA Michael R, Pence
QFFICE OF THE GOVERNOR Governor
State House, Second Floor

Indianapolis, Indiana 46204

May 1,2014

Dear Members of the Indlana Congressional Delogation:

1 write regarding Internet gambling, which I have long opposed. When I served in Congress, 1 was
pleased to support the Unlawful Tnternet Gambling Enforcement Act of 2006 (“UIGBA™).

Indiana does not currently permit any forms of Internet gambling, and it is a felony under Indiana law to
engage in Internet gambling. Until recently, Internet gambling was consistently deemed by the foderal Wire
Act (18 U.R.C. § 1084) to be prohibited across the nation. However, on Decomber 23, 2011, the Department of
Justice issued a reinterpretation of the Wire Act that changed the long-standing prohibition of Internet gambling
by the Wire Act fo state that only online sporis betting is barred. While I do not intend to allow Internet
gambling in Indiana, some states have since moved forward with Internet lottery sales and other forms of
Internet gambling,

Generally, states have the ability to regulate gambling within their borders, subject to broad federal
limitations and requirements, such as those found in the Wire Act and UIGEA. It is imperative that states retain
this power so they can decide for themselves what is right for their state. Indiana, for example, has decided
over the course of the past decades to maintain a state lottery and allow 10 riverboat casinos, one land-based
casino, and limited land-based horse racing venues with casinos. Indiana has carefully scrutinized and routinely
denied expansion of gambling beyond these statutorily authorized activities,

1 believe it is necessary for Congress to restore the original interprefation of the Wire Act that prohibited
Intemet gambling nationwide, and 1 encouwrage vou to support legistation that would accomplish this end,
Internet gambling crosses state lines and impacts the ability of a state to regulate and control gambling within its
borders. By its very nature, the Internef involves interstate commerce. Internet gambling relies on technology,
such as GPS location monitoring and other controls, that may be compromised, Internet gambling also telies on
verification procedures for participant ages and payment information that are subject to shnilar vulnerabilities.
Taken together with the mobility of our society and the widespread access fo the Internet, a federal prohibition
of Internet gambling is necessary. Otherwise the ability of states like Indiana to prevent and control Internet
gambling within its borders, despite our best efforis, will be greatly diminished.

I appreciate your consideration and loolk forward to working with you on this issue. Thank you for your
serviee to our state and nation,

Sincerely,

hael R, Pence
Governor of Indiana
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Cougress of the Huited States
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Fhashivgton, DU 20515

The Honorable Jason Chaffetz

Chairman

House Committee on Oversight and Government Reforn
2157 Rayburn House Office Building

Washington, D.C. 20515

December 7, 20135
Dear Chairman Chaffetz,

T commend the Committee on Oversight and Government Reform for focusing attention
on the serious law enforcement concerns raised by Internet gambling. As a former United States
Attorney, this issue is of particular interest to me.

During my tenure as a federal prosecutor, 1 saw firsthand how criminals can exploit the
pervasive naturc and anonymity of the Internet. Together with the FBI and other federal, state,
and local Jaw enforcement agencies, we convicted a number of child pornographers, some of
whom received sentences in excess of 100 years, and all of whom had relied upon the Internet to
carry out their crimes.

Our efforts to bring to justice these criminals opened my eyes to how resource-intensive
pursuit of Internet crimes can be, and how difficult - if not impossible ~ the task will be for law
enforcement if online casinos arc allowed,

The FBI has wamed Congress that Internet gambling is “valnerable to a wide array of
criminal schemes,” including abuse by criminals looking to launder funds, steal money and
personally identifiable information, engage in public corruption, and fund criminal organizations.
This makes sense. The potential that casinos could be exploited by criminal elements is one of
the reasons legalized gambling has been so tightly controlled — and until now, limited to physical
destinations.

In advising Congress, the Burcau inferred that it has higher priorities for its limited
resources than regulating a legalized Internct gambling industry. 1 know firsthand just how
stretched those resources are. Together with the FBI and other federal law enforcement agencies,
we successfully prosecuted violent felons, terrorists, drug offenders, and corrupt public officials
~ in addition to child pornographers. We had our hands full with those and the other federal
crimes on our plates.
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‘Two days before Cluistmas in 2011, the Office of Legal Counsel opened the door for
online casinos when it issued a legal opinion overturning 50 years of consistent interpretation of
the Wire Act. A decision of this importance, and which carries the law enforcement risks it does,
should not have been left to a government attorney.

Rather, whether Internet gambling should be permitted, and if so, under what conditions,
is a decision for Congress to make through the legislative process with full consideration as to
the impact online gambling will have on erime. That is why I am proud to co-sponsor your
legislation to restore the traditional interpretation of the Wire Act, and applaud the Committee
for shedding light on the law enforcement issues surrounding online gambling.

eI
George Holding
Member of Congress

CC: Chairman Bob Goodlatie
House Judiciary Committee



ADVANCING FAITH, FAMILY AND FREEDOM

June 27,2014

Representative _
U.5. House of Representatives
Washington, DC 20515

Dear Representative:

On behalf of the Family Research Council (FRC) and the families we represent, Turge
you to support the bipartisan Restoration of America’s Wire Act of 2014 (H.R. 4301)
sponsored by Representative Jason Chaffetz (R-UT). This bill would restore the long
standing federal ban on internet gambling and protect the vulnerable and their families
from the 24-7 easy access of online gambling. It is urgent Congress act now to begin
work on passing this important piece of legislation.

On December 23, 2011, the Justice Department unilaterally gutted the Wire Act, the 50
year old prohibition against the transmission of information related to bets and wagers,
by reinterpreting its application to only apply to sports-related betting. They did so
without input from Congress, law enforcement or the American public. Overnight,
gambling interests in cash strapped states were given an avenue {0 pursue online
gambling without fully appraising its consequences.

There is overwhelming evidence that the prevalence of compulsive gambling is three to
four times higher among online gamblers than non-internet gamblers. The 24-7 ease of
access, the speed of the game, the solitary nature of play and the ability to play multiple
games at once, make online gambling inherently more dangerous than other forms of
gambling.

In 1999, the National Gambling Impact Study Commission (NGISC) released its three
year findings recommending an explicit moratorium on gambling expansion and a
complete ban of internet gambling The NGISC reported receiving “abundant testimony
and evidence that compulsive gambling introduces a greatly heightened level of stress
and tension into marriages and families, often culminating in divorce and other
manifestations of familial disharmony,” and that “respondents representing 2 million
adults identified a spouse’s gambling as significant factor in a prior divorce.”

While online gambling initiatives are billed as a boon to state budgets, voters and
policymakers should be aware that there is no proof expanding gambling positively
umpacts net state revenues. In fact, there’s evidence to the contrary. Gambling functions
like a regressive tax that disproportionately impacts the poor, diverting money away
from local businesses and displacing existing sales tax revenue while fueling societal

ils.

FAMILY RESEARCH COUNCH,

HOTG 8T PR, WASHINGTON, DO 000« Z0I-393-2100 » 2023932134 FAX + (BOO) 275-4008 ORDER LINE - FRCORG




96

The increase 1n crime, financial hardship, lost work and the break-up of families have
lead professor and economist at Baylor University, Earl L. Grinols to estimate the costs
of gambling outweighing its benefits 3 to 1.

Online gambling vendors claim they will be able to screen out minors, ensure player’s
identities and validate they are physically located within proper jurisdictions. However,
the FBI countered this claim in a 2009 letter to the Financial Services Committee stating,
"While the [online gambling] vendors may claumn that they can validate age and location,
they are more than likely relying on credit card information and geolocation to gather
this information. Both can be spoofed.”

Again, Turge you to support the Restoration of America’s Wire Act of 2014 (H.R. 4301)
introduced by Representative Chaffetz (R-UT) and begin legislative work on this bill.

Stcerely,

David Christensen
Vice President of Government Affairs

FAMILY RESEARCH COUNCIL
BUT G STREET NW, WASHINGTON, DT 20001 » 203-393-2100 + 202-393-2134 FAX -+ (800) 225-4008 GRUER UNE + FRCORG
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How Washington Opened the Fioodgates to Online Poker, Dealing Parents a Bad Hand
BY LEAH MCGRATH GOODMAN / AUGUST 14,2014 7:10 AMEDT
NEWSWEEK

In 2007, the head of the FBI's Cyber Crime Fraud unit, Leslie Bryant, issued a stern warning to Americans:
“You can go to Vegas. You can go to Atlantic City, You can go to a racetrack. You can go to those places and
gamble legally, But don't do it online. It's against the Jaw.”

Four years later, with much fanfare, the U.S. Department of Justice (DOJ) unsealed sweeping indictments
against the online poker industry’s Big Three—PokerStars, Full Tilt Poker and Absolute Poker. The
companies, all located offshore, were hit with a raft of charges, including wire fraud, bank fraud, money
laundering and operating in the U.S. in willful violation of the Unlawful Internet Gambling Enforcement
Act {UIGEA).

A mere eight months later, on the Friday before Christmas Eve 2011, then-U.S. assistant attorney general
Virginia Seitz quietly issued a 13-page legal opinion that changed everything. She reinterpreted the
federal Wire Act of 1961, which, until that time, had been viewed by U.S. courts—and the DOJ's own
Criminal Division—as prohibiting all forms of online gambling.

Seitz's opinion found that only wagers on a “sporting event or contest” were prohibited by the Wire Act
{“wire” is interpreted as extending to the Internet). The effect was to lift a long-standing federal ban on
non-sport betting on the Internet, such as poker and slots—some of the most popular and profitable
games online—razing the foundation of the UIGEA, passed by Congress in 2006.

The opinion was issued in response to requests from the states of New York and {llinois to rule on
whether proposed lotteries using the Internet to sell tickets would violate the Wire Act. But it ended up
having much broader implications. The only federal restriction Seitz preserved was the ban against
online betting on such events as horse racing or March Madness. Otherwise, she found the states were
allowed to decide individually if they wanted to offer online gambling within their borders or team up
with other states.

For Seitz, reversing 50 years of legal precedent came down to the placement of a comma. In the key
passage of the Wire Act, the description of the ban on gambling over state or international lines applies to
"“bets or wagers or information assisting in the placing of bets or wagers on any sporting event or contest,
or for the transmission of a wire communication which entitles the recipient to receive money or credit
as a result of bets or wagers, or for information assisting in the placing of bets or wagers.”

The first comma, for Seitz, was crucial, The question, she said, boiled down to whether "sporting event or
contest” modified each instance of “bets or wagers” or only the instance it directly followed. She decided
the former, writing, “We conclude that the [DOJ] Criminal Division's premise is incorrect and that the
Wire Act prohibits only the transmission of communications related to bets or wagers on sporting events
or contests.”

She also noted that on the same day as the Wire Act was enacted in 1961, Congress passed a separate law
regulating other forms of gambling, supporting the view that the Wire Act was aimed specifically at
gambling on sports.

Punctuation aside, Seitz opened wide the door to online gambling—and in the process, critics say, may
have opened a Pandora’s box, Lawmakers and experts warn that online gambling is dangerously
addictive for some, especially children raised in a culture of online gaming and smartphones.

1
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Seitz, who came from the DOJ's Office of Legal Counsel {once characterized by Newsweek as “the most
important government office you've never heard of” and the same office that wrote the legal
justifications for drones and waterboarding), was appointed in June 2011 by President Barack Obama
and previously worked at Chicago law firm Sidley Austin, where Obama and the first lady, Michelle
Obama, met and worked until they married.

“That a single, relatively unknown person in an office at the Justice Department can just bring about such
massive change to our economy in direct contradiction to what Congress sees as the governing law
signals a gravitational shift in power that is very concerning,” says Jonathan Turley, a professor of public
interest law at George Washington University in Washington.

“The Office of Legal Counsel once held a unique and revered position within the DOJ and governmentas a
whole,” Turley continues. “It was viewed as the gold standard of legal analysis. This office was once
tasked with the job of saying no to the president. Its job was to objectively interpret the intent of our laws
passed by Congress. It had a tradition of independence and excellence, and that tradition was viewed as
inviolate by past presidents, This was heavily damaged by the Bush administration, and this has only
continued with Obama,”

What has not changed about that tradition, says Turley, who voted for Obama, is that once the Office of
Legal Counsel has spoken, its word is treated as sacrosanct by the other government agencies. (Reached
by Newsweek, the DOJ, as well as the FBI, both confirmed that, as a result of Seitz’s opinion, they have
ceased cracking down on online gambling and will leave it up to the preferences of the states.)

“It's problematic that this office’s opinions are treated as legally binding, as if they came down from
Mount Olympus,” Turley says. “Even in its heyday, it should never have been this way.”

Seitz declined to comment on the reasons for her opinion or its impact.

So far in the U.S,, the online gambling phenomenon is still new enough that only a handful of states have
had a chance to approve it and roll it out. Nevada and Delaware—two states that have already teamed up
over online gambling, sharing users and territory—and New Jersey have led the way, offering real-money
gambling through websites and apps that can be downloaded straight to smartphones.

“This is just the beginning,” predicts Jason Chaffetz, a Republican representative from Utah, the only state
other than Hawaii that prohibits all forms of gambling, even the lottery. “I am afraid that if we don’t move
quickly and get some decent regulations in place, which we really don’t have right now, it will be too late

to stop it from reaching all the states.”

Chaffetz is wary of claims that geolocational technology, which works better in cities than in rural areas
and vast expanses of desert {due to their reliance on hot spots and cellular towers to triangulate players),
can keep poker out of his state: “Many parents already can see how easy it is for a kid to get addicted to a
video game that does not involve money. You put them on the Internet and they are gambling with
money, now you have a real problem.”

Chaffetz, a 47-year-old father of three {ages 21, 18 and 13), is one of the shrinking pool of politicians—
Republican or Democratic—who do not rely on money from the gaming industry to fund his political
activities. This past July, he wrote a letter (signed by 17 other representatives) to House Judiciary
Committee Chairman Bob Goodlatte, a Virginia Republican, calling for hearings as soon as September on
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the nation’s “policy on the expansion of gambling” to ensure it is “established through legislative
process.”

That terminology—"legislative process”—speaks to the consternation of a growing number of lawmakers
who fear the Obama administration may have opened the floodgates to online gambling in the U.S.
without ever intending it to be put to a congressional vote,

“The way this all unfolded and the parties involved, I think it raises a big question mark,” Chaffetz tells
Newsweek. “I'd like to know a lot more about what happened, which is why I asked for a hearing. We
can't have an office in the bowels of the DOJ going against decades of legal precedent without Congress
having any say.”

Slots for Tots

Chaffetz, who has become a bit of a gaming connoisseur as he pushes to restrict the spread of online
gambling across the states, is only too aware that the line between real-money “gambling” and social-
media “gaming” has all but disappeared, especially for the young, Among the sites Chaffetz does not like is
“Slotomania” from Caesars Entertainment Corp. in Las Vegas, which features Disney-looking cartoons of
comely young girls, evil villains and cuddly monsters, all beckoning users to play for free. This is what
critics derisively call “slots for tots,” which the Nevada Gaming Control Board has outlawed in casinos but
has not yet been aggressive about addressing online,

“The millennials are greater risk takers; they've grown up on the technology of video games and watching
other young people winning the World Series of Poker [also from Caesars], and they think they are
smarter than everyone else,” says Jeffrey Derevensky, a professor of applied child psychology and
psychiatry at Montreal’s McGill University and one of the world's leading authorities on youth gambling
addiction. On average, he says, 5 to 8 percent of university students are what he would classify as "at-risk
gamblers,” with 2 to 4 percent suffering from “a serious gambling addiction.”

“Online and mobile gambling is going to be a big thing, and those aged 18 to 25 have the highest
prevalence of gambling-related problems among adults,” says Derevensky, who has treated dozens of
kids at McGill’s International Centre for Youth Gambling Problems and High-Risk Behaviors.

One of the hardest parts of the job, Derevensky says, is “getting parents and teachers to realize the
dangers of gambling are often no less severe and sometimes much greater than drinking, reckless driving,
drugs and unprotected sex.” Once hooked, kids can take years to recover—or never recover—with the
most severe cases only able to substitute one high-risk behavior for another. Some kids even commit
suicide, “Once they're addicted, these kids will take their parents’ credit cards, gas cards, anything they
can find to gamble with,” he says. “I had one kid, being raised by a single mother, who stole two of her
credit cards and lost $20,000 on PokerStars in one month.”

Released last year, the fifth edition of the American Psychiatric Association’s Diagnostic and Statistical
Manual of Mental Disorders, commonly referred to as the DSM, sets up criteria for research into “Internet
Gaming Disorder.” The association said that studies of young Asian males indicated "that when these
individuals are engrossed in Internet games, certain pathways to their brains are triggered in the same
direct and intense way that a drug addict’s brain is affected by a particular substance.”

Marc Potenza, a professor of psychiatry at Yale University specializing in the neurobiclogy of gambling,

impulse control and addictive disorders, has noticed the same link. “We are only beginning to understand

this condition and the potential for treatments, using brain imaging to investigate the neurocircuitry that
3
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underlies human decision making and similarities between substance abuse and gambling disorders,” he
tells Newsweek.

He worked with two research groups for the DSM-5, which now recognizes gambling disorderas a
behavioral addiction, One revelation thus far: While U.S. law makes a clear distinction between online
gaming for real money and virtual money (with the former being more heavily regulated), the human
brain may not make the same distinction when it comes to getting addicted. “This {s something we are
actively investigating,” Potenza says.

Online gaming sites by the hundreds are already testing that theory among young players, says Keith
Whyte, executive director of the National Council on Problem Gambling, in Washington, D.C. “For an
activity to be legally considered gambling, it must have a prize, chance and payment to participate,” he
says. “So what many of the social casino games do is remove, at least for a time, one of these three
elements.” (One of the industry’s tricks is offering players a chance to play for free and boosting their
confidence by offering them overly favorable odds and hefty virtual winnings—then turning the tables
when the players enter a credit card. Another, Whyte says, is for online games to accept real money in
exchange for virtual coins but never offer any cash winnings, so as to sidestep being regulated.)

“The legal and technical distinctions between whether or not the poker you are playing is gambling don’t
really matter to us or to the kids who get addicted,” Whyte says. “The definition of addiction does not
depend on whether the real money you bet and lose is translated into virtual coins. You are still betting
and losing money.”

Derevensky says one male college student told him his addiction started with an offer for free chips to
play Texas Hold'em. “A general progression starts with these Facebook entertainment games which are
purely for fun, and some people take it to the next level, where it’s for fun and money,” the student told
him. “Some people then take it to the next level, where the fun has disappeared and they are just doing it
for the money.”

In the U.S,, the number of young people getting addicted to gambling “increases a little every year,” with
the 24-hour accessibility of online gaming a key culprit, notes a spokeswoman for the Nebraska Council
on Compulsive Gambling, which recently released a PBS documentary, Growing Up Gambling. The film,
aired in May, prominently featured a picture of what appears to be Obama filling in a March Madness
bracket.

in March, Chaffetz signed on as lead sponsor of bipartisan legislation introduced in the House of
Representatives that is challenging the spread of online gambling, the Restoration of America’s Wire Act,
Lindsey Graham, a Republican from South Carolina, introduced a similar bill in the Senate. In a statement,
Graham, who is a member of the Senate Judiciary Committee, observed that his state outlawed video
poker machines back in 1999, ultimately removing more than 33,000 units from use. “Now, because of
the Obama administration's decision, virtually any cellphone or computer can again become a video
poker machine,” he said. “It's simply not right.”

States looking at legalizing online gambling include Hlinois, New York, lowa, Minnesota, Mississippi,
Louisiana, California and Massachusetts. On the flip side, 16 state attorneys general wrote to Congress
this year, asking it to restore the previous interpretation of the Wire Act and go back to a federal
prohibition of online gaming. (They were from Arizona, Florida, Kansas, Michigan, Missouri, Montana,
Nebraska, North Dakota, South Dakota, South Carolina, Texas, Utah, Hawaii, Vermont, Wyoming and
Guam.) Governors Rick Perry of Texas, Nikki Haley of South Carolina and Rick Scott of Florida also
support restoring the federal ban.
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Without strong rules in place, Chaffetz fears young people will be able to tog on and start placing bets
without much trouble. Many sites assume players are old enough to play if they simply enter a credit
card, “In the physical world of bricks-and-mertar casinos, it's easy to see a 13-year-old on a casino floor.
On the Internet, there are no physical barriers, nothing stopping a child from becoming an addict,” he
says.

Black Friday

Until Seitz handed down her opinion in late 2011, agencies such as the FBI had forcefully cracked down
on online gambling in the U.S, Only that spring, the DOJ, working closely with the FBI, had delivered what
seemed to be a knockout blow to the major online poker companies, on what was dubbed “Black Friday”
by many crestfallen poker enthusiasts across the country.

Among the companies targeted by the indictments were the most profitable online poker company in the
world, PokerStars, owned by Rational Group, based in the [sle of Man; Full Tilt Poker, a competing
company, based in Dublin; and Absojute Poker, based in Costa Rica. As part of its far-reaching action, the
DOJ unsealed criminal indictments against 11 of the online poker companies’ executives and their agents
and suspended more than 75 bank accounts used by the companies.

But by July 2012, little more than a year after the charges had been filed—and just seven months after the
release of Seitz’s opinion—the DOJ settled all the charges. A release issued that month by Preet Bharara,
the U.S, attorney for the Southern District of New York, stated that PokerStars, Full Tilt Poker and
Absolute Poker used the same third-party payment processor, “working together” to funnel hundreds of
millions of “illegal Internet gambling transactions” to the poker companies.

The payment processor, a man in his 50s named Ira Rubin, was sentenced to three years in prison in a
Manhattan federal court after pleading guilty to bank and wire fraud, money laundering and conspiracy
to violate the UIGEA. All eight defendants the DO] managed to arrest pleaded guilty. The remaining three
defendants residing outside the U.S.—two of them from PokerStars—remain at large.

The role of the payment processor had been pivotal, as most U.S. banks refused to process payments from
online gaming, which were—until Seitz handed down her opinion—considered illegal. To circumnavigate
the problem, PokerStars, Full Tilt, Absolute Poker and their agents, according to Bharara, “lied to U.S,
banks about the nature of the poker transactions they were processing” by “creating phony corporations
and websites to disguise payments” and set up hundreds of “phony front companies with websites
purporting to sell everything from clothing and jewelry to golf clubs and bicycles.” The websites tricked
bank officials who visited them into believing they were legitimate companies, processing what Bharara's
office said eventually amounted to "billions of dollars in payments” by masquerading as anything other
than poker businesses.

In an unusual move, the DOJ, as part of its settlement with PokerStars, brokered PokerStars’s acquisition
of the assets of Full Tilt, its former competitor, which consisted of Full Tilt's database, software and client
list, which the DOJ seized in 2011. In exchange for $547 million, paid over three years, the DOJ handed
aver Full Tilt's assets to PokerStars and settled all civil and forfeiture claims against PokerStars. {The DOJ
had initially planned on seizing PokerStars’s assets too.)

PokerStars spokesman Eric Hollreiser tells Newsweek, “We never violated any U.S. law in our operations,
and our settlement with the DO), in addition to acquiring Full Tilt, included no admission of wrongdoing
and explicitly allowed for us to apply for licenses in the U.S.”

5
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Both the DO] and PokerStars declined to disclose what dollar amount, if any, was paid by PokerStars of
the $547 million to settle its claims, which calls into question whether this wasn't just an asset purchase
agreement that essentially left PokerStars a bigger, stronger company. “There was no specific separate
payment for the purchase of the Full Tilt Poker assets or any breakdown,” the DOJ says in a statement to
Newsweek. The DOJ also declined to discuss the reasoning behind why it allowed PokerStars, a company
it had accused of illegal gambling, wire fraud, bank fraud and money laundering, to purchase Full Tilt, a
company it had accused of the same offenses, plus defrauding its players,

PokerStars, bolstered by Full Tilt's client list, now boasts more than 85 million players around the world.
As part of the DOJ settlement, PokerStars agreed to return an additional $184 million of funds to the
defrauded Full Tilt players, as well as promise not to offer online poker in the U.S, “until it became legal,”
according to the DOJ. It did not have long to wait, as Nevada became the first state to legalize online
gambling only months later, launching its first site in May 2013,

Rational Group, the parent company of PokerStars—which hires pricey, big-name lobbyists, including a
one-time presidential hopeful, former Democratic House majority leader Richard Gephardt—just
finalized a deal on August 1 to be acquired by the previously little-known Amaya Gaming Group, based in
Pointe-Claire, Quebec, for $4.9 billion. The transaction has created the largest gaming company in the
world—and it considers offering online gambling throughout the U.S, a top priority,

Follow the Money

Seitz's opinion has essentially opened the U.S. market to what some estimate could be a $1 trillion global
industry. The Center for Public Integrity has reported on the battle between offshore companies and
brick-and-mortar casinos over how to regulate online gambling, with both sides investing heavily in
lobbying and campaign spending. Among the mest prominent opponents of online gambling are Sheldon
Adelson, chairman of the Las Vegas Sands, and casino mogu!l Steve Wynn of Las Vegas-based Wynn
Resorts, while casino companies such as MGM Resorts International and Caesars Entertainment support
it

Grassroots poker advocacy groups such as the Poker Players Alliance have also played a role, although
Executive Director John Pappas has confirmed that most of the group’s funds come from offshore
companies, including PokerStars.

As an [llinois state senator, Obama told National Public Radio in 1999 that he refused to take any money
from the gambling industry, even though there were no limits on contributions in Illinois or on tribal
donors. “Itis very hard to separate yourself from the interests of the gaming industry if you're receiving
money,” Obama said. The president, who enjoys poker and blackjack, has often gone on the record stating
his concerns about “the moral and social cost of gambling.”

Yet by 2007 Obama had cracked the list of the U.S, Senate’s top 10 biggest recipients of gaming money,
and by 2008 he had risen to become the Senate’s No. 3 highest-paid recipient. During his 2012 re-election
campaign, he accepted more money from the gambling industry and tribal casinos than any individual
politician now in Washington. (Adelson spent tens of millions of dollars in support of Mitt Romney and
other Republicans, but most of that went to Super PACS and outside groups.) In fact, with the Seitz
decision throwing the entire U.S. gaming industry into play, 2012 was a record year for casino and
gaming contributions, which reached $72 million, according to the Center for Responsive Politics, a
Washington-based nonpartisan and nonprofit group tracking money in politics. About $50 million of the
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total came from Adelson, while donations to individual candidates were split almost evenly between
Democrats and Republicans.

In 2012, Obama, in conjunction with the Democratic National Committee, received more than $1,7 million
in reported donations from the industry, according to the Center for Responsive Politics. Against other
special interest groups, that's a tidy sum, but well below what larger industry sectors contributed to
him—the biggest ones being law firms and education, which donated more than $20 million each.

McGill's Derevensky, a consultant to international online gaming companies, says it's not just campaign
finance that’s at issue. Only a decade or two ago, most politicians would have been loath to cozy up to the
gambling industry, he observes. But the financial crisis has brought a new urgency to raise revenue at
both the state and federal levels, where the proceeds of gambling can provide valuable contributions. In
the U.S,, an online gambling license alone can cost hundreds of thousands of dollars annually, in addition
to the proceeds states can reap from the winnings of casinos and online gambling companies.

“Since the economy tanked around the world, you're seeing the greatest move to gambling ever,”
Derevensky tells Newsweek. “Three states have online gambling, and you will see it proliferated
throughout the United States, We're never going back. The governments are just too dependent on it for
tax revenue.”

The Obama administration’s ties to the industry go beyond money. Jim Messina, Obama’s 2012 campaign
manager and a close confidant, earlier this year signed on as a consultant to the American Gaming
Association, a powerful pro-gaming lobby in Washington that is pushing to make gambling more
commonplace and less taboo.

Since Seitz handed down her 2011 opinion, Sidley Austin, her former employer, has expanded its deal-
making practice in the gambling space, which now includes major markets in North America, Europe and
Asia. In July, it advised Las Vegas-based International Game Technology on its merger with Italian lottery
operator Gtech, which was valued at $4.7 billion in cash and stock. A Sidley Austin spokeswoman in
Chicago said the firm declined to discuss its work in the gambling niche, including whether it had ever
worked with Rational Group, PokerStars, Full Tilt or Amaya.

Seitz, who left the DOJ's Office of Legal Counsel in December 2013, plans to return to Sidley Austin to
practice law, the firm's Washington office tells Newsweek, In addition to being the place where the
Obamas met, Sidley Austin has been one of the most generous contributors to Obama’s two election
campaigns, donating $606,260 to his 2008 campaign and $400,883 to his 2012 campaign, according to
the Center for Responsive Politics.

Reached at her home in Washington, Seitz tells Newsweek she had no comment on her Wire Act opinion,
other than to say, “It is just that-—an opinion.” She confirmed she will be returning to Sidley Austin but
hasn't decided when. “] will be working on appeals, without a focus on a particular sector,” she says. “Itis
really a normal lawyer job.” Seitz contributed $2,300 in 2007 to Obama and $1,300 in 2008

The White House declined to comment to Newsweek on the legalization of online gambling, deferring to
the DOJ opinion written by Seitz. When pressed, a White House representative pointed to a statement
issued in 2012 by Brian Deese, then-deputy director of the National Economic Council and now the
deputy director of the Office of Management and Budget. The statement, issued in response to a petition
in 2012, echoed many of the concerns that Chaffetz and others have raised.
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It observed that online gambling posed “distinct challenges” when compared with gambling in physical
locations such as casinos, since players might sidestep “restrictions on online gambling that can allow
individuals from countries where gambling is illegal, or even minors, to play using real currency.” It also
noted the use of online gambling portals as a conduit "for money-laundering schemes, because of the
volume, speed, anonymity and international reach made possible by Internet transactions.”

Nonetheless, it said, “it is left to each state to determine whether it wishes to permit such activity
between its residents and an online poker business authorized by that state to accept such wagers.”

In the meantime, the DOJ estimates that total settlement payments from fraudulent online poker
companies have, as of July, reached more than $1 billion ($1,027,511,816.52, to be precise), rivaling only
the financial settlements paid by big banks.

Under the terms of the 2012 post-Seitz settlement, the DOJ is still returning money to defrauded
customers of Full Tilt Poker—including Americans who had money in their Full Tilt Poker accounts on
Black Friday, even though at the time those people should have known it was illegal to gamble online in
the U.S. Turns out their bet paid off.
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March 26, 2014

The Honorable Bob Goodlatte The Honorable Patrick Leahy

Chairman, Committee on the Judiciary Chairman, Committee on the Judiciary

United States House of Representatives United States Senate

2138 Rayburn House Office Building 224 Dirksen Senate Office Building
Washington, D.C. 20515 Washington, D.C. 20510

The Honorable John Conyers, Jr, The Honorable Chuck Grassley

Ranking Member, Committee on the Judiciary Ranking Member, Committee on the Judiciary
United States Fouse of Representatives United States Senate

B-351 Rayburn House Office Building 224 Dirksen Senate Office Building
Washington, D.C. 20515 Washington, D.C. 20510

Dear Chairmen Goodlatte and Leahy, and Ranking Members Conyers and Grassley,

On December 23, 2011, Eric Holder’s Department of Justice unilaterally reversed a long-held position
that federal law prohibits Internet gambling. He effectively changed a law which had been on the books
for 50 years, and did so without seeking Congressional input, consulting with law enforcement, or
allowing for public comment. Since then, three states have legalized some form of Internet gambling and
many others are actively considering following suit,

Today, Senator Lindsey Graham and Representative Jason Chaffetz took the first steps toward stopping
the scourge of Internet gambling by restoring the longstanding interpretation of the Wire Act with the
introduction of the Restoration of America’s Wire Act.

Sen. Graham and Rep. Chaffetz’s legislation will restore the law undermined by the Justice Department
and, by so doing, will prevent every smartphone, tablet, and laptop across the country from being turned
into a portable, virtual casino available 24 hours a day, seven days a week. Protecting the voung, the
poor, and the elderly from being targeted by Internet casinos and gambling apps is reason enough to pass
this legislation immediately. But there are other serious concerns that have been raised as well,

The FBI has warned in letters to Congress that online casinos are vulnerable to a “wide array of criminal
schemes,” including identify theft and money laundering by “transnational organized crime.” Moreover,
the FBI warns that age and location verification technology “can be spoofed.”

Sen. Graham and Rep. Chaffetz, along with their co-sponsors, Sens, Mike Lee, Kelly Ayotte, Dianne
Feinstein, and Reps. Tulsi Gabbard, Jim Matheson, Lamar Smith, Emanuet Cleaver, Jim Jordan, Trent
Franks, George Holding, Frank Wolf, and James Lankford, should be applauded for their actions to
protect families across the country. We hope that you and your colleagues in both the House and Senate
will see the common-sense wisdom of this legislation and act upon it quickly.
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Sincerely,

Tim Wildmon, President
American Family Association
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Marion Boteju, Executive Director
American Principles Project
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Andy Blom, President
Center for Civic Virtue
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Rev. Bill Owens, Founder and President
Coalition of African American Pastors
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Carrie Gordon Earll, Senior Director of
Public Policy
Focus on the Family
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Micah Clark, Executive Director
American Family Association of Indiana
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Gary L. Bauer, President
American Values

L CFC
Crmcray Panany O o,
Anthony Verdugo, Founder and Executive
Director
Christian Family Coalition

Penny Nance, President and CEQ

Concerned Women For America Legislative Action
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Family Pac Federal

Sandy Rios, Vice President
Family-Pac Federal



George Landrith, President
Frontiers of Freedom
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Mat Staver, Chairman
Liberty Counsel
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Massachusetts

Family Institute

Andrew Beckwith, President
Massachusetts Family Institute

Joe Ortwerth, Executive Director
Missouri Family Policy Council

Oran Smith, President
Palmetto Family Alliance

NINSYLVANIA PASTORS NUT

Sam Rohrer, President
Pennsylvania Pastors Network
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Colin Hanna, President
Let Freedom Ring
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Gene Mills, President
Louistana Family Forum Action

Minnesota Family Council
Tom Prichard, President
Minnesota Family Counecil and Institute
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FAITH & FREEDOM COALITION OF ORIG
Ken Blackwell, Chairman Emeritus
Ohio Faith and Freedom Coalition
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W Council

Fami

Michael Geer, President
Pennsylvania Family Council

Allen Gutierrez, National Executive Director
Hector Barreto, Chairman
The Latino Coalition



C. Preston Noel H1, President
Tradition, Family, Property

David Nygaard, President
Common Sense Virginia

Paul Caprio, President
Patriotic Veterans

Miles Terry, Chatrman
South Carolina Faith and Freedom Coalition

Pastor Paul Burleson
Friendship Baptist Church of Christ Jesus

Pastor Kraits Burleson
Loving Saints Christian Fellowship

Pastor Miriam Rosa
The City of Refuge Restoration Church
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dastined 1o accomplish sometRing great!
Regina Brown, Founder
Transforming Florida

Colleen Holmes, Former Executive Director
Eagle Forum

Deal Hudson, Chairman
Pennsylvania Catholics Network

Patrick Demmer, Superintendent
Graham Memorial Community Church

Pastor Dwayne Taylor
Lighthouse Missionary Baptist

Dr. Anne Rice-James
Rose of Sharon Tabernacle

Rev, Gholston
The Greater Denver Ministerial Alliance

Pastor Kimble

Universal Baptist Church
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Three Worked the Web to Help
Terrorists
British Case Reveals How Stolen Credit Card Data
Bought Supplies for Operatives

By Brian Krebs
washingtenpost.eom Staff Writer
Friday, July 6,2007

The global jihad landed in Linda Spence's e-mail inbox
during the summer of 2003, in the form of a message
urging her o verify her eBay account information. The
35-year-old New Jersey resident clicked on the link
included in the message, which took her to a counterfeit
cBay site where she entered personal financial
information.

Spence's information wound up in the hands of a man in Britain who investigators say was the brains
behind a cell that sought to facilitate bombings in the United States, Europe and the Middle East.

Investigators say Spence's stolen data made its way via the Internet black market for stolen identities to a
21-year-old biochemistry student, Tariq al-Daour, one of three British residents who pleaded guilty this
week to using the Internet to incite murder,

Much has been written about how radical Islamic groups use the Internet to distribute propaganda and
recruit members. The British investigation, however, revealed a significant link between Islamic terrorist
groups and cyber-crime, and experts say security officials must do more to understand and confront
cyber-crime as part of any overall strategy for combating terrorism,

Investigators in the United States and Britain say the three used computer viruses and stolen credit card
accounts 1o set up a network of communication forums and Web sites that hosted such things as tutorials
on computer hacking and bomb-making, and videos of beheadings and suicide bombings in Irag.

Authorities say one of the men, Waseem Mughal, a 24-year-old law student, was found with a computer
containing a 26-minute video that included instructions in Arabic for preparing a suicide-bomb vest and a
recipe for improvised explosives.

The third and perhaps best-known of the group, Moroccan-born Younes Tsouli, 23, became adept at
setting up sites to host huge video files and other propaganda. Investigators said he became the de facto
administrator of the online jibadist forum Muntada al-Ansar al-Islami, which once was the main Internet
public refations mouthpiece of Abu Musab al-Zargawi, the leader of al-Qaeda in Traq who was killed last
month.

The three men maintained their innocence during their trial over the past few months. This week,
however, they changed their pleas to guilty. They were sentenced yesterday to prison terms ranging from
6172 10 10 years,

According to documents gathered by law enforcement officials, the three men used stolen credit card
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hundreds of online stores to buy items that fellow jihadists might need in the field.
s also sy thc men humduui money [rom st tolen credit card accounts through more than a

Two law enforcement officials involved in the investigation provided information about the British case
on the condition of anonymity out of concern that speaking on the record might jeopardize current
investigations.

Investigators zeroed in on the three British residents in October 2003, following a tip from Bosnian
authorities who also were investigating terrorism. British authorities raided Tsouli's basement npamnem
in West London. He was reportedly arrested while logged on to the Web site "youbombit.r§.org" using
the onling identity "IRH007.”

Te wasn't until weeks after his arrest that U.S. and British police learned that Tsouli was the person
previously known to counterterrorism officials only as "Irhabi007." As Irhabi -- "terrorist” in Arabic -
Tsouli was thought to have hacked into dozens of Web sites to host huge computer files, mostly videos of
et
beheadings and suicide bombings recorded in Iraq. Irhabi007 also spent a great deal of time creating and
&
dssscmmdm‘o tutorials on hacking and hiding identities online.

Investigators said Tsouli later began using stolen credit card numbers and identities to buy Web hosting
services. According to data gathered by U.S. officials, Tsouli and his two associates used at least 72
stolen credit card accounts to register more than 180 domains at 93 different Web hosting companies in
the United States and Europe.

Rita Katz, director and co-founder of the SITE Institute, which gathers information on jihadist activity by
monitoring online forums, said the evidence unearthed from items seized from Tsouli's arrest revealed
that he had helped to create an online network used by jihadist cells across the world to exchange
information, recruit members and plan attacks,

()n 'souli's laptop, autherities said, they found a folder named "Washington" that contained short video

clips of the U.S. Capitol grounds, the World Bank building, a hazardous chemical response vehicle and
iocdl fuel storage facilities. Also on the laptop were instant message chat logs and a PowerPoint
presentation detailing how to build a car bomb.

On a computer seized from al-Daour's West London apartment, investigators said they found 37,000
stolen credit card numbers. Alongside each credit card record was other information, such as the account
holders' addresses, dates of birth, credit balances and eredit limits.

Investigators said al-Daour and his compatriots made more than $3.5 million in frandulent charges using
credit card accounts they stole via phishing scams and the distribution of Trojan horses - computer
programs embedded in innocent-looking e-mail messages or Web sites that give criminals control over
infected computers.

Spence, the New Jersey woman whose information was among the data seized from the men, said thieves
made $2,000 in fraudulent charges to her account, all at a business based in Portugal. "I'm just mortified

s

to think that my stolen information had any type of connection with terrorism,” Spence said.

Authorities said both al-Daour and Mughal compiled shopping lists for items that fellow jihadists might
need for their battle against U.S. and allied forces in Iraq. including global positioning satellite devices,

night-vision goggles, sleeping bags, telephones, survival knives and tents. Records show the men
pureh other operational resources, including hundreds of prepaid celiphones, and more than 250

airline tickets using 110 different credit cards at 46 airlines and travel agencies.
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Al-Daour also allegedly laundered money through online gambling sites, using accounts set up with
stolen eredit card pumbers and victims' identities, and ran up thousand-dollar tabs at such sites as
AbsolutePoker.com, BetFair.com, BetonBet.com, Canbet.com, Eurebet.com, NoblePoker.com and
ParadisePoker.com. Al-Daour and other members of the group conducted 350 transactions at 43 different
online wag
and transterred to online bank accounts the men controlled.

Tnvestigators in the United States and abroad spent hundreds of hours tracking the {inancial activities of
the three men across thousands of merchanis in more than a dozen countries. The case against them
relied on evidence that they had incited others to commit terrorist acts, rather than evidence of cyber-
crime. But one investigator who worked on the case said the story of how the three men funded their
operations is an indicator of methods that other terrorist cells either have already adopted or are likely to.

If Tsouli helped pioneer a number of methods for the jihadist forums, jihadist groups have since moved
their Internet operations further underground. Experts said most of the major forums have consolidated
their operations into small number of password-protected forums known as the Al Fajr Center.

Still, Katz said, Irhabl's legacy lives. His hacking and anonymity tutorials are widely traded on jihadist
forums, and variations on Irhabi -~ such as Irhabi008 and IrhabiG09 -- remain some of the most popular

screen names on those sites.

View all comments that have been posted about this article.

© 2007 The Washington Post Company
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8 October 2015

The Honorable Jason T, Chafletz The Honorable Elijah E. Cummings
Chairman Ranking Member
Committee on Oversight and Government Committee on Oversight and Government
Reform Reform
. tlouse of Representatives (LS. House of Representatives

20818 Washington, D.C. 20518

vington, D.C

Dear My, Chairman and Representative Cummings,

of the Fraternal Order of Police to urge you to oppose
s Wire Act (RAWA),” which would impose a blanket
at risk and

Tam writing on behalf of the membe
LKL 707, the “Restoration of Ame
Pederal ban on online gaming. We believe that its passage would put consumer
undermine the efforis of law enforcoment as we seek to protect our eitivens from

Internet-related crimes. For these reasons, we respectfully urge you to oppose the bill.

‘The FOP has been closely following the debate between regulating o ¢ 1o prohibit
Internet gaming. Our members have followed the success of regulation in a number of States
with legal ontine gaming marketplaces and as a result we remain resolute that regulation and
ociated technologies provide the necessary safeguards 1o protect vilnerable population
like children and probiem gambilers, enforce state decisions on what gambling is perm
within their borders, and crack down on fraud and other consumer abuses.

ible

They say sunlight is the best disinfectant, and we agree-g Federal prohibition of online
gaming would make our communities less safe, not more so. It is clear that the market
dernand exists—Americans spend nearly three billion dollars annually on offshore ga

that offer no safeguards and are out of the reach of law enforcement. Banning Interet

ing wholesale in the United State 1d further empower these itlegal, offshore sites and

technologies that ens

provide innovative res
place only within the horders of States that have expr
fersey’s Division of Gaming Enf
gaming, citing the over half a million accounts cr
protecied from fraud. The Division of Gaming Enforcement ha
i and-desist orders. By eliminating any gro
and legality of sites in tl three

2 achicvements of regulated Internet
sated legally within the state that are
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unlicensed sites to cease their operations, allowing law enforcement to protect users” money
from the risk of predators.

We should be letting States and law enforcement work together to create a system that
protects our communities. This ban proposed by H.R. 707 would only undermine the strides
we have made in combating unlawful Internet activity. [ hope that you will support our men
and women in uniform and oppose this legislation.

For the FOP, the choice is clear between quixotic prohibition attempts versus regulation that
has proven to safeguard children and adult consumers alike. If Congress moves forward H.R.
707 or similar ban on Internet gaming, it will perpetuate and expand the existing black
market. It is imperative that States be able to reserve the right to create a strong regulatory
framework to allow law enforcement to successfully protect consumers and to drive illegal
operators out of the marketplace.

On behalf of the more than 330,000 members of the Fraternal Order of Police, I thank you
both for vour consideration of our views as law enforcement professionals, If I can provide
any additional information on this or any other issue, please do not hesitate to contact me or
Executive Director Jim Pasco in my Washington office,

incerel ¥,

Chock (N ]

“huek Canterbug 5

Nzxtrmm President C
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'I h Honorable Claire McCaskill, Chairman

he Honorable Dean Heller, Ranking
(hho Members of the Subcommittee on Consumer Protection, Product Safety and
[asurance

fember

Dear Senators,

1 write concerning today’s subcommittee heart

Gambling: Assessing Consumer Protection Concerns”

g, *The Hxpansion of Internet

ATR applauds the subcommittee’s exploration of thi arly subsequent
to the administration’s bracing expansion of the power of state

ises since 2011

issug, pal
un gambling

€n {Ci‘p ¢

As you are aware, since the dramatic reversal in the Obama Justice Department
opinion of September 2011, government-run intrastate online gambling is expanding

venue-hungry states while

in a number of 1 online gaming res

Iy controlled and mostly prohibited.

The government-run lotteries that generated this ruling and expansion were
motivated by a thirst for more revenue, exacerbated 1)\ a refusal to undertake
structurat reforms. These states (led by pension-besieged Hlinoi
found a sympathetic ear in an Obama administration all to willing to grant powers to
state enterprises prohibited to the free market. Unfortunately, Congress has yet w©
reassert the Constitutional role of the legislative branch in crafiing legislation.
Meanwhile, these state entities continue o expand unchecked, allowing state
governments to continue to spend without Lmdcrﬂkinu the structural reforms they

, among others)

need, This temporary salve risks permaneatl plcmrmg a state enterprise in a field

that is simply inappropriate for government. la.\] ayers deserve to have this growth

of state power and revenue ev alvated and addressed.

mbling itself, ATR encourages you to
ted, consumers are best served
wwe better

Leaving aside the propri :galized ¢
consider whether, if games of chance are to be wle
when these a

run by povernment-owned enterprises or whether they
served by the fr

N

L as they are in every other tegal venue of entertainment.

Today ernment Jottery plavers are off
(;vl‘m an I rabant. State-run lotteries offer consumers an incredibly poor value with

red the gambling equivalent of the Fast

below those which exist everywhe

prizes-to-sales ratios dramatically far
s for gambling. Morcover, the level of consumer
s substantially below that

Given the poor pmduaz

ment-ran compa

functional, comperitive market exis
protection off Lud by government controlled loteri
offered by ed and r rulated fr Cererpr
lovteries have so far d consumers, together with g
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e histories of failure and sub-par products, it would be appropriate for the
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committee to focus on consumers themselves and how they might be best served, if
this activity is to be legal.

Additionally, state lotteries remove dollars from the productive free-market
economies of the states and move them instead into the government sector where
monies are less efficiently allocated. This means that state-run loteeries can actually

inhibit growth.
£

As vour subcommittee reviews the development of this sector subsequent to the

2011 DOJ opinion, I encourage you to consider the appropriate role of government,
the poor value that state-run gambling entites offer consumers, and the substandard
consumer protections that such entities provide to the public at large.

=

Sincerely,

Grover Norquist

e
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Congressional ban on all online gaming is wrong for America

March 10, 2014
By former Rep. Michael Oxley (R-Ohio)

re has been talk recently about Congress banning all online gaming. This is something that { dealt
with as chairman of the House Financial Services Committee years ago, and | want to be clear that it's
the wrong policy for American families.

The gquestion isn't whether or not Americans are participating in online gaming. The consumer base is in
the millions, and the revenue is in the billions on overseas black markets. The question is whether
Congress hanning all online gaming would make consumers more or less safe on the Internet,

The answer to that question is clearly that American families, including children, would be less safe
online should Congress pass this ban. The risk of exposure to identity theft, fraud, even money
laundering on an unsafe, unregulated, overseas black-market website is serious. And ignoring that black
market, rather than addressing it will only make us less safe.

Before serving in Congress, | served our nation in the Federal Bureau of Investigation. Based onmy
experiences, | can tell you that the proposed ban on online gaming would do nothing to stop the billions
of dollars flowing through these black-market websites, which are often run by individuals the Justice
Department says are engaged in serious criminal activity. Prohibition of that type didn’t work with
ajcohol, and it won't work with the Internet today.

in fact, @ ban would roll hack the only consumer protections that currently exist.

Three states, Delaware, New Jersey and Nevada, have already moved forward and put in place
consumer protections that prohibit minors from playing, and ensure the games are fair. Other states are
considering it. Congress’s response should not be to roll back these cansumer protections in favor of
sorne sort of modern-day prohibition.

These states are using modern age-verification technology to prohibit minors from using gaming
websites, and highly sophisticated geo-location technology 1o precisely determine a potential player’s
physical location and thereby prohibit out-of-state gaming in legal and regulated markets. These
sophisticated technologies have proven successful in existing regulated markets for online gaming and
other online commerce. Congress shouldn’t step in and stop their use.

Congress cannot reverse time or get vid of the Internet. We need to be focused on keeping consumers,
businesses, and families safe when engaging in online activities. That means utilizing the best available
technology and the best

safeguards, not blocking thelr use.

I know my former colleagues in Congress want to keep American consumers and online actjvities safe.
That's why L know they'll choose the right path and reject this misguided ban.

Oxfey represented Ohio's 4th Congressionol District from 1981 to 2007 and, as chairmen of the House
ervices Committee, he co-authored the Sarbones-Oxley Act of 2002. A former FBI agent, he is
fer, o notional law firm, and is co-chair for the Coalition for Consumer and

Financia
currently with Bokertos
Online Protection.
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Congress Should Reject Adelson’s Crony Power Play

“YBR

March 29, 2014
By: ferry Rogers

After blasting the deep-seeded cronyism of the Obama Administration for six years, a number of
Republicans have decided to partake in some cronyism of thelr own.

A wealthy casine owner is asking the government to outlaw his potential competition, and Sen. Lindsey
Graham {R-5C) and Rep. Jason Chaffetz {R-UT) have jumped at the chance to help him, introducing
legislation this week to achieve that goal.

Billionaire casino owner Sheldon Adelson tried unsuccessfully to build an online gaming business. After
failing to capitalize on the market, his company, Las Yegas Sands, has been arguing that online gaming
represents a massive threat to the profitability of land-based casinos, With New Jersey, Delaware, and
Nevada legalizing online gaming for their residents, the threat appears to be growing. So Mr. Adelson is
loing what many billionaire political donors have done all too often - he is asking his friends in
government to ban his competitors.

After brageing that he would "spend whatever it takes," to achieve his goal, Mr. Adelson launched the

sl

Coalition to Stop Internet Gambling, hired lobhyists to write legislation, and got his bili introduced.

The Graham/Chaffetz bill turns the idea of federalism on its head. At the press conference announcing
the bill, Chaffetz declared that states wanting to legalize Internet gaming need to come to Congress for
permission. Such supplication is big government bullying at its worst, and it should be anathema to
consarvative mernbers of Congress. Supporters of a limited federal government understand that states
should be empowered to make these decisions.

When states decide to exercise their rights under the Constitution {o become "laboratories of
democracy,” the last thing we want is the federal government policing and overturning those decisions
to protect the well connected. As the federal government grows more powerful and oppressive, a
number of states have joined efforts to fight back. Some states refused to implement the REALLD. law,
have legalized marijuana. We may not

&

Other states have wged nullification of ObamaCare. Still others
h all or any of those decisions, but that is what federalism is all about,

Federalism is one of the most innovative concepts the Founders put into our Constitution. It allows
Nevada and New Je o legalize Internet gaming while, at the same time, it doesn’t mandate that
Utah and South Carolina must do the same. States have the prerogative - the right — to establish these
laws. The great irony here is that the very concept of federalism is what shaped the economic
environment in Nevada that enabled Mr. Adelson to make his billions in land-based casinos. Nevada
exercised its right to make legal — gambling casinos — what other states criminalized.

principles of cur

1

Supporters of Adelson's bill in Congress are turning their backs on the fi
Constitutional order solely to help a political supporter. The Graham/Chaffetz bill seeks to reward those
who deal in favors and create law that benefits a single, special self-interest at the expense of
entrepreneurs and free markets, Sheldon Adc!)ownngfhtbe a great American ~ donating hundreds of
millions of dollars to Republican groups and ca - but that deesn’t justify abandoning first principles.

The Graham-Chaffetz billis not about gambling. IUis about undermining federalism and promoting crony

capitatisn. Congress should reject this billion-doliar power play.
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The Honorable Lindsey Grabam
290 Russell Senate Office Building

hington, DC 203

{

¥

Dear Senator Graham:

am writing you today as Executive Divector of the North Amerlean Association of State and Provineial

otteries (NASPL) regarding your legislation to rvestore the Wire Act as it relates to using the Internet
for on-line gambling, We sincerely appreciate you and your staff working with us and thank you for
your willingness to listen and act on most lottery concerns, and are grateful that vour intent is not to
disrupt lottery games which were n effect prior to the DOT ruling in Decemb T

I
L

CE 2

Qur Association believes, and is on record, that all gaming should be left up to the individual states to
determine i nes that are offered, as well as the manner in which they are being delivered to their
customers. This is, and has always been, a state’s right to make these decisions as they relate to gaming
within its respective boarders. Since lottery products are sold in a competing market, it is {mportant that
we continue to design and offer secure games that people want to play so that Jottery states can continue
to fund the much-needed programs andfor services for which lottery revenues are earmarked.

We look forward to our continuing conversations and we are grateful that you and your staff have been
open and willing to allow us to participate in discussions to this point and moving forward. It is our
intent, and indeed our obligation, to protect our traditional games and to position owr industry for
growth.

Please feel free to contact me at any time as we move through these eritical deliberations.

David B, Gale
Executive Director
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The Tortured Textualisn and Faux Federalism of the Chaffetz-Graham-Adelson Online
Gambling Ban

April 1, 2014
By: Jacob Sullum

As Scott Shackford anticipated a couple of waeks ago, Rep. Jason Chaffetz (R-Utah) and Sen. Lindsey Graham {R-5.C) recently
iAtroduced a bill that would rewrite the Wire Act of 1 to prohibit "any bet or wager” placed via the Internat. Chaffetz and
Graham, who were recruited by cesino magnate and GOP mega-donor Sheldon Adelsen to help sguash his online competitors, call
the bill the Restoration of America’s Wire Act. { think they {or Adelson's lobbyist, who co-wrote the bill) meant to say the Restoration
of America aims to “restore the long-standing interpretation of the Wire Act.”

ire Act Act, since the bilt

The problem, as the fustice Department finelly recognized in December 2011, is that the interpretation Adelsen and his pet

b prefor is plainly at odds with the tex t of the statute, which refers to "bets or wagers on any sporting event or contest”—
tanguage that the Chaffetz-Graham-Adelson bill, H.R. 4301, would excise, Furthermore, since the Wire Act was passed decades
hefore the Internet existed, it s rather mob*Gm;\tic to say that Congress intended to ban online gambling. H.R. 4301 addresses that
difficulty with new language referring to "any transmission aver the Internet carried interstate or in foreign commerce, incidentally
or otherwise.” The bill does not "resto ything; it imposes a brand new ban on Internet gambiing, That includes online poker,
wh i if you consider it mainly a game of skilll

ch yndeniably involves betting

Graham claims admitting that the Wire Act applies only to sperts betting—a conclusion endorsed by the U.S. Court of Appeals Court
for he 5th Circuit back in 2002 "yat anather example of the Holder Justice Department and Obama Administration ignoring the
" 1f you pay close attention (o a statute's actual words, according to Graham, you are ignoring the law. Being true to the law
equires excising the inconvenient parts.

n's claim that his ation, which would block moves toward legalizing enline gambliag in states such
oy, 15 necessary o protect state sutonomy:

o poker and removed over 33,000 video poker machines from within its borders. Now,
s decision, virtually any cell phone ar computer can again become a video poker machine, It's

in 1899, South Carolina ¢
2 of the Ghama Ady
simply not right

i, endor

was Gov, Rick Perry, quoted in the press release snnouncing the

this argument:

availabie to its citizens

g occurs in the virtual world, the abifity of states to determine whether the ac
whiat conditior and to control the activity accordingly—is left subject to the v
iously compromises the ability of states to control gambling within thelr borders.

tivity should
wries of the technological marketpla

Singe Perry is known as a 10th Amendment enthy

pport for the bill may ght among fed it shouldn't,
ry Lo Parry's implication, H.R MG] would not let states decide whether lmcr'\mz,amb ing is permitted within thelr borders. 1t
ling gambling throughout the country, cven tn states thatwant 1o allow i, This is 2 strange sort of federalism.

¥ W

Contr




NATIONAL CONFERENCE of STATE LEGISLATURES

April 3, 2014

The Honorable Harry Reid
Majority Leader
U.S. Senate

The Forum for America’s Ideas

The Honorable Mitch McConnell
Minority Leader

U.S. Senate

Washington, D.C. 20510

Bruce W. Sturr
Seuatar
Oregen
Presidense NCYTL

Thoamas W, Wright
of Stuff te Speaker

Withium T. Pound

Execatire Director
The Honorable John Boehner
Speaker of the House Minority Leader
. House of Representatives U.S. House of Representatives
Washington, D.C. 20515 Washington, D.C. 20515

‘The Fonorable Nancy Pelosi

Re: NCSL Opposition to the Restoration of America’s Wire Act

Dear Senators Reid and McConnell, Speaker Bochner and Leader Pelosi:

On behalf of the National Conference of State Legislaures (NCSL), we write to express our strong
opposition to the Restoration of America’s Wire Act, and urge vou to respect the sovereignty of states to

decide whether or not to allow gambling, and in particular online gambling.

Since its inception, NCSL has resisted unwarranted preemptions of state laws and federal legislation that
threatens state authority and autonomy — especially in arcas of successfully demonstrated state stewardship
like gambling. States have proven that they are effective regulators of the gambling industry and the
proponents of this legislation fail to make a case that we have been negligent in our responsibilitics to the
industry and consumers. This attempt o enact a wholesale prohibition of online gambling with the
Restoration of Ameriea’s Wire Act is merely a solution seeking a problem.

Since the 2011 Department of Justice opinion clarifving the scope of the Wire Act, Delaware, Nevada, New
Jersey and the U.S. Virgin Islands have Jegalized some form of online gambling within their state, while Urah
and Maine have acted to forbid such activity. Many more states are considering bills that would authorize,
expand or restrict Internet gambling as well. This is the way it should work, cach stare making the decision
that is best suited to the desires of its residents and not through a congressional mandate.

We appreciate the opportunity to express the views of our colleagues across the country on this topic. We
respectfully request the state legisladve pesspective be considered as Congress continues to examine this issue.
If you have any questions regarding the concerns of state legislatures or would like to discuss the iss
further, please contact James Ward (james.ward@neslorg; 202-624-8683) or Jeff Hurley
efthurlev@ncslorg; 202-624-7753) in NCSI’s Washington, D.C. office.

O :

Senator Debbie Smith
Nevada Senate
NCSL President-Flect

Sincerely,

i

Senator Bruce Starr
Oregon Senate
NCSL President

cc: Members of the Unired States Senate and Flouse of Representatives

ashington

4 Novth Capitsl §
Washingten, D.
26245400 Fax 202,

Denver w
RO { L Saie 315
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The Honorable Patrick Leahy The Honorable Bob Goodlatte

Chairman, Committee on the Judiciary Chairman, Committee on the Judiciary

U.S. Senate U.S. House of Representatives

437 Russell Senate Office Bullding 2309 Rayburn House Office Building
Washington, D.C. 20510 Washington, D.C. 20515

The Honorable Chuck Grassley The Honorable John Conyers

Ranking Member, Committee on the Judiciary Ranking Member, Committee on the Judiciary
.5, Senate U.5. House of Representatives

135 Hart Senate Office Building 2426 Rayburn House Office Building
Washington, D.C. 20510 Washington, D.C. 20515

Dear Senators Leahy and Grassley, and Representatives Goodlatte and Conyers:

As leaders of the National Council of Legislators from Gaming States (NCLGS) and as fellow elected officials, we
urge you to oppose recently introduced House Bill 4301/Senate Bill 2159, “The Restoration of America’s Wire
Act.” This legislation, proposing to amend the Wire Act to prohibit transmission of wagering information for
all types of gambling activities, including Internet gambling, would effectively preempt the states” historical
ability to properly regulate gaming. Itis our strong conviction, as legislators who chair and are members of
the fegislative committees that work diligently to develop sound public gaming palicy, that states are the most
appropriate entity to decide upon, and oversee, what kind of gaming should exist and what should not within
their borders.

States have the expertise, developed over many years of exparience, to oversee gaming for the best outcomes
to the states and thelr consumers. Recognizing this, Congress in the Interstate Horse Racing Act found that
“the States should have the primary responsibility for determining what forms of gambling may legally take
place within their borders,” not only terrestrially, but via “electronic media.”

To be clear, NCLGS does not support or oppose legalization of Internet gaming and realizes that technofogicat
advances in gaming~Internet or otherwise—present multiple social and economic policy issues fo be
considered, NCLGS is currently working on a State internet Gaming Policy Framework to safeguard both states
that wish to participate in Internet gaming and those that do not.

States like Delaware, Nevada, New Jersey, Utah, and Maine have recently passed bills to expand, legalize, or
prohibit Internet gaming, and many others are currently considering measures. We assert that each state can
and should determine what will best reflect and serve the needs of its residents.

Thank you for the consideration of our perspective, which we ask that you bear in mind as Congress
deliberates upon this issue.

Sincerely,

Yl M “Ku%

fep. Helene Keeley, DE
NCLGS Secretary
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The Honorable Harry Reid, Majority Leader, U.S. Senate

The Honorable Mitch McConnell, Minority Leader, U.S. Senate

The Honorable lohn Boshner, Speaker, US. House of Representatives
The Honorable Nancy Pelosi, Minority Leader, U.S. House of Representatives
The Honorable Kelly Ayotte, U.S. Senate )

The Honorable Emanuel Cleaver, U.S. House of Representatives

The Honorable Tulsi Gabbard, US. House of Representatives

The Honorable James Lankford, U.S. House of Representatives

The Honorable Jim Matheson, U.S. House of Representatives

The Honorable Frank Wolf, U.S. House of Representatives

U.5, Senate Judiciary Committee Members

1.5, House of Representatives Judiclary Committee Members

k:nclas/2014/8001037
k:/nclgs/2014/8001
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May 9,2014

The Honorable Harry Reid The Honorable Mitch McConnell
Majority Leader Minority Leader

U.S, Senate U.S, Senate

Washington, D.C. 20510 Washington, D.C. 20510

The Honorable John Boehner The Honorable Nancy Pelosi
Speaker of the House Minority Leader

U.S. House of Representatives U.S. House of Representatives
Washington, D.C. 20515 Washington, D.C. 20515

Dear Majority Leader Reid, Senator McConnell, Speaker Boehner, and Representative Pelosi:

The nation’s governors arc concerncd with legislation introduced in Congress that would ban
online Internet gaming and Internet lottery sales because it challenges the federal-state
relationship.

The regulation of gaming is an issue that has historically been addressed by the states.
Regardiess of whether governors are in favor of offering gaming—through whatever form—
within their own statcs, decisions at the federal level that affect state regulatory authority should
not be made unilaterally without state input. A strong, cooperative relationship between the
states and federal government is vital to best serve the interests of all citizens.

) y 0

Governor Robert Bentley Governor Earl Rdy/Tomblin
Chair, Economic Development'and Commerce  Vice Chair, Economic Development and
Committee Commerce Committee

Sincerely,

Thil of the Sanes & 3481,

L D.C20001- 1312
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Aol 28, 2014

The Honorable Bob Ceodlatte The Honorable Patrick Leahy

Chairrran, Comittee on the Judiciary Chairran, Committee on the Judiclary

United States House of Representatives United States Senate

2138 Rayburmn House Cfice Building 224 Dirksen Senalte Cffice Building
Whshington, D.C, 20515 Wbshington, D.C. 20510

The Honerable John Conyers, Jr. The Honorable Chuclk Grassley

Ranking Merrber, Corwittes onthe Judidary  Ranking Merrber, Corrrittee onthe Judiclary
United States House of Representatives United States Senate

B-351 Raybum House Office Building 224 Dirksen Senate Office Building
Whashington, D.C. 20515 Washington, D.C. 20510

Dear Chainren Coodlatte and Leahy, and Ranking Merrbers Conyers and Crasslay,

We, the undersigned individuals and organizations, are writing to express cur deep concems about
the Restoration of America’s Wre Act (H.R. 43071), which would institute a de facto ban on intemet
garring in all 50 states. The legistation is a broad overreach by the federal government over
rratters traditionally reserved for the states. H.R. 4301 will reverse current law in meny states and
drastically increase the federal govemiment's regulatory power. As we have seen in the past, a ban
will not stop online garvbling. Prohibiting states from legalizing and regulating the practice only
ensures that it will be pushed back into the shadows where crime can flowrish with little oversight.
In this black market, where virtually all sites are operated from abroad, consumers have little to no
protection frompredatory behavior,

Perhaps even more conceming is the fact that this bill allows the federal governnent o take a
heavy hand in regulating the Intemet, cpening the deor for increased Intermet regulation inthe
future, By banning a select formof Intemet commerce, the federal govemiment is setting a troubling
precedent and providing fodder to those who would like to see increased Infernet regulation in the
future, We fear that H.R. 4301 will begin a dangerous precess of internet censorship that will
simultanecusly be circunvented by calculated international infringers while constraining the actions
of private individuals and comrpanies in the United States.

HR. 4301 also creates carve-outs that exenpt certain special interests from the federal
government's reach. This amounts to the federal govemnirent picking winners and losers —
choosing select industries or private-sector businesses fo succeed at the expense of others, which
is at odds with free-mmarket conrpetition,

Intotal, HR 4301 is an inappropriate and unnecessary use of federal powers that infringes on the
rights of individuals and states. Ve applaud you for standing against this government overreach
and presenving the principles of federalismand free-market competition that underscore Arrerican
derrocracy.

Sincerely,
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Joe Jansen Steve Pociask
Alliance for Freedom President
Amrerican Consurrver Institute
x * *
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NMichelle Minton Coley Jackson
Fellow Presicent
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May 13,2014

Cyber-safety Charity WiredSafety Supports Online Gaming Regulation But
Opposes Unrealistic Attempts to Ban All Online Gaming

The world's largest online safety and help group and charity, WiredSafety, founded
and run by cyber-safety expert and child advocate Dr, Parry Aftab, is devoted to
protecting consumers, seniors, families, parents and children online.

After more than a two decades of analyzing Internet gaming, WiredSafety has reached
the conclusion that the best way to protect families and consumers from potential
fraud, identity theft, money laundering, underage gdmb ing, privacy intrusions and
other online erime is through legalization and regulation, not prohibition,

Attempting to prohibit online gaming and pretending it does not exist in our
interconnected world is naive. Unforrumte’xy, this approach can be very risky for US
seniors, consumers, families and children. Americans currently spend approximately
$6 billion per year on offshore and US unregulated Internet gaming and the consumer
demand is continuing to grow and expand.

The unintended but inevitable result of any attempt by Congress to ban all Internet
gaming would feed the coffers of black market sites out of the reach of U.S. courts and
regulators, exposing Americans to significant risks without legal recourse. Prohibition
did not work in the past, and it will not work today. But, careful regulatory schemes
will.

The only way to effectively police and prevent fraud, cyber scams, and gaming abuses
is to regulate trustworthy companies to develop licensed online gaming avenues that
manage the risks and are subject to US regulatory oversight.

Such regulations should include: auditing of the fairness of the games and player
practices, enhanced security tools and technologies for age verification, consumer
education, parental control technologies, effective dispute resolution systems and
recourse against fraud, and problem gaming technologies and help resources.

Unless we take this approach the U.S. will continue to find itself in the unfortunate
position of incurring all the social costs of online gaming while having abdicated
control over the gaming sites accessed by its consumers to the Internet wild westand,
in some cases foreign regulatory jurisdictions.

While all gambling is, by its nature 'M\y, and something WiredSafety does not
endorse either online or offline, unregulated gaming is substantially worse. We need

well-theught-out help from government.

Al

vorglis @ 501{c}(3) charity and s the world’s oldest and Inrgest ondine
i, m\d ‘L” he !;Mrmn;;’mkm WiredSatety works in four major areas: help for online
ng law enforcement worldwide on preventing and

on an all aspects of online safety, privacy
e§ since 1996,

WiredSafi

safety, educa
vic ums of eybercrime and harassment; assh
ting cybererimes; education; and providing inform:
mM sec m: s 1t has weighed in on online gambling/gaming issu
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11 1961, then-Attorney General Robert B Kennedy
proposed a package of bills, including the 1961 Wire
Act, in an attempt to get at the heart of mafia crgani-
zations: their money.

Soon after its passage, the Wire Act was supersed-
ed by other more effective tools to target organized

crime, such as the Racketeer Influenced and Corrupt
Organizations Act (RICO) in 1970. lt wasn't until the
late 1990s that the Wire Act sprang back into promi-
nence as a tool to prosecute online gambling offenges.
However, from the beginning of the Wire Act’s use

in the online gambling arena there has been debate
about the Act's scope, including if it can be applied
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to [nternet gambling, and most importantly for this
paper, whether or not its prohibitions extend beyond
sports gambling, The debate on these issues reached a
high-pointin 2011, when the Office of Legal Counsel
in the Department of Justice announced its opinion
that Wire Act does not, in fact, apply beyond sports
betting. Viewing this DOJ opinion as a “unilateral
reinterpretation” of the Wire Act, some members

of Congress have proposed legislation that would
rewrite the 1961 Wire Act, editing the language of
the law to turn it into a prohibition against all forms
of online wagering, whether sports-related or not.
However, the Wire Act was originally intended and
long understood as a narrow and targeted weapon to
assist the states in preventing organized crime from
taking bets on sports—not as a broad federal prohibi-
tion that would prevent states from legalizing online
gambling within their borders.

Reinterpreting the Wire Act

In 2009, New York’s lottery division and the
Illinois governor’s office wrote to the Department
of Justice Criminal Division seeking an opinion on
the legality of online lottery sales. In particular, they
wished to know if using out-af-state payment pro-
cessors for such online purchases would violate the
Wire Act. While the Criminal Division asserted that
such intrastate online lotteries would run afoul of the
Wire Act, they acknowledged that such an interpreta-
tion of the 1961 law created a conflict between it and
another federal gambling law: the Unlawful Internet
Gambling Enforcement Act of 2006 (UIGEA). While
UIGEA prohibits payment processors from processing
transactions related to unlawful Internet gambling,
it specifically excludes intrastate online gambling
from its proscriptions. Additionally, UIGEA does not
consider the “intermediate routing” of electronic
data, which might temporarily cross state lines, when
determining the location of transactions or whether
they are interstate or intrastate, For example, if an
online purchase of a lottery ticket is initiated and
finalized within a state where such gambling is legal,
it is not in violation of UIGEA. Thus, to interpret the
Wire Act as prohibiting all online gambling, even if
the betting begins and ends in one state, puts the Act
at odds with this exception in UIGEA. In light of this
apparent conflict, the Criminal Division requested
an opinion from a higher office within the DOJ, the
Office of Legal Counsel (OLC).

After a thorough consideration, OLC issued a
memo in 2011 declaring, that because the online
lotteries proposed by Illinois and New York did not
involve sports, they fell outside the scope of the Wire
Act. The opinion was hailed as a “game changer,” be-
cause, while OLC only considered the lottery schemes
of New York and Illinois, it dispelled any ambiguity
about the Wire Act’s gambling prohibitions, clearing
the way for other states to legalize and regulate other
forms of non-sports intrastate gambling.

In the wake of OLC’s 2011 memo, three states,
New Jersey, Nevada, and Delaware, legalized and
regulated online gambling in their borders and at
least ten other states are considering doing the same.
To stop the progression of legalized online gambling,
Sen. Lindsey Graham (R-SC) and Rep. Jason Chaffetz
(R-UT) introduced the Restoration of America's Wire
Act (RAWA, H.R. 4301) which would create a de facto
federal prohibition on Internet gambling and thwart
states’ attemnpts to legalize and regulate the activity.
By amending the language of the Wire Act (deleting
the Act’s references to “sports gambling” and insert-
ing “Internet”) RAWA would create, for the first time,
a federal prohibition on all forms of Internet gam-
bling~~even if the transactions occur entirely within
a state that permits the activity.

Supporters of RAWA argue that their goal is
simply to stop President Obama’s DOJ from unilat-
erally reinterpreting laws and that they want only to
“restore the Wire Act to its interpretation pre-Decem-
ber 23rd of 2011,” as Rep. Chaffetz said. And as Sen.
Mike Lee (R-UT), a co-sponsor of the bill, contended,
“[wle're not trying to make other alterations ... {tlhe
Wire Act itself does, in fact, prohibit the very things
we're prohibiting with this legislation and so what
we're doing literally is restoring the status quo.” Yet
the DOJ’s 2011 opinion is closer to the original in-
tent of the law and the interpretation that held until
2002

Camelot versus the Mob

For Robert Kennedy, the only way to tackle the
Leviathan of the mafia was to cut off its profit stream.
Kennedy believed that the most profitable activity
for the mob was their gambling racket.? Just over two
months after being sworn in as Attorney General,
Kennedy announced a package of bills to fight orga-
nized crime. As The New York Times reported, the pro-
posals targeted “the bankrollers and kingpins of the
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rackets,” who “live luxurious, apparently respectable,
lives in one state but return periodically to another
state to collect from the rackets they run by remote
control” Among the proposals were five measures put
forward by the preceding Attorney General, William
P. Rogers, including “revised versions of proposals

by Mr. Rogers to ban use of interstate telephone or
telegraph wires for betting”—what would ultimately
become the Wire Act®

A primary argument that the prohibitions in the
Wire Act were niot meant to be limited to sports
gambling is based on the wording of the law. The Wire
Act’s penalties section reads as follows:

Whoever being engaged in the business of betting

or wagering knowingly uses a wire communication

facility for the transmission in interstate or for-

cign commerce of bets or wagers or information

assisting in the placing of bets or wagers on any

sporting event or contest, or for the transmission

of a wire communication which entitles the recipi-

ent to receive money or credit as a vesult of bets or

wagers, or for information assisting in the placing

of bets or wagers, shall be fined under this title or

imprisoned not more than two years, or both
While the Act’s first reference to “bets or wagers” is
followed by “sporting event or contest,” the two subse-
quent prchibitions on “bets or wagers” make no refer-
ence to “sports.”® Therefore, as discussed later, some,
such as a District Court in Utah,’ contend that only the
first proscription against using wire communications
to transmit “information assisting in the placing of
bets or wagers” is limited to sports betting, whereas
the other clauses of the section apply to all bets or wa-
gers.” However, as the Department of Justice's Office
of Legal Counsel notes in its 2011 memo, to interpret
the prohibition on “the transmission in interstate or
foreign commerce of bets or wagers” as applying to
all gambling is illogical when read in context with the
Act’s other sections. Much of the confusion stems from
the Wire Act’s lack of a definition of what constitutes
a “sporting event or contest” or “bets and wagers.”
However, one can identify the intention of the phrases
by examining the language of the other bills consid-
ered alongside the Wire Act. Many of these specifically
mention other gambling activities besides sports bet-
ting. In this context, the Wire Act was likely intended
to target sports-related wagering, while its companion
bills dealt with other forms of gambling,

For example, the Interstate Transportation of Wa-
gering Paraphernalia Act, part of the same package

of bills backed by Kennedy, expressly lists wagering
activities as bookmaking, wagering pools with respect
to a sporting event, numbers games, policy games,
bolita, or “similar games.” The Wire Act, on the other
hand, references only bets and wagers on sporting
events oy contests.

As the Department of Justice Office of Legal

Counsel noted in its 2011 memo:

Congress thus expressly distinguished these

lottery games from “bookmaking” or “wagering

pools with respect to a sporting event,” and made

explicit that the Interstate Transportation of

Wagering Paraphernalia Act applied to all three

forms of gambling. 18 U.8.C. § 1953(a). Congress’s

decision to expressly regulate lottery-style games

in addition to sports-related gambling in that

statute, but not in the contemporaneous Wire Act,

further suggests that Congress did not intend to

reach non-sports wagering in the Wire Act.?
Wary of the pitfalls that derailed earlier versions of
the Wire Act, Kennedy carefully drafted the bill to be
limited. Because, as Kennedy stated, “[pjress informa-
tion is not vital to the gamblers, but it is important
to the American public,”*® his Wire Act contained an
explicit exemption for “the legitimate news reporting
of sporting events.” [Emphasis added]* It makes little
sense to assume that Kennedy intended to prohibit
all forms of gambling, but only write in an exemption
for news reporting on sports.

This exception contained in subsection (b) of the
law (section 1084) reads:
Nothing in this section shall be construed to
prevent the transmission in interstate or foreign
commetce of information for use in news report-
ing of sporting events or contests, or for the trans-
mission of information assisting in the placing of
bets or wagers on a sporting event or contest from
a State or foreign country where betting on that
sporting event or contest is legal into a State or
“foreign country in which such betting is legal.
This exemption bolsters the case for the narrow inter-
pretation of the Wire Act, For, to interpret the law as
broadly prohibiting wire transmissions related to all
gambling, it follows that the only legal transmission of
gambling-related information under the Wire Act are
those which are related to sporting events or contests
if such betting is legal in both states or territories, As
attorney Mark Hichar wrote in his 2009 analysis of
federal online gambling legislation:
[1]t strains credulity that the prohibitionsin §
1084(a) would ban transmissions assisting in wa-
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gering of any and all types, while § 1084(b) would

exempt from those prohibitions wagering-re-

lated transmissions between two states where

the underlying wagering is legal, only when the

underlying wagering related to sporting events or

contests M
Textual analysis is not the only evidence supporting a
narrow reading of the Wire Act. Discussions between
Robert F. Kennedy, his assistants, and members of
Congress in committee hearings on the Wire Act
make it clear that the proposal was understood from
the beginning, by both those who wrote and those
who enacted it, as a prohibition only on sports-gam-
bling transmissions.

Congrassional Understanding of the Wire Act

In his statement before the subcommittee of the
House Committee on the Judiciary on May 17, 1961,
Kennedy described the purpose of the Wire Act (H.R.
7039) as to “to assist the various States in enforcement
of their laws pertaining to gambling and bookmaking,
[t would prohibit the use of wire communication facili-
ties for the transmission of certain gambling informatian
in interstate and foreign commerce.” {Emphasis added]
A reading of his testimony could lead one to conclude
that the bill was indeed aimed at certain kinds of gam-
bling and not all forms of gambling."*

While Kennedy’s testimony on his other bills
before Congress described numerous types of specific
wagering activities, including lotteries, sports gam-
bling, and numbers games, his testimony in support
of the Wire Act focused explicitly and exclusively on
wagering related to “horse racing” and “such amateur
and professional sports events as baseball, basket-
ball, football and boxing”—with no mention of other
forms of betting.'* Additionally, in his summary of
the bill's purpose, Kennedy uses the word “gambling”
unmodified by sports or sporting, suggesting that he
used the phrases interchangeably, but always with
the intent of applying the bill's prohibition to sports
gambling alone.

Kennedy was not alone in his understanding of the
bill as narrowly focused, as one can see, by examining
the language used by members of Congress regarding
the bill. For instance, the House Judiciary Committee’s
report accompanying the Wire Act was titled, “Sporting
Events—Transmission of Bets, Wagers, and Related
Information.” On the other hand, the House version of
the Wire Act was described as amending “Chapter 50 of

title 18, United States Code, with respect to the trans-
mission of bets, wagers, and related information.”

The Senate hearings on the Wire Act also illustrate
that the Attorney General’s office indicated to Con-
gress that the Wire Act was intended to apply only
to sports gambling. One exchange between Senator
Kefauver and Assistant Attorney General Herbert
J. Miller during the Senate hearing on Kennedy's
anti~crime package is particularly enlightening, Miller
admitted that the bill was “limited to sporting events
or contests.”

These interactions show that lawmakers and the
Department of Justice both understood this version
of the Wire Act to be similar to its predecessor from
the 1950s, which addressed “two main activities—
organized commercial gambling on horse racing and
organized commercial gambling on other sporting
events, such as baseball, basketball and football.”?*

Furthermore, as Kennedy was careful to point
out, the Wire Act was not intended as a broad federal
gambling prohibition—whether conducted by states
or by individuals—but instead as a way to enforce
existing state laws to target “organized crime in this
country without invading the privacy of the home or
outraging the sensibilities of our people in matters of
personal inclinations and morals,"™" Kennedy express-
ly noted that they were not “undertaking the almost
impossible task of dealing with all the many forms
of casual or social wagering which so often may be
effected over communication facilities.”

Wire Act Expansion Attempts

Even more than the statements of the Wire Act’s
author, the most convincing evidence that the Act
was understood by Congress as narrow in its scope—
and perhaps even inapplicable to Internet activities—
comes from the attempts beginning only a year after
the law’s enactment to broaden its scope to encom-
pass new technologies not covered by the original
Wire Act.

In March 1962, the Senate Permanent Subcom-~
mittee on Investigations for the Committee on
Government Operations, also known as the McClel-
lan Committee, again held hearings on organized
crime, this time in response to Attorney General's
Robert Kennedy’s anti-crime proposals. Again, the
hearing focused exclusively on sports gambling. The
Committee also discussed the Act’s applicability to
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emerging technologies of the time, such as wide avea
telephone service (WATS), which "provides unlimited
long distance telephone calls within certain areas at
a fixed rate. But no records are made of the calls.” The
Cornmittee noted that the mob’s bookmaking activi-
ties could migrate to these new services and that the
Wire Act (now Public Law 87-216) would not apply to
these new technologies:

The term “wire service” in its usual sense refers to

legitimate agencies such as Associated Press and

United Press International which gather news and

disseminate it to daily newspapers and radio and

television stations via teletype machines, In the

context of the subcommittee’s investigation the

term took on an entirely different meaning. To

gamblers and bookmakers “wire service” means

a horserace wire service and refers to a confed-

eration of operators who supply and service the

Nation's boolamakers, usually on a telephonic net-

work, with fast race results and other information

on horseraces around the country as an accessory

to bookmaking operations.'®

Thus, while the Wire Act prohibited those “engaged in
the business of betting or wagering” from using wire
communications, “[t]here is a distinct possibility that
many of the wire services which were the subject of
the subcommittee’s investigations do not fall within
the provisions of this statute since they are not in fact
‘engaged in the business of betting or wagering”"®
While the Committee recognized the narrow scope
of the Wire Act and recommended broadening it
to account for advances in technology, Congress
declined to take up the issue. However, when the
Act reemerged as a tool for prosecutors of online
gambling offense, few questioned whether its
scope included gambling on the very new technol-
ogy of the Internet.”®
On the other hand, with the advent of Internet tech-
nology and online gambling, members of Congress
did appear to recognize that the Wire Act could reach
only online sports betting as many sought to amend
the Act to broaden its scope to casino-style games.
+ In 1995 Sen. Jon Kyl (R-Ariz.) introduced
the Crime Prevention Act, which included an
amendment to the Wire Act that would broad-
en both the activities and technologies covered
by the law. It excised the phrase “on any sport-
ing event or contest,” and added the phrase
“wire or electronic communication” expanding
the Act’s reach to the Internet.™

«  In 1996 Rep. Tim Johnson (D-5.D.) attempt-

ed to amend the Wire Act with his Computer
Gambling Prevention Act, which also struck
the words “on any sporting event or contest”
and added “electronic communication.*

+ In1997 Sen. Kyl introduced the Internet Gam-
bling Prohibition Act, which added a definition
of “bets and wagers” that included contests,
sports, and games of chance. He stated the bill
was necessary because it “dispels any ambigui-
ty by making it clear that all betting, including
sports betting, is illegal. Currently, non-sports
betting is interpreted as legal under the Wire
Act”®

+ In 1999 Sen. Kyl reintroduced his Internet
Gambling Prohibition Act.®

+  Andin 2002, Rep. Bob Goodlatte (R-Va.) intro-
duced the Combating llegal Gambling Re-
form and Modernization Act, which, like Sen.
Johnson's bill, added a definition of “hets and
wagers” to the Wire Act that broadened it to all
forms of gambling activities, including games
of chance.™

Due to conflicting interests within the brick-and-mor-
tar casino industry as well as vocal opposition from
Internet service providers (on whom the burden of
blocking online gambling would fall) these Wire Act
amendments did not pass and the Wire Act remained
unchanged.® Still, tellingly, no prominent opponents
of these bills contended that their amendments were
unnecessary because the Wire Act already prohibited
all online gambling—further underscoring the no-
tion that members of Congress interpreted the Act as
narrow in scope.

Department of Justice
Reinterpretation of the Wire Act

While RAWA supporters claim that Obama’s DOJ
unilaterally reinterpreted the Wire Act, the actual
reinterpretation was made by the Department of Jus-
tice during the Clinton and Bush administrations,

Beginning in the 1990s,” some government at-
torneys began using the Wire Act to prosecute online
gambling, including some that were not exclusively
sports-related.”® However, while some prosecutors
used the Wire Act against non-sports gambling
offenses, in all cases resulting in a conviction, sports
betting was the only contested activity.”
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The Clinton Administration took the position that
the Wire Act prohibited certain gambling activities
online. For example, in a statement of Administra-
tion Policy, the Clinton Administration noted that
it opposed the Internet Gambling Prohibition Act of
2000 (FLR. 3125) because it was “designed to protect
certain forms of Internet gambling that currently
are illegal,” and in particular “pari-mutuel wagering
on activities such as horse races, dog races, and jai
alat.” Despite claims that the DOJ under Clinton took
the position that all online gambling was prohibited,
there is no evidence the administration considered
the Wire Act applicable to non-sports gambling or
that it considered intrastate online gambling illegal.
It wasn't until 2002, during the administration of
George W. Bush, that DOJ officially took the position
that the Wire Act was applicable to all online gam-
bling—a position that was at odds with Congressio-
nal action as well as the understanding of other DOJ
officials at the time.*

As discussed, the Wire Act was understood from
its enactment to be a narrowly focused law that
prohibited only sports gambling via telephone and
telegraph. As Internet gambling grew in popularity
among Americans, members of Congress scram-
bled to pass legislation prohibiting or regulating the
activity. During a 1998 hearing on Rep. Goodlatte’s
Internet Gambling Prohibition Act, Assistant Attor-
ney General for the DOJ’s Criminal Division Kevin
DiGregory testified that while existing federal legis-
lation could be used to prohibit most forms of online
gambling, it would require amendment to apply
beyond sports betting:

The advent of Internet gambling may have di-
minished the overall effectiveness of the Wire
Comraunications Act, in part, because that statute
may relate only to sports betting and not to the
type of real-time interactive gambling (e.g., poker)
that the Internet now makes possible for the first
time *
While some State Attorneys General began utilizing
the Wire Act during the 1990s to prosecute online
gambling offenses®, the professional association, the
National Association of Attorneys General (NAAG),
questioned the Act’s applicability to non-sports
gambling. A 1997 report from NAAG's Internet Task
Force recommended supporting “passage of the Inter-
net Gambling Prohibition Act of 1997,” and resolved
to support the amendments to 1084 and to "encour-

age the Department of Justice and the Federal Trade
Commission to join with the Association” to “devel-
op joint enforcement strategies to stop the spread

of illegal internet gambling.” This indicates that the
association might have believed that the Wire Act, as
written, could not be used to prosecute online gam-
bling offenses related to non-sports gambling—and
that the DOJ might have held a similar opinion at the
time.®

In 2000 testimony before the House Committee
on Banking and Financial Services, DiGregory urged
Congress to enact “the Department of Justice’s pro-
posed legislative amendments to 18 US.C. § 1084,
which would extend the prohibitions of the existing
Section 1084 to cover all forms of Internet gambling
in a more technologically-neutral manner"

Yet two years later, the Department of Justice,
during the George W. Bush administration, officially
took the position that the Wire Act’s prohibitions
extended beyond sports gambling. The decision came
as the result of a request from the Nevada Gaming
Control Board and Nevada Gaming Commission
which asked the DOJ for its opinion on the applica-
bility of the Wire Act to the state’s recently enacted
law legalizing intrastate online gambling, because,
“the Department of Justice under the Bush Admin-
istration has yet to announce its policy on Internet
gaming,”*

On August 23, 2002 Michael Chertoff, then-acting
Assistant Attorney General in the DOJ’s Criminal
Division, responded to Nevada Gaming Control Board
Chairman Dennis K. Neilander, stating: “[TThe De-
partment of Justice believes that federal law prohib-
its gambling over the Internet, including casino-style
gambling.”*® However, Chertoff provided no rationale
for this conclusion, other than citing the Wire Act
itself. Chertoff’s statement was in direct conflict with
legal scholars, court rulings, and other DOJ staff who
continued to question the Wire Act’s applicability to
non-sports gambling. Prior to this declaration, the
Department of Justice had only used the Wire Act
to prosecute strictly sports-related online gambling,
reflecting the judicial precedent at the time.”

Court Determinations on the
Applicability of the Wire Act

In a 2002 case, In re MasterCard Intern. Inc., the
Fifth Circuit affhirmed the Eastern District of Louisi-
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ana's holding that the Wire Act applied only to online
wagers relating to sporting events or contests™ The
Fifth Circuit conduded that hoth the plain language
and legislative history of the Wire Act made its applica-
tion only to sports betting abundantly clear, agreeing
with the lower court’s conclusion that “[elven a sum-
mary glance at the recent legislative history of Internet
garnbling legislation reinforces the Court’s determina-
tion that Internet gambling on a gane of chance is not
prohibited conduct under 18 U.S.C. § 1084

The District Court of Utah departed from the
Fifth Circuit’s interpretation of the Wire Act, in U.S.
v, Lombardo, concluding that two out of three of the
Wire Act’s prohibitions apply to afl gambling and not
just sports betting. *® Specifically, the Lombarde court
concluded that while the Wire Act clearly prohibits
wire communications related to the transmission
of actual bets only for sporting events, because the
word “sporting event” does nat appear in the next
two clauses, prohibiting wire communications related
to receiving money or credit for bets and receiving
information about bets, those two prohibitions in
the Wire Act apply to all gambling and aren’t Imited
to sports betting.” The Lombardo court reasoned that
reaching the Fifth Circuit’s condusion would re-
quire them to assume Congress meant to include the
“sporting” language in the two other parts of the Act
but inadvertently forgot to do s0.* To date, it is the
only published opinion to explicitly assert that the
Wire Act’s prohibitions extend beyond sports gam-
bling.* Similarly, a Magistrate Judge for the Eastern
District Court of Missouri, in U.S. v. Kaplan, came
to the conclusion that the Wire Act was not limited
to sports gambling when recommending that the
charges against Gary Kaplan, the founder of Beton-
Sports.com, not be dismissed.* Kaplan ultimately
pled guilty to violating the Wire Act, but only the
counts related to sports gambling conduct.™

As Mark Hichar noted*—and the OLC in its 2011
memo concurred—interpreting the Wire Act to apply
to non-sports gambling creates a conflict between the
Wire Act and the intrastate exception in the Un-
lawful Internet Gambling Enforcement Act of 2006
(UIGEA). This potential conflict prompted the New
York State Division of the Lottery and the Governor of
linois in 2009 to request the DOJ clarify its position
on the Wire Act and its interplay with UIGEA.Y

UIGEA prohibits payment processors, such as
credit card companies, from depositing funds related

to “unlawful Internet gambling,” but it contains an
exemption from the prohibition for intrastate transac-
tions if certain conditions are met.** Additionally, the
exception stipulates that the gambling activity must
not violate certain other federal gambling laws: the
Interstate Horseracing Act of 1978, Professional and
Amateur Sports Protection Act, Gambling Devices
Transportation Act, or Indian Gaming Regulatory
Act. Hypothetically, a state-licensed gambling plat-
form, such as intrastate online lottery ticket sales,
could be considered legal under the stipulations of
UIGEA due to this exception. However, the Wire Act
interpretation backed by the Lombards court and the
DOJ circa 2002 would make illegal all of these intra-
state gambling activities that the language of UIGEA
suggests are lawful. This casts doubt on the Depart-
ment of Justice’s broad interpretation of the Wire Act
beginning in 2002, a factor that helped convince the
OLC to change its opinion on the law in 2011,

DOJ'5 2011 Restoration of the Wire Act

Despite claims that “a single person in the bowels
of the Department of Justice™ decided to unilaterally
reinterpret the Wire Act in 2011, the 13-page memo-
randum from the Office of Legal Counsel (OLC) for the
Department of Justice shows that a thorough con-
sideration of legislative history and case law brought
the Criminal Division to the conclusion that “inter-
state transmissions of wire communications that do
not relate to a ‘sporting event or contest, 18 U.S.C. §
1084(a), fall outside of the reach of the Wire Act,” thus
restoring the law its original understanding.

In addition to a discussion of the history and case
law, the OLC addressed arguments that the language
of the Wire Act precludes a narrow reading of its
scope. For example, OLC considered:

the possibility that, in the Wire Act's reference

to “any sporting event or contest,” 18 U.S.C. §
1084{a), the word “sporting” modifies only “event”
and not “contest,” such that the provision would
bar the wire transmission of “wagers on any
sporting event or {any] contest.” This interpreta-
tion would give independent meaning to "event”
and “contest,” but it would also create redundancy
of its own. If Congress had intended to cover any
contest, it is unclear why it would have needed to
mention sporting events separately.®®

Additionally, OLC considered arguments that “sport-
ing event and contest” applies only to the first pro-
scription in the Act which it directly modifies. OLC
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10 1999 the Department of Justice submitted an amicus
brief in Cocur D'Alene Tribe v. AT&T, in which the tribe
sued the communications company for discontinuing
service due to the tribe’s telephone lottery. The DOJ said
it believed the Wire Act applied because section {(d) 1084
provides that, “no damages, penalty or forfeiture, civil or
criminal, shall be found against any common carrier” for
discontinuing service if they were instructed to do so by
authorities who suspected the service was heing used for
gambling in violation of state or federal laws. Because the
telephone lottery reached other states, the DOJ concluded
that it was in violation of the Indian Gaming Regulatory Act
and therefors the carrier, in compliance with section {d) of
the Wire Act, acted lawfully. Thus, under the Wire Act, the
lottery at issue was considered iflegal because it violated
state laws as well as IGRA, not due to violations of the Wire
Act,

313 £3d 257, 262-63 (5th Cir. 2002).

132 E Supp. 2d 468, 480 {E.D. La, 2001), aff'd, 313 £.3d
257 (5th Cir. 2002).

United States v. Lombardo, 639 FSupp.2d 1271, 1278-82
{D. Utah 2007),

Ihid.
Ibid at 1281,

1. Nelson Rose and Rebecca Bolin, “Game on For Inter-
net Gambling: With Pederal Approval, States Line Up to
Place Their Bets,” Connecticut Law Review, Vol. 45 No,
2, December 2012, http://connecticutlawreview.org/
files/2013/01/RoseBolin GameOnforinternetGambling,
45Conn.L.Rev_.653.pdf

United States v, Kaplan, (E.D. Mo. Mar. 20, 2008) (Na.
4:08CR337CES (MLM). The judge also quotes an Eighth Cir-
cuit court opinion: United States v. Bala, 489 F3d 334, 342
(8th Cir. 2007) in which the court did not decide whether ox
not the Wire Act applied to non-sports betting, but indi-
cated that it would rule that the Act applies to all gambling
were that the issue before the court.

United States v. Kaplan, No. 4:06CR337CEJ(MLM) (E.D.
Mo., May 7, 2007}

Hichar.
DOJ Merorandum 2011,

31 U.5. Code § 5362 - Definitions htep://www.law.cornell.
edu/uscode/text/31/5362.

N

5
pols

52

53.

9.

Casino Connection AC, Online Throw Down in DC, April
2, 2014, http://casihaconnectionac.com/issue/vol-11-no-4-
april-2014/artice/online-throw-down-in-d-¢ Last accessed:
August 19,2014

Memorandum Opinion for the Assistant Attorney General,
Criminal Division, U.S. Department of Justice, “Whether
proposals by Illinois and new York to use the internet and
out-of-state transaction processors to sell lottery tickets to
in-state adults violate the Wire Act” September 20, 2011
(zee footnote 11)

Thidatp 7.

OLC Memorandum, at 2 {quoting Memorandum for David
Barron, Acting Assistant Attorney General, Office of Legal
Counsel, DOJ, from Lanny A. Breuer, Assistant Altorney

General, Criminal Division, DOJ (July 12, 2010)

Ibid.
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Internet Gambiing Ban: A Winner For Sheldon Adelson, A Losing Bet For The Rest Of Us

November 16, 2014
By: Ron Paul

Most Americans, regardiess of ideology, oppose “crony capitalism” or “cronyism.” Cronyism is where politicians write
laws aimed at helping their favored business beneficiaries, Despite public opposition to cronyism, peliticians still seek to
use the legisiative process to help special inte

For example, Congress may socoh vote on legistation outlawing Internet gambling. 1tis an open secret, at least inside the
Beltway, that this legisiation is being considered as a favor to biflionaire casino owner, Sheldon Adelson, Mr. Adelson,
who is perhaps best known for using his enormous wealth to advance a pro-war foreign policy, is now using his political
influence to turn his online competitors into criminals.

Supporters of an Internet gambling han publicly deny they are motivated by a desire to curry favor with a wealthy
donor. tnstead, they give a number of high-minded reasons for wanting to ban this activity. Some claim that legalizing
online gambling will enrich criminals and even terrorists! But criminalizing online casinos will not eliminate the demand
for online casinos. Instead, passage of this legislation will ikely guarantee that the online gambling market is controlled
by criminals. Thus, it is those who support outlawing online gambling who may be aiding criminals and terrorists.

A federal online gambling ban would overturn faws in three states that allow online gambling. it would also end the
angoing debate over legalizing online gambling in many other states. Yet some have claimed that Congress must pass
this law in order to protect states rights! Their argument is that citizens of states that ban Internet gambling may easily
-asinos operating in states where online gambling is legalized.

fet around those laws by accessing onling

Fven if the argument had merit that allowing states to legalize online gambling undermines {aws in other states, it would
not justify federal legislation on the issue. Nowbere in the Constitution is the federal government given any authority to
regulate activities such as online gambling., Arguing that “states rights” justifies creating new federal crimes turns the
Tenth Amendment, which was intended to limit federal power, on its head.

Iany orters of an Intarnet gambling ban sincerely believe that gambling is an immoral and destructive activity that
should be outlawed. However, the proposed legislation is not at alt about the morality of gambling. It is about whether
Americans who do gamble should have the cholee to do so enline, or be forced to visit brick-and-mortar casinos.

Fven if there was some moral distinction between gambling online or in a physical casino, prohibiting behavior that does
fre oty 1 is no more appropriate for gambling apponents to use force to

not involve force or fraud has no place in

stop people from playing poker onling than it would be for rme to use force to stop peaple from reading pro-war, ne
writers,
Givin s over the internet to prevent online gambling will inevitably threaten all of our liberties.

ity to expand their surveillance of the internet activities of Americans
{the new powers granted by the PATRIOT Act to justify mass

s will use this new autho
ambling, just as they us

expand the surveillance state. Worst of all, it is all being done for the benefit of one powerful billionaire. Anyone who
thinks banning online gambling will not diminish our freedoms while enriching criminals Is making a losing be

&
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NATIONAL
FRATERNAL ORDER OF POLICE"

2 December 2014

The Honorable Harry M. Reid The Honorable John AL Boehner
Majority Leader Speaker of the House

United States Se

nate ULS. House of Representatives
Washington, D.C, 20510 3

shington, D.C. 20515

The Honorable Mitch M The Honorable Nancy P. Pelosi
Minority Leader Minority Leader

United States Senate U8, House of Representatives
Washington, D.C. 20510 Washington, D.C. 20515

tor Reid, Mr. Speaker, Senator MeConnell and Representative Pelosi,

i

¢ once again on behalf of the members of the Fraternal Order of Police to urge
Congress to heed the law enforcement community with respect to proposals to prohibit online

ss cannot ban its way out of this problem as this would simply drive online gaming further
ter underground and put more and more people at risk. Internet gaming forced into the
rbate current difficulties and create new dangers. Not only does the black
netude no consumer protections, it also operates entirely offshore

Ca
and fu
shadows would e
market for Internet gamin
with u
criminal ac
and help to finance ter
of dollars every year, cr

There is also ovidence that these gaming sites launder money for organized crime
t networks. We know that these o uning sites process bitlions
ing a breeding ground for transnational criminal organizations.

R

States like Dela , New Jer i Nevada have taken the lead in creating regulated sys
Residents that choose (o play have access to a well-regulated, well-monitored system and will not
be drawn into putfing their money or identitics at risk on offshore, unlicensed black market sites,
Congress should not to undermine these efforts, Since the enactment of the Unlaw{ul Internet
Gambling Enforcement Act, the FOP has cons ought the tools to enforce the laws
yverning Tnternet activity to combat money laundering and other eriminal activity. A blanket
an would make these efforts all but impossible. The FOP wants to protect our citizens
and the best way to do this is to drive black market online gaming into the light and scrutiny of a
e that is safe, fun and fair,

regulated

Thope that the Congre
enforcement community on this issue. A Federd g
hinder our efforts to combat unlawful activity on the Internet. [ hope that the FOP and the law

s will carclully consider the input provided by the FOP and the law
Wl prohibition is irresponsible and will severely

G OH A PROVD TRADITION ~
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enforcement community can work with Congress on this issue. If'T can be of any additional
assistance on this or any other issue, please do not hesitate to contact me or Exceutive Director
Jim Pasco in my Washington office.

Singgrole.

Chuck Canterbury
National President
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ongress of the fnited Slates
Washinglon, 2 20515

December 8, 2014

The Honorable John Boehner

Speaker of the House of Representatives
H-232, United States Capitol
Washington, DC 20515

Dear Mr. Speaker:

We write to voice our strong opposition to H.R, 4301, the "Restoration of America’s
Wire Act,” and urge you to refrain from supporting or scheduling a vote on this
legislation in any fashion. We particularly hope you will oppose any effort to move this
hill during the current “Lame Duck” session without any debate or open legislative
ProCess.

The clear intent of the legislation is to overturn the decisions of nearly s dozen states that
have legalized and regulated online gaming and lotteries. At least three states — New
Yersey, Delaware and Nevada — have legalized and regulated online gaming for residents
of their states, While other states are considering similar moves, Georgia, Kentucky,
llinois, Michigan, Minnesota, New Hampshire, New York, North Carolina, North
Dakota and Virginia have approved some version of online gaming, online poker or
online lottery products.

Throughout the history of the United States, the issue of gaming has been governed at the
state level allowing states like New Jersey to choose gaming while others like Utah and
Hawaii have not. The “Restoration of America’s Wire Act” will greatly expand the
federal role in determining the gaming decisions of the states. We believe this bill
dangerously undermines the federal-state relationship enshrined in the Tenth Amendment
and opens the door for further federal encroachment on state gaming laws in the future.

While we may each have different opinions about allowing gaming in our home states,
we are united in agreement that states should retain the power to make the decisions best

suited for their residents.

We hope you understand the dangers associated with the legislation and vrge your
opposition to moving it forward. Thank you for your consideration.

Sincerely,

P .
Frank LoBiondo Irank Pallone, J 5}"
Member of Congress Member of Congress

PRINTED QN RECYULED PAFER
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Member of Congress

7

r T, King
sruber of Congress

. Wl —

X7, AN 4 <7 . M

Y e 1 Ty p

A A DL ondltf AL cnn—
/ Vo Me@lintock Donald Norcross

// K
/;fMember of Congress Member of Congress
i/

LT ,
s Herssc

£ ) f P 74
‘ﬁz( / f/\;@(t;w;ﬂ{jﬁ ”ﬁ/ﬂ éj‘*’f ey
i C:f/ Thomas Massie

Bill Pascre
Member of Congress

Member of Congress
) EF o
£ /,% I ™
*““7%@ e e ¢ /
Renes Elim‘gﬁy

Joe Barton
Member of Congress Member of Congress

DN A

P

Jana Rohrat
Member of Congress



144

Congress of the Wuited States
Washington, DC 20515

Decomber 9, 2014

The Honorable Barbara Mikulski ”Hm Honorable Richard C. Shelby
Chairwoman Ranking Member

Senate Committee on Appropriations Senate Committee on Appropriations
5-128, The Capitol $-128, The Capitol

Washington, D.C. 20510 Washington, D.C. 20510

The Honorable Hareld Rogers The Honorable Nita M. Lowey
Chairman Ranking Member

House Committee on Appropriations House Committec on Appropriations
H-303, The Capttol 1016 Longworth House Office Building
Washington, D.C. 20515 Washington, D.C

Dear Chatrwoman Mikuolski, Ranking Member Shelby, Chairman Rogers, and Ranking Member
Lowey:

Ag vou er atton to fund the federal governmient over the next fiseal year, we urge you to
refrain from including any extraneous provisions that would harm or outlaw online gaming
businesses operating legally in the United States. Online gaming is a prosperous global industry
that has grown increasingly popular in countries throughout the x\nud Here in the WS, fowr
states have adopted laws to legalize and regulate some forms of Internet gambling, and similar

measures are currently pending before several state legisiatures.

Congress should not try to subvert the will of these states by passing a blanket online gaming
ban. Closing down state-legal online gaming services would only drive consumers to wager with
offshore operators - who can behave unscrupulously with virtually no oversight by any
government - and deprive our economy of bitlions of doHars in revenue. It would be particularly
objectionable o attempt o p uch a controversial measure by attaching it behind closed doors
to o mandatory government funding bill that will fikely come to the floor without opportunity for
amendment.

Tnstead, Congress should focus on creating a regulatory and licensing framework that eliminates
the contradictions in our present federnl gambling laws, Americans currently wager more than
$100 billion annually, but because of onerous and haphazard federal limitations on what types of
Internet gaming are legal, most of this wagering oceurs with foreign-based gaming services,
Congress should priovitize creating workable online gaming policies that protect mmumus and
support b honest /\mumm gaming businesses, [fwe use the waning days of the 11 ¥ Congress to
impose a blanket ban on the entire industry and drive more Americans to wager w nh offshore
ors, we wili be failing the constituents we were clected 1o serve by sending jobs overseas,

PRIEHTED D8 RECYC
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Thank you for youwr consideration in this matier. We look forward to working with you to reform
our nation’s

dline gambling laws i ways that will grow our cconomy, protect consumers, and
respect the role of Congress in promoting nnovation.

Sineerely. -~

Steve Cohen
Member of Congr

i
J:x;n:d Polis
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Ovricy or Tue SgxaTe PrESIDENT
State or lLLiNors
327 & Carrron
N SPRINGF Terivoss 62706
e PrEsinENT o b
217782728

Jouw |, Curnerron
Sk

December 15,2014

Dear Representative Rush:

As vou know, legislation entitled The Restoration of America’s Wire Act was [lled by
Representative Jason Chalfetz in the 113" Congress. T expect this proposed Act {o be filed in the
next Congress as well. For the reasons stated below, T strongly urge vou to oppose this
fegislation,

The Restoration of America’s Wire Act would prohibit the transnussion by wire communication
of (1) any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legistation would be harmtul to [inois for two reasons. First, it would
foreclose Internet gaming and much needed revenue that the State of Hlinois would derive from
lnternet gaming.  Second, it would call into question the legality of the sale of Hinois State
Lottery tickets over the Internet, which is permitted by a taw [ personally sponsored in 2012,

[ believe these decisions should not be precluded by Congressional action; rather, policy makers
in individual states should be able to fashion legistation authorizing and taxing Internet gaming if
the state so chooscs.

Thank you for your consideration of my views on this important {ssue,

Sincerely,

ava ;l bt

John 1. Cullerton
Senate President

G883

CULLERTON.DOCX v

a2:u 8 REPRESENTATIVES LETTER IN OPPOSITION TO HR4301 FROM

1201
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Orericr or Tae Senvare Presiveny
ST;\T}‘. OF II.L!NOIS

Jouxn J. Currerron

Sexare Prusioent

December 15, 2014

Dear Representative Kelly:

As you know, legislation entitled The Resioration. of America’s Wire Act wag filed by
Representative Jason Chaffetz in the 113" Congress, T expect this proposed Act to be filed in the
next Congress as well. For the reasons stated below, [ strongly urge vou to oppose this
legislation. :

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of {1 any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legislation would be harm{ul to Hlinois for two reasons. First, it would
foreclose Internet gaming and much needed revenue that the State of Hlineis would derive from
Internet gaming. Second, it would call into question the legality of the sale of llinois State
Lottery tickets over the Internet, which is permitted by a law I personally sponsored in 2012,

[ believe these decisions should not be precluded by Congressional action; rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internct gaming if
the state so chooses.
Thank you for vour consideration of my views on this important issue.

Sincerely,

John 1. Cullerton
Senate President

aosgsiezy § REPRESENTATIVES LETTER IN OPPOSITION TO HR4301 FROM
CULLERTON.DOCX 12052001
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Orrice or Tue Senare Presinent
STATE oF TLLinos

327 S APTTOL
SPRINGFIELD, TLLiNOs 62706
Presiopsr s e

217.782-2728

YA

Joun J. Currenrron

Jecember 15, 2014

Dear Representative Lipinksi:

As you know. legislation entitled The Restoration of America’s Wire Act was filed by
Representative Jason Chalfetz in the 113" Congress. Lexpect this proposed Act to be filed in the
next Congress as well.  For the reasons stated below, I strongly urge you to oppose this
legislation,

‘The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of (1) any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legistation would be harmful to llinois for two reasons. First, it would
foreclose Internet gaming and much needed revenue that the State of Hlinois would derive from
Internet gaming.  Second, it would call into question the legality of the sale of Hlinois State
Lottery tickets over the Internet, which is pevmitted by a law | personally sponsored in 2012,

I'believe these decisions should not be precluded by Congressional action; rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet paming if
the state so chooses.

Thank you for your consideration of my views on this important issue,
Sincerely,

Ot Q. Ctlecton.
¢

John J. Cullerton
Senate President

5 REPRESENTATIVES LETTER IN OPPOSITION TO HR4301 FROM
TON.DOC
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Ovrick or The Senare Presipeny

State oF lLiNors

?{)3.1;\' ? (\:Hl LERTON 327 Srave Carrrov
: N N SPRINGFIELD, IrLivors 62706
gnate PrestouN "’IT 7590708

December 15, 2014

Dear Representative Gutierrez:

As you know, legislation -entitled- The Restoration -of Amerier’s Wire Act was filed by
Represemtative Jason Chalfetz in the 1135 C ongress. | expect this proposed Act to be filed in the
next Congress as well, For the reasons stated below, 1 strongly urge you to oppose this
legislation.

The Restoration of America's Wire Act would pro hibit the transmission by wire communication
of (1) any bet or wager, inc udmgﬂ Internct gaming, or (2) information assisting in the placement
of any bet or wager. This legislation would be harmful to llinois for two reasons. First, it would

loreclose Internet mmmg and much needed revenue that the State of [Hinois would derive from
Internet gaming. cond, it would call into question the legality of the sale of Illinois State

Lottery tickets over thx, Internet, which is permitted by a law | personally sponsored in 2012,
I belicve these decisions should not be precluded by Congressional action; rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet gaming if
the state so chooses.
Thank you for your consideration of my views on this important issue.

Sincerely,

7& } /%

h)}m . Cullerton
Senate President

g

4 u S REPRESENTATIVES LETTER IN OPPOSITION TO HR4301 FROM
CULLERTON.DOCX 12715
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Orrice or Tue Senvare Prestoent
Sware or ILiixors

Jorn . CuLLerTON 327 Srare Carrvor
: . 10, [LLinors 62706

12-2728

Senare Presinent

December 15, 2014

Dear Representative Quigley:

As you- know, legislation. entitled The Restoration of - America’s Wire Act was filed by
Representative Jason Chafletz in the p13® Congress. [expeet this proposed Act to be filed in the
next Congress as well.  For the reasons stated below, [ strongly urge vou to oppose this
legislation,

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of {1) any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager, This legislation would be harmful to [Hinois for two reasons, First, it would
foreclose Internet gaming and much needed revenue that the State of Hlinois would derive from
Internet gaming.  Second, it would call into question the legality of the sale of Ilinois State
Lottery tickets over the Internet, which is permitted by a law [ personally sponsored in 2012,

I believe these decisions should not be precluded by Congressional action; rther, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet gaming if
the state so chooses.

ik vou for vour consideration of my vicws on this important issue,
h k kK i
Sincer

%9 bt

John I, Cullerton
Senate President

U S REPRESEN
RTON.DOCK 12

ATIVES LETTER IN OPPOSITION TO HR4301 FROM
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Orrice oF Tue SgnaTe PresipenT
StaTE oF ILLinois
Joun [. Currerron e Carrror.
" Serinemern, lnuiNois 8

SenaATE PRESIDENT o PN
21778 Va8

December 15, 2014

Dear Representative Roskam:

As you know, legislation cntitled The Restoration of America’s Wire: Act was filed by
Representative Jason Chaffetz in the | 13 Congress. 1 expect this proposed Act to be filed inthe
next Congress as well.  For the reasons stated below, | strongly urge you to oppose this
legislation.

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of {1} any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legislation would be harmiul to inois for two reasons. First, it would
foreclose Internet gaming and much needed revenue that the State of THinois would derive from
Internet-gaming. Sceond, it would call into question the legality of the sale of liinois State
Lottery tickets over the Internet, which is permitted by a faw I personally sponsored in 2012,

1 believe these decisions should not be precluded by Congressional action; rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet gaming if
the state so chooses.

Thank vou for your consideration of my views on this important issue.

Sincerely,

(/Lﬁ.,% bl

John 1 Callerton
Senate President

aogssanu S REPRESENTATIVES LETTER IN OPPOSITION TO HR4301 FROM

CULLERTON.DOCX 1
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Orrick or Tae SenaTe PresipexT
State or luuixos
327 Svare Carrron

SpRINGPIELD, ILtivots 62706
217-782-2728

Jonwn J. CuLLERTOR

Sexate PrESIDENT

December 15, 2014

Dear Representative Davis:

As vou know, legislaon emtitled The Restoration of America’s Wire Act- was filed by
- . oo . 1 - B - -

Representative Jason Chaffetz in the 113" Congress. T expect this proposed Act 1o be {iled in the
next Congress as well. For the reasons stated below, I sirongly urge you to oppose this

legistation.

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of (1) any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legislation would be harmful to Hlinois for two reasons. First, it would
{oreclose Internet gaming and much needed revenue that the State of Hlinois would derive from
Internet gaming. Second, it would call into question the legality of the sale of Hlinois State
Lottery tickets over the Internet, which is permitted by a law I personally sponsored in 2012,

1 believe these decisions should not be precluded by Congressional action; rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet gaming if
the state so chooses.
Thank you for vour consideration of my views on this important issue.

Sincerely,

7\

John J. Cullerton
Senate President

ES LETTER IN OPPOSITION TO HR4301 FROM

18 REPRESENTAT
RTON.DOCK 1205

FINSR3402
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TE PRESIDENT

December 13, 2014

Dear Representative Duckworth:

As vou know, legislation entitled The Restoration of America’s Wire Act was filed by
Representative Jason Chaffetz in the 113" Congress. I expeet this proposed Act to be filed in the
next Congress as well,  For the reasons stated below, T strongly urge you 1o oppose this
Jepislation.

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of (1) any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legisiation would be harmful to Illincis for two reasons. First, it would
{oreclose Internet gaming and much needed revenue that the State of Hiinois would derive from
Internet gaming.  Second, it would call into question the legality of the sale of Hlinois State
Lottery tickets over the Internet, which is permitted by a law I personally sponsored in 2012

I believe these decisions should not be precluded by Congressional action; rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet gaming if
the state so choose

Thank vou for your consideration of my views on this important issue,
Sincerely,
(4.9 C.

John J. Cullerton
Senate President

stosgsaot § REPRESENTATIVES LETTER IN OPPOSITION TO HR4301 FROM

CULLERTON.DOCX 1
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Orrice or Tue Senate PRESIDENT
STATP QF ILLINOIS
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Joun

Senave Presinent

December 15, 2014

Dear Representative Schakowsky:

As you know, legislation entitled The Restoration of America’s Wire Act was filed by
Representative Jason Chaffetz in the 113" Congress. 1 expeet this proposed Act to be filed in the
next Congress as well.  For the reasons stated below, 1 strongly urge you to oppose this
legislation,

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of (1) any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legislation would be harmful to [Hlinois for two reasons. First, it would
foreclose Internet garning and much needed revenue that the State of Iinois would derive from
Internet gaming. Second, it would call into question the legality of the sale of Hlinois State
Lottery tickets over the Internet, which is permitted by a law I personally sponsored in 2012,

I believe these decisions should net be precluded by Congressional action; rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet gaming if
the state so chooses.
Thank you for your consideration of my views on this important issue,

Sincerely,

?}. Cllects.

John J. Cullerton
Senate President

swgsainzu § REPRESENTATIVES LE
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Orrice of THE SENATE PRESIDENT
STATE OF {I.LXNGIS

re CaprroL

Joun J. CULLERTON 327 $

SENATE PrESIDENT
217-782-2728

December 13, 2014

Dear Representative Foster:

As you know, legislation entitled The Restoration of America’s Wire -Act was filed by
Representative Jason Chaffetz in the 13™ Congress. 1 expect this proposed Act to be filed in the
next Congress as well.  For the reasons stated below, [ strongly urge you {o oppose this
legislation.

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of (1) any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legislation would be harm{ul to Hiinots for two reasons. First, it would
foreclose Internet gaming and much needed revenue that the State of Hlineis would derive from
Internet gaming. Second, it would call into question the legality of the sale of Illinois State
Lottery tickets over the Internet, which is permitted by a law T personally sponsored in 2012.

1 believe these decisions should not be precluded by Congressional action: rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet gaming if
the state so chooses.

Thank you for vour consideration of my views on this important issue.

C/L&,;‘ Ol

John J. Culferton
Senate President

SerINGEIELD, TLiinots 62706
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Orrice oF THE SENATE PRrESIDENT
Starte o JLLixos

foun ]. CurrerroNn 327 Srave CAFITOL
- b Sermerieen, ILuvos 62706

Senare Presipany -
217-782.2728

December 15, 2014

Dear Representative Davis:

As you know, legislation . entitled Tlu Restoration of America’s Wire Act was filed by
Representative Jason Chaffetz in the 113" Congress. 1 expect this proposed Act to be filed in the
next Congress as well.  For the reasons stated below, T strongly urge you to oppose this
legistation.
The Restoration of America’s Wire Act would pwhxbu the transmission by wire communication
of {1} any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legislation would be harmful 1o Winois for two reasons. First, it would
J reclose Intornet gaming and much needed revenue that the State of Illinois would derive from
ermnet }camnm Second, it would call into question the legality of the sale of Hlinois State
{ otlery tickets over the Interaet, which is permitied by a law | personally sponsored in 2012

I'believe these decisions should not be preciuded by Congressional action; rather, policy makers
in individual states should be able to fashion legistation authorizing and taxing Internet gaming if
the state so chooses.
Phank you for your consideration of my views on this important issuc.

Sincerely,

g,myq Cllctsn

John 1 Cullerton
Senate President

pu S REPRESENTATIVES LETTER IN OPPOSITION TO HR4301 FROM
RTON.DOCX nasmon
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Orrice or THeE SeNaTE PRESIDENT
ST:\‘YE OF ILLIN()SS
i StaTE CariToL
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2317-782.2728

Jouw J. CurrerToN

Senare Presipeny

December 13, 2014

Dear Representative Hultgren:

As you know, legislation entitled -The Restoration of America’s Wire Act was [iled by
Representative Jason Chaffetz in the | 13" Congress. 1 expect this proposed Act to be {iled in the
next Congress as well.  For the reasons stated below, 1 strongly wrge you to oppose this
legislation.

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of (1) any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet ar wager. This legislation would be harmful to HHinois for two reasons, First, it would
foreclose Internct gaming and much needed revenue that the State of Iinois would derive from
Internet gaming.  Second, it would call into question the legality of the sale of Ulinols State
Lottery tickets over the Tnternet, which is permitted by a law 1 personally sponsored in 2012,

a

1 believe these decisions should not be precluded by Congre action: rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet gaming if
the state so chooses
Thank vou for your consideration of my views on this important issuc.

Sincerely,

Cod Q. Clltn
Vi

John J. Cullerton
Senate President

S REPRE TATIVES LETTER IN OPPOSITION TO HR4301 FROM
TON.DOCK s
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Ovrrrce or Tue Sevate Prestoent
SraTe or lLLinois

Toun | CuLLERTON 327 Srare Carrros
- N Serincrienn, Jurinos 82706

Sexare Presipent -
217-782-2728

December 13,2014

Dear Representative Shimkus:

As you know, legislation entitled  The Restoration: of America’s Wire “Act was filed by
Representative Jason Chaffetz inthe | 13" Congress. I expect this proposed Act to be filed in the
next Congress as well.  For the reasons stated below, 1 strongly urge you to oppose this
legislation.

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of (1) any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legistation would be harmful to Ilinois for two reasons. First, it would
foreclose Internet gaming and much needed revenue that the State of Hlinois would derive from
Internet gaming. Second, it would call into question the legality of the sale of Winols State
Lottery tickets over the Internet, which is permitted by a law I personally sponsored in 2012

1 believe these decisions should not be precluded by Congressional action; rather, policy makers
in individual states hould be able to fashion legislation authorizing and taxing Internet gaming if
the state so choose

Thank you for your consideration of my views on this important issue.
Sincerely,

'{/o%u ;1 Clletn

John I Cullerton
Senate President

apgssane § REPRESENTATIVES LETTER IN OPPOSITION TO HR4301 FROM
CULLE R ()\ >O(}\ 121502014
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December 15, 2014

Dear Representative Kizingen

As vou know, legislation entitled The Restoration of America’s Wire Act was filed by
Representative Jason Chatfetz in the 1 13" Congress. 1 expeet this proposed Act to be filed in the
next Congress as well.  For the reasons stated below, 1 strongly wge you o oppose this
legislation.

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of (1) any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager, This legislation would be harmful to Hlineis for two reasons. First, it would
foreclose Internet gaming and much needed revenue that the State of Hlinois would derive from
Internet gaming. Second, it would call into question the legality of the sale of Illinols State
Lottery tickets over the Internet, which is permitted by a law [ personally sponsored in 2012

[ believe these decisions should not be precluded by Congressional action; rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet gaming if
the state so chooses. .

fo %

Thank vou for your consideration of my views on this important issue,

Sincerely,

(%uvég. Ol

John I, Cullerton
Senate President

(S REPRESENTATIVES LETTER IN OPPOSITION TO HR4301 FROM
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Orrice or Tue Senate PrestoeNt
StaTE oF ILuinors

EOH\' { VLLERTON 327 Syatr CarrroL
SeriNGrIELD, luinos 62706

hr.mm PRESIDENT 917.782.0798
217-THE-ETI8

December 15, 2014

Dear Representative Bustos:

As you know, legislation entitled The Restoration of America’s Wire Act was filed by
. o . . [ . - .

Representative Jason Chaffetz in the 113" Congress. [ expect this proposed Act to be filed in the

next Congress as well.  For the reasons stated below, T ostrongly urge you to oppose this

legislation.

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of (1Y any bet or wager, including Internet gaming. or (2) information assisting in the placement
of any bet or wager. This legislation would be harmful to Hinois for two reasons. First, it would
foreclose Internet gaming and much needed revenue that the State of Illlinois would derive from
Internet gaming. Second, it would call into question the legality of the sale of IHlinois State
Lottery tickets over the Internet, which is permitted by a law I personally sponsored in 2012

1 believe these decisions should not be precluded by Congressional action; rather, policy m x&\ers
in individual states should be able to fashion legistation authorizing and taxing Internet gaming if
the state so chooses.

Thank you for vour consideration of my views on this important issue,
Sincerely

%9 bl

John 1. Cullerton
Senate President

giogssaey S REPRESENTATIVES LETTER IN OPPOSITION TO HR4301 FROM
CULLERTON.DOCX 12m32014
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Orrice oF Tae SenaTe PrESIDENT
Stare oF ILLiNors

Joun J. CuLLeERTON 327 Stare Canror
SeriNerieLD, ILLinms 62706

ATE PRESIDENT
' 217-7T82-2728

December 15, 2014

Dear Representative Schock:

As vou know, legislation entitled The Restoration of Amecrica’s Wire Act wag filed- by

. - - . wily o . - R
Representative Jason Chaffetz in the 113" Congress. 1 expect this proposed Act 10 be filed in the
next Congress as well.  For the reasons stated below, 1 strongly wge you to opposc this
legistation.

The Restoration of America’s Wire Act would prohibit the transmission by wire communication
of {1} any bet or wager, including Internet gaming, or (2) information assisting in the placement
of any bet or wager. This legistation would be harmful to Hlinois for two reasons. First, it would
foreclose Internct gaming and much needed revenue that the State of llinois would derive from
Internet gaming. Second, it would call into question the legality of the sale of lllinols State
Lottery tickets over the Internet, which is permitied by a faw [ personally sponsored in 2012,

T beligve these decisions should not be prectuded by Congressional action; rather, policy makers
in individual states should be able to fashion legislation authorizing and taxing Internet gaming if
the state so chooses.

Thank you for your consideration of my views on this important issue.

Sincerely,

Fohn L Cullerion
Senate President

NTATIVES LETTER IN OPPOSITION TO HR4301 FROM
1
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CULLERT




162

790

PR RS

Session of
2015

Congress of the Un
legislation whi
ing and con

114th

communication

in th

ganing; and

A Federal prohibition aga Internet gaming would

closing the

and negatively impact Pennsylvania by

future potential of Internet gaming to generate tax revenue, to

reate ic and employment opportunities, including high-

jobs, and to £

ster valuable busine

from autho ing and condy

ng new tax revenue for Pennsylvania; and

a the

ibition would precluc




163

1c

eLr

how gambling should e regulated or

Congr

communication of any bet or wager or of

any b

ing Internet gaming

21 RESOLVED, That the House of

"

1th of Pennsylvania implore the

gressional

the 10th Amendment of

26 the Co i n of the United

RESQLVED, That copile

28  each member of Congress from Pennsylvania.

ZUL50HROL40PNOTI0 -2 -



T

Examiner

¥ OWHRSHINGTON

Republicans take up casino donor's fight against Internet gambling

MARCH 3, 2015
BY TIMIOTHY P, CARNEY

Billionaire Republican mega-donor Sheldon Adelson sat in the House Chamber Tuesday Morning as Israeli Prime Minister
Benjamin Netanyahu addressed a joint session of Congress.

At that moment, though, Adelson was, on paper, a host of a viewing party two blocks away at the Capitol HIlt Club, a

GOP haunt. The viewing party doubled as the fundraising kickoff to the presiden
S.C.

-ampaign of Sen. Lindsey Graham, R-

While Graham and Adelson are certainly of one mind on all things Israel, this weel highlighted another issue (far less
grave than a potential war with fran) where Adelson is well served by Graham's policy preferences: banning Internet
gambling,

Graham's home state, heavily evangelical, is very opposed to gambling. This makes his opposition to Internet gambling

sensible, but it also makes his partnership with Adelson odd,

Adelson is the chairman and CEO of the Las Vegas Sands Corporation, a titan in the casino indusiyy. He's the 12th richest
man in America, worth $32 billion, according to Forbes. He's also a major Republican donor and fundraising, having
spent $100 million of his cwn money to help Republicans in the 2012 elections.

1 2012, Adelson’s favored Republican was former House Speaker Newt Gingrich. This time around, he's giving early help

to Graham, who has no chance of winning. Given Graham's foreign policy, it's no surprise Adelson would back him, but

why does a casino mogul want to limit onfine gambling?

Adelson says, "My moral standard compels me to speak out on this issue.” Adding, "l don't see any compelling reason
for the government to allow people to gambie on the Internet.” That's an interesting view of individual liberty coming

son to make it fege

rom a Republican: Fverything should be iltegal uniess there's a compelling

covernment intervention, look past

But here's a good rule to follow in Washington: Whenever someone is proposi

the "moral standards™ he's trumpeting, and follow the money.

Ontine gambling ¢ other major casinos, such

reates competition for casinos, and could take their customers aw

as Harrah's, have tried to adopt their own online gambling businesses, Sands has dug in.

And Adelson can't simply point to his personal moral views, |
ing. Sands' lobhyists Darryl Nirenberg of Patton Boggs wrote the first draft of the bifl, the

use the push to ban enline gambling is a corporate

thing, not merely a personal t
Hill reported Iast year. And lobbying disclosures show that the company’s hired lobbyists - including former Democratic

Sen. Blancha tincoln - are still lobbying for the buil,
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This money trail winds back to Graham. Adelson hosted at least one fundraiser for Graham's Senate re-election in 2014,
when Graham introduced the Restoration of America's Wire Act {(RAWA). The bill, which withered last Congress, would
take Internet gambling away from the states and ban it

This week Adelson served on the host committee of the Capitol Hill Club fundraiser for Graham's "Security Through
Strength” political committee.

"

The invitation explained that the committee existed to help Graham "'test the waters' for a potential 2016 run for
president, The committee will fund the infrastructure and operations allowing Graham to travel the country, listen to

Americans, and gauge support for a potential presidential candidacy.”

Graham will reintroduce RAWA soon, his office tells me, On the House side, Rep. Jason Chaffetz, a Utah Republican who

Si

s on the Judiciary Committee, already has introduced RAWA, Judiciary's Crime subcommittee is holding a hearing on it
Thursday morning.

ing, the Committee hadn't published the witness fist, but & source familiar with the hearing gave me

As of Tuesday ev

the lineup, and it’s hardly balanced.

One witness, University of Hlinois Professor John Kindt, argues that Jegalized online gambling will be a money-laundering

haven for terrorists and organized crime.

A second withess at Thursday's hearing, law professor and former federal prosecutor Michael Fagan, sounds the same

notes. "Comme

i

ial Internet gambling creates huge pools of capital, which effectively serve as wholly unregulated

n said, while testifying before Congress back in 2010, "inviting and facilitating money laundering and

banks,” Fag
terrorist financing.”

Les Bernal, a pic

s another witness. He's president of a nonprofit group called Stop

1inent anti-gambling activist

Predatory Gambling.

\ftab, is the most moderate, calling for "a strict regulatory system” of online gambling on the

A fourth witness, Parry

federal level .

That's it. Michelle Minton at the free-market Competitive Enterprise Institute (where { served a journalism fellowship 10

s me that her organization — along with allies such as Americans for Tax Reform and Students for Liberty

ttee mombers and staff to have a strong pro-liberty, pro-states’ rights voice testify at the hearing.

-— petiticnad co

They were rebuffed in that request, and even rebuffed in their effort to reserve another committee room in which to

hold & sort of counter-hearing.

Republicans supporting the legisiation will talk of morals and consumer protection, but as with any proposed regulation,

it's a good bet that industry money is behind the push for hig government,

Timothy P. Carney, The Washington Examiner's senior pofiticel columnist, can be contacted at

mday and Wednesdoy on w

tearney@west er.com. His column appears ishingtonexaminer.c
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RedState

POWERFUL CONSERVATIVE VOICES

Stacking the Deck in Fight Over Online Gambling Ban

March 4, 2015
By: Erik Telford

After the FCU's vadical decision to regulate the Internet as a public utifity through the misuse of 2 1934 law, the last thing
we nead right now is even more government control over the Internet. Yet, that is exactly what Rep. lason Chaffetz (R-

Utah) is attempting to do by proposing legistation that would federally prohibit online gambling.

New Jersey, Delaware, and Nevada have all recently legalized online gaming, and an increasing number of other states
are moving in the same direction. The legisiation being pushed by Chaffetz is a naked attempt to advance the crony
interests of GOP mega donor, and casino magnate, Sheldon Adelson. While this provokes questions about the motives of
Congressman Chaffetz, and the other Republican supporters of this bill, it also undermines the principles of federalism
and state

rights that they claim to believe in.

Perhaps most shockingly, proponents of the bill won't give opponents of the legislation a seat at the table, because

when it comes to this legisiation, the deck is stacked in the House's favor.

The House Ju <d< mr\/ Subcommittee on Crime, Terrorism, Homeland Security, and investigations on which Chaffetz sits

nlanned to ho hearing Thursday to discuss the pros and cons of banning online gambling outright {it was postponed
due to weather). Critics say Committee members boxed out conservative opposition from the hearing, in favor of

hosting an exercise in political theater designed to raise the bill's profite and push it forward, allowing only proponents

of the legistation to testify.

For example, experts from free market groups such as the Competitive Enterprise institute, a free-market think tank,

had hoped to testify on the negative aspects of an online gambling ban but were blocked from doing so. Free-market

opponents of Chaffetz’s bill also say they were denied access to a room at which they could brief House staff on
problems with the bill, fnstead, one free-market expert who opposes the legistation said she planned to submit written

testimony o the committee and hold & conference call for House staff.

ansin Cong;ress are willing to abandon our free-market

Unfortunately, too many Republi

tem, 'LHX’WU" 1o CJOH\/XS"H

instead, to ensure that Adelson’

interests are protected and that he maintains & competitive edge.

Right now of the three states that allow online gambling, two of them ~ New Jersey and Nevada - already have lucrative,
established gaming industries. ts It any wonder, then, that supporters like billionaire casino mogul Sheldon Adelson are
“wiliing to spend whatever it takes” to kill prospective online competition? In fact, he has already hired a team of

< PR gurus to convinge Congress to do just that,

san g

Just as with proh . the attempt to stamp out gambling through legislation is a fool’s errand. The black-market

gambling feared by preponents of an online ban already exists in shady operations run from overseas well outside of
state jurisdiction, with the profits from these enterprises ending up in the hands of unsavory and potentially dangerous

acipients.
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As a coalition of free-market groups has pointed out, it would be far better to allow states to open up the playing field to
online ventures, and thereby ensure greater consumer protection. They also note that sending the issue to the states
would keep the federal government from starting down the potentially slippery slope of heavy handed regulation of the
Internet, and opening Pandora’s Box in terms of increased government involvement in the future.

At the very same time that Congressman Chaffetz and Republicans are criticizing President Obama for advancing crony
interests by regulating the Internet at the FCC, they are doing the exact same thing in Congress,

Uniike a game of poker, when it comes to legislating gambling, there’s a way for everyone to walk away a winner.
Congressional Republicans need to stand up against cronyism, support free market policies, and protect federatism.

Erik Tefford is Acting President of the Franklin Center for Government & Public integrity. Follow him on Twitter:
@BlomeTelford
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1011 West Main Street
Louisville, KY 40202
PHONE: 502-560-1551
FAX: 502-560-1532
arch.gleason@kyloltery.com

ARTHUR L. GLEASON, JR.
Fresident & CEQ

March 12, 2015

Via email to Jennifer Kuskowskittmeconnell senqte gov
The Honorable Mitch McConnell

Majority Leader, United States Senate

317 Russell Senate Office Building
Washington, D.C. 20510

Dear Majority Leader McConnell:

As President & CEO of the Kentucky Lottery Corporation (KLC), 1 am writing to ask you to oppose the
adoption of the proposed Restoration of America’s Wire Act (RAWA). As Congress contemplates
addressing Internet wagering again, | hope you will preserve our state’s right to offer lottery ticket sales
over the Internet and protect the existing sales channels used by the KLC, If enacted, RAWA poses a
significant threat to both future and existing lottery sales in Kentucky.

The KLC was established under the statutes of the Commonwealth in 1988 and granted the exclusive
authority to sell lottery tickets and products to the Commonwealth’s citizens. Historically, the regulation of
gaming has been left to state governments, and for good reason. States can best determine the sensibilities
of their citizens, and thus should be allowed to decide for their citizens what, if any, gaming should be
allowed within their own borders. Today, state lotteries generate approximately $20 billion annually for
good causes in the United States. Last fiscal year, the KLC returned $225 million to Kentucky's general
fund to provide for college scholarships and grant programs and allow Kentucky’s best and brightest voung
citizens to further their education in Kentucky.

In addition to my role with the KLC, T had the henor and privilege to serve as President of the World Lottery
Association (WLA) from February 2006 to November 2010, as President of the North American
Association of State & Provincial Lotteries (NASPL) from October 2001 to October 2002, and as President
of the Multi-State Lottery Association (MUSL), the operator of Powerball, from July 1996 to June 1998.

RAWA would bar KLC Internet Jottery sales to plavers in Kentucky. In 2015, the KLC plans to initiate the
intrastate sale of lotiery tickets via the Internet through the use of computers, smart phones and other mobile
devices, Sales are projected to be $8.5 million in the first full year of operation, and approximately $100
million over the first four years, which amounts 1o approximately $27 million in net revenues to the
Commonwealth during that four year period. Clearly, the right to offer this sales channel to the citizens of
the Commonwealth should not be eliminated by RAWA,

Moreover, intrastate fottery sales via the Internet will be conducted with integrity and security. State
lotteries, including the KLC, have effective technical solutions to ensure that players are of legal age to
play and are located within the state’s borders, and to prevent criminal activities such as money laundering.
The success and viability of the lottery industry relies, first and foremost, on the security and integrity of
fts systems and its operators. A diagram of an iLottery transaction ilfustrating the technology that provides
multiple layers of security is enclosed.

Kerntudky

b UNBRIDLED SPURIT o
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McConnell
Page 2

RAWA could eliminate current sales channels. The sponsors of RAWA claim erroneously that it will
restore the online gaming status quo as it existed prior to a 2011 U.S. Department of Justice opinion
confirming that the Wire Act of 1961 applies only to sports betting and thus does not prohibit states from
legalizing non-sports onling wagering. To the contrary, this legislation unfairly eliminates rights states had
prior to that opinion. The proposed legislation is particularly concerning as it relates to the KLC. If enacted
into law, this legislation could unfairly eliminate current sales channels for our state’s lottery  including
our ability to sell traditional lottery games to players via vending machines and other self-service lottery
terminals, Currently, the KLC has approximately 750 instant ticket vending machines and self-service
terminals in operation throughout the state.

If adopted. RAWA must contain an exemption for state lotteries, Over the last four years, there have been
consistent efforts in Congress to ban Internet wagering outright — including the sale of lottery tickets. It is
unfair to limit sales options for state lotteries and their players. Internet sales by state lotteries should be
exempted in RAWA, similar to the treatment given Infernet betting on games run to benefit charitable
organizations, Internet betting on horse races, and the online play of pay-for-play fantasy sports
tournaments. State lotteries are managed by state governments, and state operations are fully transparent
and highly regulated.

The KLC is not alone in its support of states’ rights on this issue. The North American Association of State
& Provincial Lotierics (NASPL) was founded in 1971 and is the national trade association whose
membership includes all 44 state-sanctioned lottery organization in the United States and the Washington,
DC Lottery. NASPL’s member jurisdictions have long held and supported the individual states’ authority
and right to regulate gaming within their borders granted by the tenth amendment of the Constitution of the
United States of America. In fact, NASPL has several times formally expressed its support of this position.

Thank you for your time and consideration of this matter. Please feel free to contact me should you need
additional information. Mary Harville, KLC General Counsel, and 1 will be traveling to Washington, D.C.
with other 1S, lottery executives to meet with members of our senatorial and congressional delegations.
Accordingly, we will be contacting a member of your staff to seek the opportunity to meet with you and/or
designated members of your senior staff, as we did in December 2012 regarding the Reid/Kyl Bill,

Sincerely,

Enclosure

o Personalized letters to Senator Rand Paul and Kentucky Congressional Members
Governor Steven L. Beshear

harepoint com/personalannetie.dobler_kylettery com/Documents'GLEASON CORRESH/2015 correspondence/meeonel!

RAWA doox
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1401 K STREET NW. SUITE 200 | WASHINGION, DC 20005
T202.772.5600 | F 2027725602 |

WWW. DEMOCRATICGOVERNORS ORG

ORY

GUVERNDORS
ASSDCIATION

March 17, 2015

The Honorable Mitch McConnal The Henorable Harry Reid
Majority Leader Minority Leader

U.8. Senate U.S. Senate

Washington, DC 20510 Washington, DC 20510

The Honorable John Boehner The Honorable Nancy Pelosi
Speaker of the House Minority Leader

U.8. House of Representatives U.8. House of Representatives
Washington, DC 20815 Washington, DC 20815

Dear Senators MeConnell and Reid, Speaker Boehner and Leader Pelosi,

On behalt of the Democratic Governors Association, we are writing to express our
opposition to the “Restoration of America's Wire Act 2015, ac cad t
Reprasentative Jason Chaffetz (R-UT).

We believe strongly that the issue of Internet gaming, as has historically been the case
with other forms of ing, is best left to the stales to decide and regulate. Thi
approach is cansistent with the congressional intent related to online gaming as stated
in the “Unlawful Internet Gambling Enforcement Act of 2006, decades after the Wire
Act was enacted.

State legistators, working in tandem with governors and executive branch agencies, are
best positioned to decide if and how online gaming works in their communities.
Furthermore, a well-regulated online gaming industry could provide a significant
revenue source for state governments while alowing our law enforcement agencies 1o
better deter and prosecute dangeraus criminal aciivity - mcluding fraud, monay
laundering and terrorist financing.

As you consider the issug of Internet gaming, we hope you give strong consideration 1o
the importance of preserving these state rights and the opportunity that e

state-by-state regulatory approach could provide.

Magge, Moot

Governor Steve Bullock Governor Mag
Chalr, DGA DGA

State of Montana £ f New Hampshire

fe Democratic Gov
cidate o

Poid for by |
ed by any ©




The Wire Act -- Don't Fix What Isn't Broken

March 18, 2015
By John Pappas

The House Judiciary Subcommittee on Crime, Terrorism, Homeland Security and Investigations will hold a hearing soon
on legislation introduced by Rep. Jason Chaffetz, R-Utah, the Restoration of America’s Wire Act. You may wonder why
the sudden interest in “restoring” the Wire Act of 1961. Oddly, the answer has to do with online gaming and a perceived

executive overreach,

Chaffetz blames the Obama administration for opening the doors to states licensing Internet gaming. While the use of
executive branch powers can be debated, there is no debate the Department of Justice correctly interpreted the Wire
Act.

First, a little background. The Wire Act was enacted in 1961 to stop the mob from illegally “booking” sports bets
nationwide via a wire, Thirty years later, in the 1990s, when offshore Internet gaming operators began taking bets from
Americans, the DOJ tock the position such activity violated the Wire Act, whether it involved sports betting or casino-
style bets or wagers.

Since then, the DOJ's decision has been called into question by the federal courts such as in 2002 when the highest court
to examine the question, the 5th Circuit Court of Appeals {In Re: MasterCard International Inc.), held that the Wire Act
only applied to sports betting.

tawmakers have also considered alternative solutions for addressing offshore gambling. In fact, the House has passed
many different variations of Internet gambling prohibitions, but every one that received serious consideration respected
states’ rights by exempting state-licensed intrastate bets from its prohibition or enforcement mechanism.

Between 1596 and 2006, Congress considered a series of bills to update the Wire Act, all of them authored by then-
Sen. jon Kyl, R-Ariz., and current chairman of the Judiciary Committee Rep. Robert W, Goodlatte, R-Va, Each of these
would have applied the Wire Act to non-sports betting, but specificaily exempted from the Wire Act intrastate bets

accepted by a state-licensed entity.

in the end, Congress was unable to update the Wire Act; but in 2006, President George W. Bush signed into law the
Unlawful Internet Gambling Enforcement Act. Though it did not amend the Wire Act, it contained a definition of
“unlawful internet gambling” and it exempted from that definition state-licensed intrastate wagers.

Finally, in 2011, the DOJ found their expansive interpretation of the Wire Act was incorrect and rewrote their policy to
meet the actual language of the legislation.

Despite all the evidence to the contrary, Chaffetz is convinced it was Congress’ intent when the act was passed, more
than 50 years ago, to prohibit all forms of gambling over the Internet. RAWA would not “restore” the Wire Act, it would
actually create a brand new federal law that would usurp states’ rights to regulate and police online gaming within their
own borders.
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Perversely, prohibition would rolt back suceessful consumer protection driven policies states have already established to
autharize Internet poker and other forms of online wagering, leaving consumers completely unprotected and doing

nothing to stop illegal offshora Internet gambling from continuing to attract U.S. customers.

Advorates of RAWA claim that their bill will ban online gaming, vet it does nothing of the sort. RAWA contains two major
exemptions for Internet horse racing and fantasy sports — both of which are widespread and available throughout the
United States today. It also does nothing to address the current offshore and unregulated market that exists today in all
50 states. The only thing RAWA bans is states from authorizing and safeguarding online gaming for its citizens.

This is particularly dangerous because it prevents state regulators from setting strict licensing standards that require

operators to use sophisticated age verification technologies to keep minors off the websites as well as technologies to
identify and block problem gamblers. RAWA would also keep trusted and well known U.S. and internationally regulated
companies from providing American consumers with a fair game and hamstring U.5. law enforcement from rooting out

and prosecuting unregulated operators,

And federal lawmakers don't have to wonder, “Can Internet gaming be regulated?” Itis not a theory; it is reality. Not
only can we now reference the current U.S. regulated internet gaming market, we also have the benefit of learning from

Europe, whare Internet gaming has been successfully regutated for more than ten years.

if Chaffetz s concerned about executive overreach, he should first consider how his own legislation would empower a
federal overreach into states’ rights as established by the U.S, Constitution. Members of the subcommittes must
recognize RAWA is not a “fix”, but rather an attempt to rewrite history at all Ame

cans’ expense,

Jobhn Pappas is the executive director of the Poker Players Alliance.



Regulatory Oversight of Online Gaming in the States Is Working

May 21, 2015
By Anna Sainsbury, Letter to the Editor

I was struck by the assumption in Lyle Beckwith’s commentary (“States’ Rights and internet Gambling,” Roll Call, May 7, 2015}
that there is no regulatory oversight on geolocation for online gambling in the U.S. today, and no way to secure geolocation
compliance against well-known spoofing, tampering and fraud tools. In fact, the opposite is true and already many states have
stepped up to successfully embrace new technology to address these prablems.

t agree, however, with some of Beckwith’s points. First, it is easy to fake your location online and many people are doing it.
{Netflix for example has been said to have 50 million users who fake their location to access their content.} In addition, the
jurisdictions and states that choose to legalize and regulate online gaming or lottery need to take such risks into account.

However, what was missing from Beckworth’s piece was the fact that regulators in the three jurisdictions that ficense real-
money online gaming at the moment —Nevada, New Jersey and Delaware — took these risks into account in the drawing up
of their requirements for technical compliance from their online gaming operators.

As a licensed geolocation provider in these three states, | can assure you that, in fact, these regulators literally ran thousands
and thousands of tests outside of their own states’ boundaries, attempting to use all the spoofing technigues alluded to by
Beckwith (and many more) in order to ensure the location results we provide are the correct ones and that their neighbors’
sovereignty over gaming was respected. Indeed, the regulators sent letters to their colleagues in neighboring states setting
out the measures to ensure proper geo-focation and inviting them to audit for themselves the sufficiency of the safeguards.

Moreover, three leading independent gaming test laboratories {GLI, BMM and NMi) all were retained to conduct their own
tests of our solution to ensure compliance and safety.

So, to come back to Beckwith’s core question: “If the bar is set high enough, can geo-location technology methods identify
when someone is within the borders of a state or outside of the borders of that state?” The answer is an uneqguivocal “yes.”
indeed, we do exactly that about 5 million times a month to pinpoint, on average a potential customer’s location to within 50
yards.

This is no easy task, and companies like GeoComply exist specifically because such a challenge once was beyond the
capabilities of the conventional geolocation companies. Today, though, states are able to police out of state gaming once their
games are on the Internet. Safeguards and regulatory oversight are in place and indeed the UIGEA law enacted in 2005 would
make non-compliance a criminal violation with a maximum penalty of five years in a federal prison.

I welcome you to visit our state of the art monitoring facilities in New Jersey or Nevada where we can show you what we do;
real-time, across phones, tablets and PC's to ensure the jurisdictional rights of all the states are protected and compliance to
the federal law for online gaming is upheld.

Geolocation is one problem you can take off your steepless night list!

Anna Soinsbury is chief executive officer of GeoComply.
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June 16", 2015

Dear Members of the New York Congressional Delegation,

We are writing to express our strong opposition to HR. 707, the so-called “Restoration of Ameri
Wire Act”™ (RAWA), and we that you work toward defeating this bill and the attempt to take av
power reserved Tor each of the states- the power to define ils gambling laws.

RAWA's attempt at a federal prohibition of online gambling would dircetly and negatively impact New

Yark by foreclosing the future potential of the New York Lottery to use the Internet for sales. It will also

islature from new fax revenue and to create economic and employment opportunities. It
appr 3

prechude the leg
would prevent New York from pursuing the regulator

T to Internet poker which has been under
review by the legislature snd which several states hav

¢ suceessfully implemented,

The regulatory approach establishes a legitimate oatine poker industry within a state’s borders, helps
drive tllegal operators out of the market, and minimize adult consumers’ and minors’ exposure to the risks
associated with unregulated Internet gambiing, A prohibitionist approach perpetuates the black market

and exposes children and others to gambling behind a curtain with no vegulation or rules to protect
consumwers and the vulnerable.

FLR. 707 also merits opposition for veasons that have notling to do with gambling per se. The legislation
is inimical to the broader interests of New York, which ognizes the benefits of the Internet for all
industries and busin in the state. It usurps New York’s ability to determine for itself what forms are
gambling are authorized within the state, a right which New York and every other state has historically
o, and violates the rights and protections guaranteed to the states under the Tenth Amendment of
the Constitution of the United™ S

fates.

0, we ask you for your unequiv opposition to HLR. 707, the “Restoration of Ameriea’s Wire

. o™
j}%’\u\; N \\\/:Q\Q%QLNP

7

Hon. J. Gary Pretlow
Assemblyman 89% A.D,
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Hon. Margaret Markey Hon. Andrew Garbarino

Assemblywoman 30" A.D. Assemblyman 7" A.D.

/

Hon. Michaelle Soalges Hon. Phillip Goldfeder
Assemblywoman 22™ A D, Assemblyman 23 A.D.



A Bad Bet for Republicans

Supporting a ban on internet gambling will cause the 2016 GOPers to go bust
with young people.

September 10, 2015
By Ron Paul

Young people's dissatisfaction with President Barack Obama's faillure to deliver the peace and prosperity he promised in
2008 could aliow Republicans to capture the youth vote in 2016, But in arder to capitalize on that opportunity,

Republicans must embrace the philosophy of Hiberty that drew so many young people to my 2008 and 2012 presidential

campaigns.

These younger voters expect Republicans to consistently defend individual liberty and limited government. Millennial
voters also expect the GOP to oppase crony capitalism, even - and especially ~ when the cronies are GOP donors, Sadly,

two presidential candidates, Sens. Lindsey Graham of South Carolina and Marco Rubio of Florida, are supporting

legistation that combines an unconstitutional assault on individual Hoerty with cronyism.

re accurately named the iGaming ban, This

The bill in question is the so-called "Re Wire Act,”

Taves in three states allowing or

legistation makes it a federat crime to gamble online. it nutlif e gambling and it pre-

empts ongoing debates in several states considering legalizing Internet gambling,

ad

Proponents of the iGaming ban claim a nationwide ban on internet gambling ts necessary to protect against widespre
ornline gambling by citizens in states where gambling is outlawed. This argument ignores the existence of technology

allowing online casinos to ensure thelr customers are legally allowed to gamble online.

onal ban would not be justified even if state laws allowing online gambling led to widespread violations of other

iting Internet gambling. The 10th Amendment is supposed to restrain federal power, not justily

w5 prohik
creating new federal crimes.

Passage of the ban will give the federal government a new excuse to spy on all of our online activities. Whenever | speak
to young people, they enthusiastically cheer my attacks on warrantiess wiretapping and mass surveillance. Does anyone
8
online activities to ensure they are not playing poker?

lieve these younger voters will support a candidate or a party that supports letting government agencies spy on their

Libertarian-minded millennials agree with conservative attacks on liberal nanny state programs like gun control,
Ohamnacare and Michelle Obama's schoot funch program, However, they are alienated by the hypocrisy shown by oo

many conservatives who claim to faver individual ihorty, yet support Ingislation like the iGaming ban because they
i 3 8 ¥

K conservative” nanny state is just as unconstitutional, and as dangerous to liberty, as a fiberal

Hisapprove of gambling

ane,
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s to not gamble. What they

Those with moral objections to gambling have the right to try to persuade their felfow citiz
do not have the right to do is use government force to stop peaple from engaging In activities, like gambling, that do not

involve force or fraud,

tt is an open secret that the iGaming ban is being pushed by one billionaire casino mogul, who {not coincidentally) is also
one of the country's top political donors, This donor has chosen to not operate an online casino, and, rather than fairly
compete with his online competitors, he is attempting to use his influence to outlaw Internet gambling.

Prior to waging his personal struggle against online gambling, this donor had earned the gratitude of neoconservatives in
and out of Congress for using his money to promote a hawkish foreign policy. This may explain why some of the {Gaming

s biggest supporters, including Graham and Rubio, are also some of the biggest hawks in Congress.

it is hard to imagine a better way to alienate millennial voters than by supporting another unconstitutional infringement
on their freedom in order to aid one billionaire neocon, Any politician wha bets on the iGaming ban is bound to come up

with femons.

Ron Paul, a former Republican congressman ond presidentiol candidate, is the chairmuan of Compaign for Liberty.
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December 4, 2015

U.8. Representative Elijah Cummings

Ranking Member of the House Oversight and Government Reform Commitiee
2230 Rayburn HOB

Washington, DG 20518

Dear Representative Cummings:

T am writing fo register my opposition to 8. 1668 (Restoration of Ameriea’s Wire Act). |
beligve that the best place to determine gambling policy -- prohibition, regulation or something in

hetween -- is at the state level — where historically such decisions have been made,

With the current profiferation of gambling over the Internet, including the rise of Dally Fantasy
Sports games (DFS), states must consider both the legality and possible regulation of such
activities., Recently, some states have moved to petition the federal government to step in with
national laws lo address these issues, which | believe is a mistake. As someone who has spent
a great deal of my career regulaling gambling as the Director of the Arizona Departiment of
Gaming and prosecuting gambling crimes as an Assistant United States Altorney, T would like to

offer the following information for your consideration.

Both the structure of the Constitution and the Tenth Amendment reserve to the states the
exercise of thelr traditional police powers. See, v.¢., Roth v. .8, 354 U.8. 476, 493 (U.S.
1957). Gambiing is an area traditionally regulated pursuant to the police power, and has fong
been recognized as such by the courts. Beginning with Champion v. Ames, 188 U.S. 321, 357
(1903), the Supreme Court has acknowledged that "a state may, for the purpose of guarding the
morals of its own people,” regulate or even forbid gambling "within its limits.” The role of
Congress, consistent with principles of federalism, is confined to the regulation of interstate

2 H42.4080
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wagering. /d. ("Congress . . .may prohibit the carrying of lolery tickets from one slate {o
another.”). The insight from Champion has not eroded with passing decades, See, e.g., Uniled

Stales v. Wall, 92 F.3d 1444, 1451 n. 16 (6" Cir. 1996).

Likewise, states have owned and asserted their police powear over gambling. See, e.g., Bird v.
State, 908 P.2d 12, 20 (Ariz. Ct. App. 1895) ("The government has the constitutional power to
regulate or prohibit gambling in general.”y; Army Navy Bingo, Garrison No. 2186 v. Plowden,
314 S.E.2d 339, 340 (5.C. 1984) ("[Tlhe State's power to suppress gambling is practically
unrestrained.”); Stafe v. Thompson, 60 S.W. 1077, 1078 (Mo. 1801) ("{The State may, in the

exercise of its police powers, prohibit [gambling] altogether.”).

To be sure, there are problems with 8. 1668 that extend beyond the principle of federalism. For
example, the bill might not effectively address DFS, as it contains a sports exception; the bill
could hamper the ability of states to offer ottery and other games on the Internet — which many
are now safely providing, to generate revenues for public needs like education, property tax
reform and advanced consumer protections; and the bill does nothing to help individual states
address such challenges as Internet sweepstakes, which have evolved through state

sweepstakes laws,

The principle of federalism should be a major factor in any assessment of federal
legislation. Not every problem warrants a federal solution. Internet gambling is a matter for the

states.

Respectfully, e

A e s
}/ g {/Lx'}] /”’\\ / ':/ R L W

Mark Brinovich
Attorney General



Apply 10th Amendment to online gambling

December 7, 2015
By Dan Schneider

The 10th Amendment to the U.S. Constitution was ratified 224 years ago — almost to the day — to ensure that the
rights of the people would be protected from a government in Washington, D.C., eager to impose its will on them.
Unless a power is specifically delegated to the federal government under the Constitution, it is “reserved to the States
respectively, or to the people.”

The Framers called for this protection — and the American people ratified it as part of the Bill of Rights — because they
did not want a national government hundreds of miles from their homes dictating how they lived their daily lives. Except
to preserve our constitutionally guaranteed rights, that kind of authority must reside with the people and is shared only
with their state legislatures.

Of course, liberals bent on forcing their collective will on the public do not like the 10th Amendment, That is why every
conservative congressman must stand firmly with the 10th Amendment and resist the temptation to impose their own
policy preferences when they fall outside the powers delegated to the federal government.

Rep. Jason Chaffetz {R-Utah), chairman of the House Oversight and Government Reform Committee, is a good
conservative with a Boehner-era American Conservative Union (ACU) rating of 88 percent. That is a very respectable
score that roughly correlates with his alignment to the 10th Amendment. Chaffetz and many of Utah's political leaders
strongly support transferring certain federal lands back to the states. Clearly, Chaffetz understands that state and Jocal
governments are better equipped and motivated to enhance environmental health and economic productivity than
nameless, faceless bureaucrats in Washington can ever hope to achieve. The ACU also applauds Chaffetz’s efforts to
restore the rights of the states to establish their own taxing systems. This issue is often horribly mischaracterized by
certain opponents, so the congressman’s support of states’ rights in this instance shows courage, and we respect him for
it.

However, conservative principles are not something that members of Congress can pick and choose to adopt when it’s
convenient. To do so would create a slippery slope that would erode the basic foundations of our federal-state system,
Just as we encourage every member of Congress to strengthen their conservative ratings, we hope that all members
make this point clear in the upcoming hearing in the Oversight Committee that Chaffetz has called to consider the issue
of internet gambling later this week.

The ACU understands that gambling harms some people. Scientific American magazine recently cited surveys showing
that about one-half of 1 percent of Americans are addicted to gambling. While we do not want to diminish the tragedy
of addiction, we don’t see how federal intervention could be superior to a state response to this problem, or why the
heavy hand of the federal government should be allowed to trump the 10th Amendment when the percentage of
impacted Americans is so miniscule. States have aiready proven that they have the ability to prohibit gambling or
approve and regulate it.
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it is also important to note that no bill in Congress would or could ban online gambling, in part because it is impossible
to prevent foreign operators in places like the Caribbean, China, and Russla from bringing their gambling business into
U.S. markets. Moreover, Chaffetz’s bill would allow some domestic Internet gambling and prevent others, essentially
picking the winners and losers. FanDuel and DraftKings are just two examples. And, for years, Americans have been
legally allowed to bet on horse racing over the Internet.

As strong supporters of the 10th Amendment, the ACU will never forget that when we grow the power of the federal
government to limit people’s freedoms, we also empower it to mandate other aspects of our lives {e.g., the Little Sisters
of the Poor under the ObamaCare mandates). Therefore, we would need to see significant, broad-based harm before
even entertaining the idea of federal usurpation of states’ rights. We do not see that kind of harm here, nor do we see
any tangible benefit from adopting such a scheme.

Similarly, as explained in an interview with William F. Buckley Jr. in 1967, then-California Gov. Ronald Reagan explained
there is, in fact, “a very practical advantage” for allowing the states to govern themselves on thorny issues. Reagan
noted that the advantage is this: If conditions are so terrible in one state, the federal system of 50 states gives citizens
the right to vote with their feet. As long as the rules and the regulations and the taxes are not uniform, there’s a kind of
built-in controt on how bad a state government can get, because if it passes a certain point, the people just pack up and
move to another state where things are better. We should look very carefully on throwing away this control. Let’s say
that all the rules become uniform; then, if you object to the policies of government, where do you go?

Reagan got it right. Honoring the rights of states not only generates the kind of laboratories of learning envisioned by
the Framers, it also prevents one state from forcing its wifl on another. It would be a sad day, indeed, if Nevada were
permitted to dictate to the people of Utah what kinds of gambling would be permitted in Salt Lake City.

Moreover, it's not Congress’s job to pick winners and losers, Using the federal government to target certain competitors
may be very good for the profits of some favored businesses, but it is by no means an appropriate way to set policy.
Although we understand the substantial downside to irresponsible gambling, it is not a proper use of the federal
government to preserve the profits and success of a single company’s business plan,

Conservatives recognize and understand that each state should set its own policies under the rights guaranteed by 10th
Amendment to the U.S. Constitution. Conservatives trust the states to know what is right. Furthermore, conservatives
trust our feflow Americans to understand that all people should be treated equally under the law with favoritism toward
none. We urge all members of the House Oversight Committee to stand for the principles in our Constitution.

Schneider Is the executive director of the American Conservative Union.
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RUTGERS

- Al
e for Gambling

December 8, 2015
Dear Rep. Watson Coleman,

| direct the Center for Gambling Studies at Rutgers University. The center is a non-partisan
research, policy, and training center for gambling-related issues. We have been asked by the
Division of Gaming Enforcement to evaluate online gambling behavior in the State of New
Jersey and to provide yearly reports to Gov. Christie regarding the impact of internet gambling
on problem gambling behavior. We are also finishing the first of two waves of a statewide
prevalence study that examines internet gambling, fantasy sports play and land-based gambling
behaviors in a representative sample of New Jersey residents,

{ appreciate the opportunity to provide this informational letter regarding the potential
implications of interactive (internet, smariphone, tablet) gambling on law enforcement.

In the U.S,, interactive gaming opportunities are a relatively new phenomenon, following trends
in Canada, Australia and the U.K. Though accurate estimates are difficult to calculate, reports
indicate Americans wager billions annually on unregulated, off-shore sites. Research in other
countries offers insight into the general profile of interactive gamblers: males who are employed
with higher household incomes who tend to participate in both interactive and land-based
games. Key research findings also suggest that interactive medium primarily appeals to
individuals who are already involved in gambling activities in other venues and may have
established high-risk patterns of play. The anonymity, speed, and convenience of onling
gambling, however, may exacerbate pre-existing gambling problems and result in higher rates
of involvement and greater loses in gamblers at the highest levels of involvement.

I understand you are interested in the potential for internet gambling to increase the incidence of
money laundering and other criminal behavior. That is a serious concern for unregulated, off-
shore gambling sites that aflow the use of bitcoin and other non-traceable currency. it is also a
likely outcome on social gaming sites such as Second Life and World of Warcraft, where money
is converted to online goods then back to cash again. It is a known risk with the use of cashin
casino environments.

Unlike these examples, properly regulated internet gambling should pose less of a threat to law
enforcement if deposits are monitored and limited to traceable accounts and credit. For
example, in the tightly-regulated New Jersey environment, players are required to enter
demographic data and undergo ID verification to establish an account. Transactions are funded
through patron deposits pursuant to NJAC 12:69D-1.24, credit or debit card, deposit of cash,
gaming chips or slot tokens at cashiering location approved by the Division, reloadable prepaid
card belong to the patron, comps, and/or winnings. Player Wi-Fi address is also verified through
geocoding as initiating within New Jersey. Accordingly, transactions on regulated sites fall
within the scope of the Money Laundering Abatement and Financial Anti-Terrorism Act and are
subject to due diligence practices, record-keeping and reporting requirements. In that way,
there is little difference between the potential for money laundering through a regulated online
gambling site or a land-based casino or race track. In my opinion, both internet and casino
venues should prohibit cash deposits or the use of cash cards unconnected to a bank account
to enhance security measures.
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Availability, accessibility, and acceptability of gambling opportunities are consistently correlated
with higher rates of gambling problems and attendant social consequences. To me, the critical
concern regarding future legalization of interactive gaming is whether we as a national are
prepared o require states to enact adequate safeguards for the individuals, partners, children
and others who are unintentionally disadvantaged by the consequences of gambling disorder.

The greatest potential for adverse consequences with interactive gaming lies with the lack of
informed consent and adequate harm reduction safeguards. The speed, convenience and
anonymity of play, combined with the accessibility make it likely that people will spend more
money more quickly than anticipated. New Jersey requires all patrons to provide customers with
the means {o limit the time or money spent gaming, to request a cooling off period, and to self-
exclude from sites.

However, the information on these safeguards is often difficult to find and understand. | have
suggested that the sign-up process for all regulated sites should include a standard, responsible
gambling unit that explains to patrons each of the features and their uses, requires players to
sither set limits or accept defaults, provides information on odds of each game, and alerts them
te an emblem on the front of each page that, when clicked, will immediately take them to the
limit-setting page. Additional safeguards would include periodic breaks in play to review win/loss
and play time statements and redirection to the limit-setting page at start-up, and the provision
of monthly financial statements which, at this point, are only by request.

From a research perspective, interactive gaming is likely no more “addictive” than other forms of
gambling. However, there is a dangerous, additive effect of the continued proliferation of
gambling opportunities without requiring or facilitating the development of an effective, harm
reduction network of services. At this time, there is no federal agency within NiH that is
dedicated to addressing gambling-related problems or the development of primary, secondary
or tertiary prevention. There is, likewise, no requirement that gaming licenses or state gambling
tax revenue include a percentage, specifically earmarked for the development of empirically
based treatments and services. States are left to make those decisions on an ad hoc basis and,
typically, what little money there is goes to treatment, which may or may not be based on best
practices. Policy reform addressing these concems, in my opinion, would best address
potential social costs of legalized gambling.

Qur center would be honored to serve as a resource for the Committee, and | appreciate the
opportunity to submit this letter.

Very fruly yours,

o

Lia Nower, J.D., Ph.D.
Professor and Director
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Chris Christie Office of the Attorney General John J. Hoffman
Gorernor Department of Law and Public Safety Adiag Attorney General
Division of Gaming Enforcement
Kim Guadagno P.O. Box 047 David Rebuck
Lt Gavernor Trenton, NJ 08625-0047 Director

December 8, 2015

Counsel

Committee on Oversight and Government Reform - Democratic Staff
U.S. House of Representatives

Washington, D.C. 20515

RE: New Jersey Internet Gaming Regulation
Dear Mr. Quinn,

November 25, 2015, was the second anniversary of the launch of regulated online
gaming in New Jersey. The New Jersey Division of Gaming Enforcement {“Division”), a law
enforcement agency which falls under the authority of the State Attorney General, regulates
the most comprehensive Internet gaming programs in the United States. There are six
internet Gaming permit holder casinos working with eight licensed Internet gaming
platform providers to host & total of 17 approved Internet gaming URLs which provide
both casino games and poker.

Regulating the burgeoning Internet gaming industry in this state has required the
creation of a strong regulatory structure that is responsible for the investigation of the
licensing suitability of Internet gaming companies and commercial entities that supply
goods and services to them, as well as a technical review of all the games and related
systems that are offered to the public. in addition, the Division extensively monitors
daily operations and has enacted numerous regulations to enhance the integrity of
gaming operations and to address responsible gaming and consumer protection issues.
Although over the past two years there has been a learning curve for both the Division
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and the industry, overall from a regulatory perspective, there have been no major
incidents or systematic issues that would call into question the integrity of online gaming
operations. From both a legal and consumer protection standpoint, regulated Internet
gaming has proven to be reliable and transparent.

One crucial area the Division focused on was to ensure that sufficient guidelines
were applied for the “Know Your Customer” (“KYC") process. This process ensures that
patron identities are known and that the players are old enough to gamble in New Jersey.
Players must provide sufficient and verifiable information and documentation in order to
successfully set up an Internet gaming account. To date, this system has been working very
well with no evidence that underage individuals have been able to establish their own
accounts. There have been a handful of cases of adults not protecting their account
information and thereby providing an opportunity for minors play on the adults account.
These few instances have been handled on a case by case basis with law enforcement.

New Jersey authorized Internet gaming platforms, like brick-and-mortar casinos,
must also have detailed anti-money faundering (“AML") programs as required by the
Bank Secrecy Act. As noted above, patrons are required to provide identification and all
transactions are tracked. It is not possible to be ancnymous or have untraceable
transactions in an online casino environment. Furthermore, unusual and suspicious
transactions are reported to the Financial Crimes Enforcement Network (FInCEN).

The Division also has a Fraud Alert system that alerts law enforcement to
possible criminal activity. As with all types of businesses that process financial
transactions, occasionally there are fraudulent activities such as improper credit card
chargebacks. Statistics from financial services company Vantiv, have shown, however,
that the charge back rate for authorized Internet gaming in New Jersey is significantly
lower than other types of e-commerce, which illustrates that there are sufficient controls
in place to mitigate chargeback risk.

Another key area has been setting up strong protocols for ensuring that play on
our authorized Internet gaming websites only occurs within the borders of New Jersey.
The Division has created a comprehensive multi-factor geolocation standard that
utilizes not only criteria such as IP address, but also analyzes other factors such as
Mobile Carrier Network Location, Wi-Fi Location, GPS location, as well as determining if
computer and mobile devices have software that can hide a device’s location. The
Division also monitors and tracks any location where access is denied. As
technological advancements occur, additional primary methods will be considered for
approval by the Division. Any proposed new method would be thoroughly tested and
evaluated by the Division's Technical Services Lab. instances of anyone successfully
getting past New Jersey’s geolocation protocols have been negligible,
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Another important component for Internet gaming reguiation is comprehensive
responsible gaming requirements. All Internet gaming platform providers are required by
regulation to implement various responsible gaming features. Similar to brick-and-mortar
casinos, patrons are able to exclude themselves from Internet gaming. Technology is used
to verify exclusion status during registration and prior to each log in. Required notifications
as to 1-800-GAMBLER are presented during registration, log in and log out, as well as from
the player protection page. Mandated features remind patrons of how much time they have
played during one session which prevents losing track of time and serves as a “reality”
check. Patrons are limited to one account per website gaming brand and have the ability to
establish several types of responsible gaming limits or suspend play at any time. Patrons
are prohibited from relaxing limits until after the existing limit expires. Internet gaming
platforms must also maintain all records of patron activity for at least 10 years.

in addition to all the required responsible gaming features outlined above, New
Jersey statute N.J.S.A 5:12-95.18 requires a study to be published on an annual basis to
review the impact of internet gaming in New Jersey. The Division has entered into a
memarandum of agreement with Rutgers University and the New Jersey Department of
Human Services to produce four annual reports. The first of these reports came out in early
2015 and is available on the Division website.

The Division in cooperation with other New Jersey law enforcement agencies
continues to be engaged in investigating numerous iflegal Internet gaming sites. These
illegal sites lack the KYC, AML and responsible gaming protections required of
requlated sites. We believe illegal Internet gaming activities are occurring in most, if
not, all states. The Division's focus has been on reducing the activities of unregulated,
iliegal Internet operators engaged in accepting wagers from New Jersey patrons. We
recognize the challenge presented by ilegal online operators, However, we have had
some success to date and will continue to press forward with our enforcement efforts.

In summary, New Jersey’s comprehensive regulatory scheme over all aspects of
online wagering has demonstrated that it can be made as safe and secure as land
based casino operations. New Jersey welcomes the opportunity to share our
experience with all interested parties.

Sincerely,

T oW
David Rebuck
Director
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Responses of the Federal Bureau of Investigation
to Questions for the Record
Arising from the December 9, 2015 Hearing Before the
House Oversight and Government Reform Committee Regarding
“A Casino in Every Smartphone: Law Enforcement Implications”

Questions for the record from Chairman Jason Chaffetz (UT-03):

1. Inresponse to a question posed to Attorney General Loretta Lynch during her
confirmation hearings about the use of online gambling sites by terrorist organizations,
Ms. Lynch stated:

1 think certainly that what we 've seen with respect to those who provide the material support
and financing to terrorist organizations, they will use any means to finance those
organizations."

Do you agree with the Attorney General that online casinos can be exploited by terrorist
organizations?

Response:
The FBI agrees with Attorney General Loretta Lynch’s assessment that there is the possibility

gambling sites could be exploited by terrorist organizations. FBI case information indicates that
terrorists use a variety of methods for raising, storing, and subsequently moving funds to finance
their operations. While the FBI has no substantive case information or reporting to suggest this
activity is occurring, the possibility does exist.

2. During the Committee's December 9, 2015 hearing, you testified that the FBI has "one
investigation that we did conduct where the individual used, among other things . . .
gambling for money laundering purposes and so forth." Can you provide the Committee
with more details on that investigation?

Response:
The matter referred to is pending litigation, and we respectfully decline to comment at this time.

3. Are you aware PokerStars was recently approved by the State of New Jersey as a
provider to one of its Internet gambling licensees?

Response:
Yes.

4. Have the founders of PokerStars entered a plea or presented themselves in response to
the indictment brought by the Justice Department?
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Of the three individuals who were charged by the Department, one has returned to the United

States and pled guilty, while the other two remain outside the country and have not been
apprehended.

5. Are you aware whether there is a federal agency with the resources and personnel
necessaty to police a patchwork of state Internet gambling regulatory regimes, protect
states that do not permit Internet gambling, and prevent the use of Internet casinos and
fotteries for money laundering and other criminal activities?

Response:
No, we are not aware of the existence of this federal agency.

6. If online gambling proliferates around the country, (i) what law enforcement agency
will police those sites, and (ii) who will pay for it?

Response:
The FBI does not have authority to regulate legal websites. The issue must be resolved by states

whete online gambling is legal.

7. Might online gambling make it easier to launder money or finance terrorism
internationally? For instance, could two criminals play a game of poker, with Player A
losing to Player B intentionally? Player B, if he is in another country with less stringent
controls, could then claim those fraudulent winnings as legitimate income? Would the
funds in this example be laundered?

Response:
While the above described scenarios are possible, the FBI National Security Branch’s assessment

is that an online gambling site would be an overly elaborate means of moving or laundering
funds when compared to the variety of simple, cheap, fast and operationally effective money
movement methods. FBI cases and reporting indicate extremists use a range of money
movement options to fund activities. The potential for criminals to launder, or attempt to launder
the proceeds of their criminal activity exists within all financial transactions, legitimate or
otherwise. The example proffered in the question is not outside the realm of possibility.

8. Does the Department's Office of Legal Counsel's (OLC’s) 2011 memorandum bind the
Executive Branch? Does it contain the force of law outside the Executive Branch?

Response:
The FBI understands that the 2011 OLC opinion applies to the FBI, but defers other questions

about the opinion to the Department of Justice.

9. Ifthe OLC memorandum does not contain the force of law outside the Executive Branch,
please answer the following questions:
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a. Could the memorandum be repudiated by the next Administration or any future
Attorney General?

b. Are the online gambling establishments in the states who have moved forward on the
basis of the OLC's memorandum placing themselves in potential legal jeopardy?

¢. Could bettors who lose money through online gambling sites refuse to pay claiming the
debt is unenforceable because the underlying transaction violated the law?

Response:
The FBI is not in a position to respond to this question.
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RESPONSES OF MARK LIPPARELLITO
AIRMAN JASON CHAFFETZ (February 10,2016

HAIR AFFETZ

1. Nevada created a law to allow “interactive” gaming within the boundary of the
state in early 2000s. The law extends to all forms of gaming. The enabling
regulations governing such activity were not created until December, 2011.
Further, the first set of established rules allowed only for peer to peer competitive
poker. No other rules/products (beyond peer to peer poker) have been requested
by the industry. On a technical basis, the products have been a material success. As
a result of Nevada’s rather limited population base, most experts would
acknowledge that peer to peer poker has not been a financial success.

2. Tam not in a position to opine on the question presented.

3. Itis my opinion that a good deal of law relating to gaming in the United States is
dated and many innovations present continuing challenges for policy makers and
enforcement agencies. It would seem the OLC was limited in its ability to anything
other than interpret the standing law against the activities taking place in the
market. Prior to the OLC’s opinion, the written statements from the Justice
Department were short in length and did not offer the underlying basis of its
interpretation. In my opinion, this limited guidance likely created doubt among
state agencies.

4. Tam aware, generally, that Pokerstars (through its current ownership structure)
was approved for licensure in the State of New Jersey. While | have material
experience in the area of licensing and suitability, I am not in a position to offer an
opinion on the State of New Jersey’s licensing action.

On a more fundamental basis, a question does arise as to what criteria could or
should be established by various licensing bodies with respect to any parties or
companies that may have participated in various online gaming activities
historically within the US boundaries. In fact, these discussions have been a major
part of state legislative committee hearings. Given the historical trends in gaming
regulation and licensing, a material argument can be advanced that companies or
individuals that failed to follow federal and state law should, at a minimum, be
meaningfully scrutinized. It stands to reason that those parties who followed the
law ought to be rewarded for their adherence. It would seem contrary to this view
that those who broke the rules should not then be the beneficiaries of their former
illegal acts. For example, in most jurisdictions, a company or individual found to
have been conducting illegal gaming activities would more than likely not be found
suitable for a licensing casino operation.
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CHAIRMAN WILL HURD

1. While I am not specifically aware of state prosecution of an internet gaming
operator in the State of Nevada, [ am highly confident our state law makes it clear
that offering a gambling game online within the state without a license is a crime.

Enforcement of illegal online gaming is multifaceted. A good portion of these
products are offered by companies or individuals who manage these activities in
offshore locations. Secondly, it is not often patrons who utilize such gaming sites
are forthcoming about any problems they may have with such operators (as it
requires the underlying embarrassing admission by the patron). Lastly, such
“crimes” requires prioritization by law enforcement and prosecutors who view, in
my opinion, these activities as hard to enforce and complex in nature.

REPRESENTATIVE ROD BLUM

1. The State of Nevada adopted detailed regulations and technical standards that
must be approved independent testing laboratories prior to a site being granted
approval to operate within the state.

2. The state specifically mandated that prospective sites provide technical
mechanisms to show that access to sites are done directly. While no system is fool
proof, the bar was set high. Access through VPNs and proxy sites are prevented and
users must make affirmative steps terminate such services when attempting logon.
If the systems cannot determine location with certainty, access is denied. Direct
enrollment attempts from locations outside the boundaries are conducted by the
agency staff as well as risk management teams within the licensees. It is important
to note that licensees are subject to continued regulatory burdens to secure their
operations and, if unsuccessful, are subject to disciplinary actions and fines.

3. Technical innovation has been a regulatory challenge for decades. 1 am confident
that regulators will manage or adjust standards that will thwart any such attacks as
they are revealed. A standard of perfection would result the denial of the use of
most technology. The regulatory standard, instead, is that the innovation can be
largely managed and that the risk of compromise is relatively low or reasonably
discovered. Tools designed to defeat or secure geolocation will be an evolving area
of technology not only for gaming but also for other industries such as banking,
health care, and security.
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